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About the Cybersecurity Center

e Hands-on cybersecurity clinic at MSU Denver
* Bridge education and industry through real-world experience

* Prepare students to enter the cybersecurity workforce with
confidence, competence, and credibility

MSU The Cybersecurity Center

DENVER Cybersecurity Multi-Use Training Environment




About Centurion SECURED

* Cybersecurity students are trained to monitor and protect public-
sector entities that represent more than 500,000 Coloradans

e Our mission is to strengthen cybersecurity for Colorado’s small
governments and businesses through a student-staffed,
professionally led monitoring service that gives students real SOC
experience for the cybersecurity workforce
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Original Student Workflow
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Late March 2024...




Time to rebuild
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Time to rebuild (edge device)

Raspberry Pi 5 running:
* Ubuntu

* Wireguard

* FluentBit

e Suricata




Hooray! Everything is working. All
deployed in 66 days...
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Then my director started talking
about offering this as a statewide
service, and | was a team of one...
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Issues with the 4 VMs

* A single-node OpenSearch “cluster” couldn’t scale
* Every app managed its own users

* Every change and new partner meant hand-configuring
servers
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What Is everyone else doing?
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Ordering off the CNCF Landscape

* Kubernetes: Container orchestration

* Keycloak: Identity and access management

* ArgoCD: GitOps done right

* OpenTofu: Cloud resources declared like the big players
* Fluent Bit: Shipping logs from the edge to OpenSearch

3.9




Why Kubernetes?

e Everything declared in Git
* No more building servers!

e Students could get hands-on experience with the same
GitOps and Cloud Native tools used in industry




So long, four VMs...
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Centurion SECURED on Kubernetes!
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How much does this cost?
* Around ~$1,000

Billing History
December, 312025 -$912.73 .oe
December, 312025 Invoice for December 2025 $912.73 eoo
November, 30 2025 -$912.88 .oe
November, 30 2025 Invoice forNovember2025 $912.88 eoo
October, 312025 -$821.57 .

October, 312025 Invoice for October2025 $821.57 see




Sweet, all done! Right?
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Well...




Shard Explosions

* 14+ community partners, each creating their own indices
within OpenSearch

* A misconfigured printer flooded a network with mDNS
requests

e Poof. The cluster couldn’t keep up and went down




Shard Explosions: The Fix

* Drop mDNS alerts before they ever hit the index

* Restart the pod every day at 2:00 AM. Why not?
* The actual fix: A dedicated cluster just for OpenSearch




Observabillity

e Students on a Discord server should be fine

)




Observabllity: The Fix

e Students on a Discord server is not fine

* Real alerting with Prometheus and Grafana in a
management cluster




Zero Trust Nobody Used

* Every new cohort of 30 students meant SSHing in to
generate WireGuard configs by hand

* Move to Envoy Gateway, pair it with Keycloak, and give
students browser certificates instead

* A separate management cluster
* Make this whole thing meet some sort of benchmark




Back to the CNCF Landscape...
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Zero-Trust Management Cluster!
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Remember: Zero Trust nobody used?
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Zero Trust Nobody Used

* The WireGuard certificates worked. That was enough for
everyone but me

* None of it mattered without buy-in

* The dedicated OpenSearch cluster stayed and finally ended
the shard explosions

* The zero-trust access got turned off




One of the hardest problems In
platform engineering Is closing the
gap between self-service and people
actually using the service




Students are at the core of all of this
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Two kinds of students

e Student analysts: Learn log analysis and how a real SOC
works, with live data

» Student developers: Maintain the platform itself through
GitOps and Kubernetes




They always end up leaving me... for

real jobs ?
i%




The Kubernetes Workshop

e Each cluster provisioned on DigitalOcean with OpenTofu

e Learn about tools like ArgoCD, Envoy Gateway, cert-
manager, and GitHub Actions

e See GIitOps in action
A




The Colorado Sustainability Hub

* An NSF-funded platform built by undergraduate students
that makes Colorado's environmental, economic, and social
sustainability data usable by people who are not analysts

* Developed a chatbot named Bili

* Used OpenTelemetry, Jaeger, and Prometheus to
Instrument their application
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https://github.com/msu-denver/bili-core




Roadrunner Connect Club

e A group of students that develop a mobile application for
MSU Denver to empower students to engage with campus

* Implemented OpenFeature to standardize feature flags
across the app

©pen
Feature




Technology brings everyone together

e Students interacting with real data

* Rural Colorado getting security it
couldn’t otherwise afford

* Counties with 1-3 IT people who
just need day-to-day operations to
stay stable




Centurion 2.0: Lessons Applied
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None of this would have been
possible with bespoke bash scripts




KubeCon + CloudNativeCon North America 2026

Thank You.

Any questions?

Connect with me on LinkedIn:

https://www.linkedin.com/in/maciejwal/

Maciej Wal

Cybersecurity Platform Architect, the Cybersecurity Center, Metropolitan State University of Denver




