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Hi, I'm Mohamed Maktal

Solutions Engineer @ Vultr
I work with teams that run agents on cloud 
infrastructure, including sandbox providers.

WHAT I AM SHARING

What your agent is told when the sandbox 
under it fails, and how to make it the truth.
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What does MCP tell your agent?

YOUR AGENT
via Playwright MCP

● working…

microVM sandbox

shop.example / checkout

Signed in as demo-user

Name Ana Lima

Address 4 Market St

Card 4242 •••• |

Confirm
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What does MCP tell your agent?

YOUR AGENT
via Playwright MCP

● working…

SANDBOX GONE

shop.example / checkout

GONE
the browser, the pages, the sign-in
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Nothing. About a minute later: 
“request timed out”.

YOUR AGENT
via Playwright MCP

● “request timed out”

SANDBOX GONE

shop.example / checkout

GONE
the browser, the pages, the sign-in
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At fleet scale, “rare” becomes 
thousands a day

1 in 200 runs lost to the sandbox itself

3,000,000 sandboxes a day
15,000 FAIL

e.g. one fleet's audited week, 2026: 626 lost of 127,735 runs (1 in 204)
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At fleet scale, “rare” becomes thousands 
a day

1 in 200 runs lost to the sandbox itself

Three ways your stack hides the truth, and an infrastructure 
solution for each
On a real Firecracker sandbox: 55 s of guessing → the true cause in 1 s

e.g. one fleet's audited week, 2026: 626 lost of 127,735 runs (1 in 204)
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What we'll cover

1 How a tool call reaches a sandbox

2 Three failure modes, in a real sandbox

3 The pattern, and A2A

4 One test to run this week
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The agent harness
how it works 1 2 3 4

To see why the agent was told nothing, let’s follow one tool 
call through the stack.

MODEL
an LLM behind an API: 
reads text, writes text 

or a tool call
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The agent harness
how it works 1 2 3 4

To see why the agent was told nothing, let’s follow one tool 
call through the stack.

MODEL
an LLM behind an API: 
reads text, writes text 

or a tool call

AGENT HARNESS
also called the agent runtime

1  Send the conversation

2  Read the tool call

3  Run it: timeout, retries

4  Write the result back

TOOLS, OVER MCP

next to the agent
local process (stdio)

in a sandbox
remote (HTTP)

The model never sees the tool, the sandbox or the clock. It sees only 
what the harness writes back in step 4.
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Why a sandbox, and why a microVM
how it works 1 2 3 4

The agent runs code and opens pages nobody has reviewed, 
so it runs in a sandbox: a microVM.

CONTAINER
untrusted code

the host's kernel, shared

FULL VM
untrusted code

its own kernel

big monitor, >1.4M lines

MICROVM
untrusted code

its own kernel

tiny monitor, ~50k lines

“Process isolation is the single highest-leverage mitigation in this 
guide.”
MCP's own security guide
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Why a sandbox, and why a microVM
how it works 1 2 3 4

The agent runs code and opens pages nobody has reviewed, 
so it runs in a sandbox: a microVM.

CONTAINER
untrusted code

the host's kernel, shared

FULL VM
untrusted code

its own kernel

big monitor, >1.4M lines

MICROVM
untrusted code

its own kernel

tiny monitor, ~50k lines

FIRECRACKER

≤ 125 ms
to boot

≤ 5 MiB
overhead

2018
in production

One Firecracker process per 
microVM. When the VM dies, 
the host knows at once.
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Your harness and your provider
how it works 1 2 3 4

The tool call goes from your agent harness to your sandbox 
provider.

YOUR AGENT HARNESS

Model loop the next tool call

MCP client the timeout

Retry policy what to redo

YOUR SANDBOX PROVIDER

Edge
proxy

Control plane
status · idle · stop

microVM (Firecracker)

Playwright MCP your tools

MCP · A2A

Each side learns what the other did only from what comes across. 
Sometimes it isn't true.
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Reported MCP problems 
failure modes 1 2 3 4

GitHub issues linked to projects forked from MCP. 
Three failures come out on top.

It died, and nobody said so 40
Stopped, but still running 39

Live work was cut off 36
It never ends 34

It ran twice 25
The state is gone 21

MCP never recovers 18
The proxy breaks MCP 11
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Reported MCP problems 
failure modes 1 2 3 4

GitHub issues linked to projects forked from MCP. 
Three failures come out on top.

It died, and nobody said so 40 mode 1
Stopped, but still running 39 mode 2

Live work was cut off 36
It never ends 34 mode 1

It ran twice 25 mode 3
The state is gone 21

MCP never recovers 18
The proxy breaks MCP 11
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Failure mode 1 · “Still working.”
failure modes 1 2 3 4

The sandbox dies in the middle of a tool 
call. The agent is told it's still working.

74 GitHub issues across 11 of 14 products
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Failure mode 1 · “Still working.”
failure modes 1 2 3 4

The agent only has a timer; the host saw the VM die at once.
WHO KNEW, AND WHEN · our recording, one tool call

HOST SUPERVISOR
the Firecracker process dead · exit 137 · known at once

AGENT'S MCP CLIENT
a timer

“working…” “timed out”

0 s 10 20 30 40 50 60

55 s blind, and no cause
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Infrastructure solution · failure mode 1
failure modes 1 2 3 4

Ask the provider if the sandbox is alive. 
The agent knows in 1s, with the cause.

WITH knew in 1 s, with the cause without: blind 55 s

4.2s provider status: running # asks provider every 1 s
9.2s provider status: dead # the provider says: dead
9.2s ← STOPPED WAITING after 6.0s:

Sandbox died at 22:27:37: the
VM process was killed (signal
9, exit 137). Its browser,
pages and sign-in are gone.

# knows, with the cause
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Failure mode 2 · “Stopped.”
failure modes 1 2 3 4

The runtime stops the MCP server. Its 
processes keep running.

39 GitHub issues across 11 of 14 products
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Failure mode 2 · “Stopped.”
failure modes 1 2 3 4

The runtime killed one process; the kernel can still see the 
rest running.
OUR RUN · one session's processes after “stop”

✕  npx
the launcher: killed

the agent is told
“Stopped.”

parent gone

node playwright-mcp
the MCP server: running

PID 1
adopts it

chrome chrome +9 11 Chrome, still running

AFTER THREE STOPS

36 processes
3 MCP servers + 33 Chrome
920 of 2,048 MB in use
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Infrastructure solution · failure mode 2
failure modes 1 2 3 4

Run each server as one unit. 
Stop the unit, then check. 
Nothing left running.

WITH 0 left, 240 MB without: 36 left, 920 MB

21.9s → exec in sandbox:
systemd-run
--unit=pw-session-3 npx
playwright-mcp --port 8934

# own unit (one cgroup)

27.3s → stop: systemctl stop
pw-session-3; verify: unit
inactive, 0 processes left

# stops unit, then checks
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Failure mode 3 · “Failed.”
failure modes 1 2 3 4

A call times out after its work already 
happened. The retry does it again.

25 GitHub issues across 7 of 14 products



      Where the agentic stack is being built. 

Failure mode 3 · “Failed.”
failure modes 1 2 3 4

The call timed out, the charge went through. 
The retry charged again.
THE RACE · our recording, seconds from the first call

AGENT'S RUNTIME
waits 30 s, retries once failed retry failed

THE SHOP'S LEDGER
payment takes 40 s

#1001 PAID

#1002 PAID

0 s 10 20 30 40 50 60 70 80

Charged twice for one order. Told “failed”.
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Infrastructure solution · failure mode 3
failure modes 1 2 3 4

A timeout means “unknown”: ask before redoing.
WITH charged 1×, asked first without: charged 2×

2.3s → tools/call place_order {"item":
"Annual plan", "amount": 42.0,
"idempotency_key": "order-2e31c1b89c"}

# one $42 order + a key

32.4s ← ERROR after 30.0s: MCPError: Request
'tools/call' timed out

# shop still charging

32.4s → timeout on a write: outcome UNKNOWN.
Not retrying. Asking the system that
knows: list_orders

# unknown: ask, don't redo

44.4s ← the shop says: #1001 Annual plan
$42.00 paid key=order-2e31c1b89c

# charged once
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The pattern
the pattern 1 2 3 4

Every infrastructure solution is the same move: stop guessing 
from a timer, and ask the part that knows.
THE GUESS ASK THE PART THAT KNOWS

a timer The host's supervisor
ask the provider's status

55 s → 1 s
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The pattern
the pattern 1 2 3 4

Every infrastructure solution is the same move: stop guessing 
from a timer, and ask the part that knows.
THE GUESS ASK THE PART THAT KNOWS

a timer The host's supervisor
ask the provider's status

55 s → 1 s

a PID The kernel's cgroup
stop the unit, then check

36 → 0 left

a timeout The shop's ledger
key the action; ask first

2× → 1× charged

No new protocol. No SDK inside the agent. It all exists today.
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A2A
the pattern 1 2 3 4

A2A has the same three failure modes, and the infrastructure 
solution is already built in.
Failure mode What went wrong (2026 GitHub issues) What A2A already has

“Still working.” A stream ended early, looked complete; the 
task stayed “working” forever No final state? Call GetTask
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A2A
the pattern 1 2 3 4

A2A has the same three failure modes, and the infrastructure 
solution is already built in.
Failure mode What went wrong (2026 GitHub issues) What A2A already has

“Still working.” A stream ended early, looked complete; the 
task stayed “working” forever No final state? Call GetTask

“Stopped.” A task waiting for input never went idle: 
billed to the 8-hour cap Count input-required as idle

“Failed.” A redelivered message ran the whole agent 
again

Key side effects by task or 
message ID
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This week
this week 1 2 3 4

Pick one test and run it on your stack this week.

FAILURE MODE 1

Kill the sandbox 
during a long tool call.
→ Ask the provider's 
status during calls.



      Where the agentic stack is being built. 

This week
this week 1 2 3 4

Pick one test and run it on your stack this week.

FAILURE MODE 1

Kill the sandbox 
during a long tool call.
→ Ask the provider's 
status during calls.

FAILURE MODE 2

Stop a session, then 
list what's running.
→ Stop the unit, not 
the PID.



      Where the agentic stack is being built. 

This week
this week 1 2 3 4

Pick one test and run it on your stack this week.

FAILURE MODE 1

Kill the sandbox 
during a long tool call.
→ Ask the provider's 
status during calls.

FAILURE MODE 2

Stop a session, then 
list what's running.
→ Stop the unit, not 
the PID.

FAILURE MODE 3

Make a write time out 
after it lands.
→ Key the action; ask 
first.



      Where the agentic stack is being built. 

This week

Pick one test and run it on your stack this week.

FAILURE MODE 1

Kill the sandbox 
during a long tool call.
→ Ask the provider's 
status during calls.

FAILURE MODE 2

Stop a session, then 
list what's running.
→ Stop the unit, not 
the PID.

FAILURE MODE 3

Make a write time out 
after it lands.
→ Key the action; ask 
first.

Your stack already knows the truth.
Stop letting your agent be the last to know.
Mohamed Maktal · Solutions Engineer, Vultr


