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Operationalizing Security for FSI Organizations
From Al governance principles to runtime control

Al security is no longer
just about the model.

It's about governing an
execution chain.
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The Security Boundary Has Moved

The model is not the security boundary. The execution environment is.

=—=) Static Applications

Fixed boundaries and predictable
execution.

Known identity and access at login.

Policy applied at deployment
and admission.

Security controls around a
stable, bounded application.
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Multi-step, agentic workflows
across services, tools, and data.

A) Distributed Execution

Execution spans multiple systems
and security domains.

Identity, authority, and policy must
travel with the workflow.

Trust conditions can change during
execution.

Security must govern execution
continuously, not just at the start.

@ Security Implication

Decisions must be reevaluated
as context and risk change.

Workflows must be governable
and replayable end to end.

The security boundary now follows
the execution, not the application.

@ ’ The core challenge: keep trust, policy, and control consistent across a distributed workflow

where context and risk can change at any point.




One FSI Workflow, Many Trust Transitions

Agent-assisted suspicious payment investigation
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Payment flagged Agent investigates Policy + authorization + Workflow pauses -
with delegated authority human gate context changes
Suspicious transaction Retrieves context, invokes Current conditions determine Authority, risk, approval, or
triggers investigation. fraud tools, recommends a hold. whether the action may proceed. Customer CObntethfgay no longer
e valla.
A
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14 minutes later, the customer risk grade changes while the workflow is paused. /'
Nothing failed. But do the earlier delegation, policy decision, and approval still apply?

Same workflow. 0®¢ Sameplan. The right architecture
Different trust conditions. .“ Changed context. . l revalidates before the next action.




Enterprise Al Operational Model

Eight operational responsibilities for trusted Al execution.

Preserve e Govern
What Execution What Execution
Needs Trusted Al . May Do

Keep execution Execution

coherent, traceable,
and understandable.

Establish boundaries,
rights, and control.

Observability | Containment i

Two sets of responsibilities preserve trust and govern action across the execution path.

A complete, open-source operational model that preserves execution, governs

behavior, and makes Al workflows secure, auditable, and replayable.




Open Source Makes This Operational

lllustrative architecture using open-source projects aligned to the Enterprise Al Operational Model.

lllustrative reference map — not an implementation sequence.

FSI Governance & ‘ @ FINOS AIGF ’ e FINOS CALM

Architect Governance risks and controls for Al Architecture and control relationships Trusted Outcomes
rchitecture in financial services for Al systems for FSI
or
Operational Responsibility Selected Open Source Projects
Secure
Preserve e State Preserve execution context PostgreSQL ¢ Redis * Apache Kafka O Identity, policy, and
What Execution runtime controls
N e:ds o Q Coordination Advance and recover execution Argo Workflows * Temporal « Kubernetes Jobs remain connected.
Enable.trusted @ Trust Carry identity and provenance SPIFFE/SPIRE « Sigstore ¢ in-toto Auditable
Execfion Observabilit Preserve operational evidence OpenTelemetry « Jaeger * Prometheus E Dedisions, actions, and
y context can be
reconstructed.
Policy Preserve organizational intent Open Policy Agent * Kyverno
Govern Re
; - R i playable

What Execution @ Authorization Govern execution rights \ OPenFGA Keycloak uf > ichdiowsicaribe

: : LangGraph * Model Context Protocol (MCP) « validated, reviewed,
May Do @ Autonomy Bound independent action Hun%an gpproval oates and explained.
Constrain and Containment & : : . OpenShell (agent sandbox) « Cilium « Falco e
control execution. @ Runtime Boundary Constrain execution and blast radius WatalCottainers . Bounded

@29  Autonomy and failures
Linux « Containers * Kubernetes * Service Mesh a@n remain constrained.
t=) Platform Foundation  Provide the execution substrate

Hybrid Infrastructure

No single project provides operational trust.

Trust emerges when identity, evidence, policy, authorization, execution, and containment remain connected.




A Secure, Auditable, and Replayable Agentic Workflow

Agent-assisted suspicious payment investigation using open standards and open-source building blocks.

FSI Governance & ‘ @ FINOS AIGF ‘ Q FINOS CALM

Governance risks and controls for Al Architecture and control relationships

Architecture in financial services for Al systems
o a e o e Illustrative Evidence Artifact
Kafka Event Delegated Investigate Policy / Evidence Example reconstruction, not a prescribed schema.
Authority with Guardrails Human Gate and Outcome g PAY-7F29
o - Customer C-884512
— [ 3= v — Investigator Verified
S o T N S = =
N Agent gathers context, Delegated Scope fraud.investigate
Suspicious Establish identity, ;jsels appéoved fraud g Reevaluate policy Execute the Policy hold-review-v12 > PERMIT
payment event workload trust, aot?e rsﬁ agra re%cz)rlrémen S and authorization approved action OpenShell Fraud APIs only
initiates the and delegated @~ _Z 7 PRIy OC - with current context and preserve H | A-1842
workflow. scope with f OpenShell ) and obtain human evidence for uman Approval  A-
limited | 0 Agent Runtime Boundary |  approval if reconstruction i
executionrights. 1 . i I required. and replay.
g o Ipsfalsaei:,gse::&xecumn E . B Resume Authority reevaluated
|+ Controlled tool and data access |
i i o g / \ /

Preserve What Execution Needs Govern What Execution May Do
State, coordination, trust, observability. Policy, authorization, autonomy, containment.




Operationalizing Secure Al for FSI
Four practical steps to turn the Enterprise Al Operational Model into action.

Map the Eight Implement Open Pilot, Measure,
Responsibilities Standards and Controls and Reuse
/ Preserve Govern
Execution Execution
> Needs Actions - v - & l I I Q

Start with One

High-Value Workflow

Select a business-critical Apply the Enterprise Al Use open source and Run a focused pilot, measure
workflow (e.g., fraud Operational Model standards for identity, outcomes, and reuse
investigation). end to end. policy, and containment. across workflows.

- Design for evidence,

Use open standards N
:@ approvals, and containment.

and open source.

Key Build security into
Ta keaways workflows.

N

FINOS Advance practical FINOS AIGF FINOS CALM
Commumty security for Al in FSI Governance risks Architecture and
Ask through two initiatives: and controls. control relationships.




Additional Resources

Notes, standards, and open-source references behind the Enterprise Al Operational Model.

<. | FS| Governance

@ ‘ Identity, Policy &
& Architecture Operational Trust

FINOS CALM: Architecture as SPIFFE / SPIRE: Workload
code identity

FINOS Al Governance
Framework (AIGF): FSI Al risks
and controls

Enterprise Al Operational
Architecture Model: Article series

Open Policy Agent / Kyverno:
Policy evaluation and
enforcement

OpenFGA / Keycloak:
Authorization and identity-aware
access
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and replayable Al workflows.

Agent Execution,
@ ‘ Autonomy &

Containment

OpenShell: Open-source agent
sandbox/runtime boundary

Model Context Protocol (MCP) /
LangGraph: Tool integration and
agent workflow

Kata Containers / Cilium / Falco:

Isolation, network controls,
runtime detection

State, Coordination,

g ‘ Provenance &
Evidence

PostgreSQL / Redis / Apache

Kafka: State and eventing

Argo Workflows / Temporal /
Kubernetes: Coordination and
orchestration

OpenTelemetry / Jaeger /
Prometheus: Telemetry and

operational evidence

Sigstore / in-toto: Artifact
provenance and supply-chain
evidence

Use these open-source building blocks as a reference for secure, governable,



https://calm.finos.org/
https://github.com/finos/ai-governance-framework
https://github.com/finos/ai-governance-framework
https://medium.com/@mmocksipos
https://medium.com/@mmocksipos
https://spiffe.io/
https://www.openpolicyagent.org/
https://kyverno.io/
https://openfga.dev/
https://www.keycloak.org/
https://github.com/NVIDIA/OpenShell
https://modelcontextprotocol.io/
https://langchain-ai.github.io/langgraph/
https://katacontainers.io/
https://cilium.io/
https://falco.org/
https://www.postgresql.org/
https://redis.io/
https://kafka.apache.org/
https://kafka.apache.org/
https://argoproj.github.io/workflows/
https://temporal.io/
https://kubernetes.io/
https://opentelemetry.io/
https://www.jaegertracing.io/
https://prometheus.io/
https://www.sigstore.dev/
https://in-toto.io/
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