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TRM Labs' Agent-Agnostic MCP Journey
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WHAT TRM LABS DOES

TRM Labs is building the operating system for
crimefighters. We develop intelligence software
that helps detect and disrupt criminal networks.

185+ 600+ 75

blockchains covered government agencies and financial institutions countries
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WHY Al BECAME THE MISSION

Crime 1s scaling with Al

+40% 500% $5.8B - $7.2B

pig butchering losses, 2024 to 2025. TRM
callsit the clearest example of a scam scaled
by Al: distinct schemes up 164% in a year

FBI IC3; TRM Al-in-Crime Adoption Index

growth in Al-enabled scams

year-over-year growth in criminal Al adoption
TRM 2026 Crypto Crime Report

TRM Al-in-Crime Adoption Index, 2026

Criminals scale with Al. Defenders have to scale the same way.
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TIMELINE

Accelerating Al adoption at TRM in 2026

$ trm-agent

f —— Profile Setup

| Each profile enables a different set |
| of tools based on your team's needs. |
L J

R&D

> Revenue Operations Team
Product Marketing Team
Intelligence Operations Team

Plugins: gtm-compass, salesforce-mcp, Ip2q-agent, .. J 16
MCPs: BigQuery, Glean, Linear, Notion, Slack, n&n un
CLIs: gcloud, jq, rg, st

Al Frontier

Challenge finals

Mar 10 Apr 23
TRM's internal Product Cortex,
Jan 8 Agent Skills our Al software
trm-agent ships marketplace ships  factory, kicks off
. 4 ol L L
Jan 1 .
2 5 First trm-agent users

outside of engineering
monthly active Claude
Code users

i
g

Jun 30

72

non-engineers
had merged a PR

4

WHAT WE DID

IMPACT
Aug 1
monthly active Claude
Code users
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TIMELINE

Accelerating Al adoption at TRM in 2026
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$ trm-agent

( Profile Setup \
| Each profile enables a different set |
l

of tools based on your team's needs. |
J

R&D

» Revenue Operations Team
Product Marketing Team
Intelligence Operations Team

Plugins: gtm-compass, salesforce-mcp, rp2g-agent, ..

MCPs: BigQuery, Glean, Linear, Notion, Slack, n8n
CLIs: gcloud, jgq, xrg, st
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TIMELINE

Accelerating Al adoption at TRM in 2026
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$

trm-agent

=l =1 ¥ |

AGENT

TRM Agent
Running setup wizard...

P s s s s s

uv is installed

trm-agent update check skipped (checked recently)

Homebrew is installed

git is installed

GitHub CLI (gh) is installed
pre-commit is installed

lefthook is installed

gitleaks is installed

pnpm is installed

Claude Code is installed

ripgrep (xg) is installed

jg is installed

HashiCorp Vault CLI is installed
playwright-cli is installed

AWS CLT (aws) is installed
gcloud authentication configured
TRM Agent credentials are set
Cloning code repositories...

v 8 repositories cloned

- Statusline (installing...)

~

Statusline installed

All checks passed

v Profile: R&D Team
v Updating code repositories in background
v Agent Skills marketplace: 53 plugins ready
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TIMELINE

Accelerating Al adoption at TRM in 2026
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2. Scaling challenges and how we fixed them



BEFORE

Every laptop was its own integration

O LapTOP

Agent harness ]

T T o e ¢ i T e e ) e )| e e i ety

VENDORS

CE—’; Local .mep.json Config )

stdio

b[ Vendor-hosted MCPs }

(B Local MCP Server )

: API keys, per laptop

C & Local Secrets )

T o e e et

SR e e e L e s e e

repeat for every harness, on every laptop

“¥- TRM

s

b[ Vendor-hosted APIs ]
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BEFORE

its own integration

Every laptop was

A STACKLOK
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T T o e ¢ i T e e ) e )| e e i ety

VENDORS
Vendor-hosted MCPs
Vendor-hosted APIs

e e e e e e e e e

e e e v

= = e e o o ==

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

B T S = T T T T .

repeat for every harness, on every laptop

~
4

J stdio

Local .mep.json Config )
Local MCP Server

Agent harness
A
o Local Secrets

=
—

C
€

O LapTOP
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RE-ARCHITECT: STEP 2

Move secrets off laptops into Vault

' O LAPTOP - ' | VENDORS !
! ! : 1 : 1
: . :. !
: Agent harness ] i i \
: = — — Vendor-hosted MCPs :
i I Hool calls 1 : L
I (E Local .mep.json Config )} : : - : -
: 1 I ! I §
! 1 1
‘\_ ___________________ ,' : 1 : 1
! L ;
! 1 : 1
L 1 . 1
l T ]
| | dor-h d |
: REST 1 ! Vendor-hosted APIs I

I H 1
| {E Server-side MCP Server )—;—:b[ no MCPserver yet ] :
: . E
L 1 : 1

I I
! L I

I I
N /' 1 :
T injected at runtime ! :
pEEEESEEes e e s e e FaR s e & : I
1
: & Vault ( & Server-side Secrets ) E : :

[} 1
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RE-ARCHITECT: STEP 3

Configure MCP once for every agent

signed-in session

' O LAPTOP - ' | VENDORS
: { Agent harness ] : i —b( = Server-side MCP Proxy >—:|>[ Vendor-hosted MCPs }

1

& AGENT PLATFORM i i

! I
auth + tool calls
= Org-Managed w e o REST 1 Vendor-hosted APIs
[ — MCP Connectors [ — 8 Server-side MCP Server no MCP server yet

private network tunnel
I

1]
| 1
L 1
! 1
! 1
! i
I

I > L e T -
T injected at runtime
s A"
: A& Vault ( & Server-side Secrets ) :
I\ II < /7
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AFTER

Scalable Al Platform built around ToolHive

T T o e ¢ i T e e ) e )| e e i ety

. © ToOLHIVE
I
: @ Governance )(@ Observability )(Cn Always on )(9 Agent agnostic )

1
I
I
I
I
I
I
I
I
I
I
I
I

signed-in session

I
1
I
1
I
1
1
|
1
I
1
I
) I

AGENT PLATFORM i i

I
1
1
1
I
1
1
I
I O :
[} | . :
: auth + tool calls
' — Org-Managed w A | | . REST 1 | Vendor-hosted APls
I o -
I [ — MCP Connectors [ 8 Server-side MCP Server : no MCP server yet
I :
[} 1
I 1
I I
I 1
[} I
1
1
1
1
1
1
I
1

private network tunnel
k |

| 1
L 1
! 1
! 1
! i
I

__________________________________________________________

SRl e R s e e e A T e e e e e
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3. The underlying open source technology: ToolHive
¢ Tool shaping
* |dentity
* Hosting

" A STACKLOK



ANATOMY OF A REQUEST

One request, three jobs

LAPTOP TOOLHIVE HOSTING

IDENTITY - IN AND OUT

[ D U O U
- o e e

- o e o o o o o oy

'

[

[

[

[

[

[

[

[

[

[

[

[

| (

| (

|

[

: e hanoes Who are you? What can you use? Which credential? W credential - MCP servers

[ 1

I verify the caller allow - hide - rewrite for each server J 1 one or many

I 1

[ 1

[

| TOOL SHAPING -

: | Where does each one run?
1

: audit - telemetry - rate limits :

I 1

[

| :

\ s \ ¢

e == e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e R e e R e e e e e e
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3. The underlying open source technology: ToolHive
¢ Tool shaping
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TOOL SHAPING

Shape what each person's agent sees

SERVERS OFFER

create_issue
search_code
merge_pull_request
delete_repository

execute_sql_readonly

“¥- TRM

[caller: alice -

mcp-devalopers]

FILTER FOR THIS CALLER

create_issue

search_code

merge—puHl—request

not allowed for her group

marked destructive

execute_sql_readonly

Based on who's asking and what each
tool does. Enforced on the list and on
calls.

REWRITE

create_issue

search_code

ALICE'S AGENT SEES

github_create_issue

github_search_code

execute_sql_readonly

+ company guidance in the
description

bigquery_execute_sql_readonly

Combined from several servers,
prefixed so names never clash.

A STACKLOK



TOOL SHAPING AT TRM

Embed company best practices into your tool descriptions

i# MCPToolConfig - remote-proxy/bigquery-tool-config.yaml
toolsOverride:
execute_sql_readonly:
description: |

<trm_guidance>
Always set projectId to "trm-dev' unless told otherwise.
It is the only project TRM users can create BigQuery jobs in. projectId
selects where the job runs and bills. Queries may still read any table
you have access to with fully-qualified project.dataset.table names.
</trm_guidance>
Run a read-only SQL query in the project and return the result..

Distribute company context through the protocol itself. Don't rely on agent
skills for proper tool usage. Customize the tool description itself and every
agent benefits.
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3. The underlying open source technology: ToolHive

Identity
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IDENTITY RECIPE 1

Known user, shared key

D sign in
| [ Okta - Entra - Keycloak ]
L A e e e e e e e e e — — — — — — — — — — — — — — — ——— —————— i
1

s TSI m T T Y e e i i = 7ttt ettt \
, LAPTOP : | TOOLHIVE PROXY . . DOWNSTREAM
1 - : 1
1 : : : - : 1 :
1 1 1 1 VEIlly ; 1 1
L { ' ! 1 : 1 I !
1 I 1 i i 1 I
I 1 1 1 1 1 1
1 | 1 L \ 1 |
: @ token : ] @ shared key : :
1 Agent harness T —> Verify identity Check policy Add API key : » MCP server I
1 1
| : : J | |
| 1 | A | I 1
| 1 ] 1 I I
(A J o 1 i I sees: shared key |
1 | 1 1 I
1 I 1 audit log: alice called create_issue : ! I
1 1
: I \ : . :
: : : injected at IIuntime : :
1 I 1 : 1 I
e g T —— E Nl %

AT EEE I S E e e A

| 1

1
: VAULT ( API key ) i
|\ ;

Works with any server. It sees one shared account.
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IDENTITY RECIPE 2

Same token, both sides

AY
I IDENTITY PROVIDER 1
D sign in : : verifies too

[b[ Okta - Entra - Keycloak ]4. —————————————————————— .

I\ _____ A e o e e e e e e e e e e e e e e e e . — — — — — — — — ——— e ——————— /I E
/T T TTT T m T T ¢ T T T T T T EE e e e r— T 7 s e S
: LAPTOP : : TOOLHIVE PROXY 1 : DOWNSTREAM :

1 I ]
| 1 1 i 1 | " |
: : : | verify : : : :
[ N ! 1 . i 1 ! I
[ | ] : i ! I '
| 1 ] 1 I 1 1 |
| I 1 . " 1 L |
: @ token : ] @ same token 1 : :
| Agent harness - —p Verify identity Check policy : » MCP server |
I [
| . : J : : |
| 1 1 I | |
| ] 1 |
RN J : : | |
| 1 1 I | |
| 1 1 |
| . : ; . |
| 1 1 1 | |
| 1 1 " | |
| 1 1 I | |
[ I | [
| . : ; . l
k\ ____________ ’l N ’ \\ ____________ ’J

Simplest way to pass identity along. The server checks the same token.
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IDENTITY RECIPE 3

Same identity provider, narrower token

I
D sign in :
[P[ Okta - Entra - Keycloak J
I\ _____ * ____________________________________ _‘_ ________ 7/
1
1

g T T T T T T I 5 - T T T T T ESN0T T i 2y ST TTTTETEE T \
: LAPTOP : ' TOOLHIVE PROXY I : DOWNSTREAM :
[ 1 : : 3@ trade : - |
| I 1 | verify I : '
| [} 1 1 1 | :
l s ™\ ! 1 - 1 !

: @ token : ] @ new token : :
| t — Verify identity Check policy Trade token : 1 MCP server [
| 1 1 J 1 | |
: Agent harness : ; : ; :
| I | [
| . : : ! |
| 1 1 1 | |
| 1 1 1 | :
Ak J 1 1

[ I ] user: alice trade user: alice : I [
| 1 ] —> 1 1 |
: : : valid for: ToolHive valid for: this server (read) 1 : :

1

| I 1 |
. . : | . |
[ I | [
| . | ; . |
k\ ____________ " L ’ \~_ ____________ ’J
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IDENTITY RECIPE 4

The vendor only trusts its own sign-in

GitHub won't accept your corporate token, and won't trade it for one of its
own. Each user has to sign in at GitHub.

/
LAPTOP : ' TOOLHIVE PROXY VENDOR
; : @ sign in at GitHub
: 1 ONCE PER USER l
|
] 1
1 @ connect
: ' > Built-in authorization server GitHub
1
: ' stores and refreshes each user's GitHub token sign-in
: @ ToolHiQe :
L token ! ]
= N | | :
L e e e e N
' I ! Look
' EVERY REQUEST et
1
Agent harness A4

1
1
1
® ToolHive token

[ GitHub MCP ]

P[ Verify identity ]—b[ Check policy ]—b Attach GitHub token

The laptop only ever holds the ToolHive token.

e e e e e — e —

o

_______________________________________________________________________________________
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3. The underlying open source technology: ToolHive

& H Osti ng
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HOSTING

‘Two shapes: proxy and gateway

TOOLHIVE

\ REST
—— Proxy Your MCP server j

you build it, ToolHive runs it

MCP
>< Proxy )

vendor hosts it

\ —b( MCP servers ToolHive runs )
> Gateway

4

several servers, one URL 1

VENDORS

b[ Vendor API ]

[ Agent harness }

I I T I e . e

P[ Vendor MCPs ]

1
|
]
1
1
]
1
]
|
1
]
1
|
]
1
: b[ Vendor MCP ]
|
]
1
1
|
|
]
|
|
]
|
|
\
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GATEWAY RECIPE 1

One endpoint, the right credential for each server

¢ \

1 IDENTITY PROVIDER 1

D sign 1in once : :

J‘[ Okta - Entra - Keycloak J i

e ;
FEmatmte e e e B . T TTTTTTTTsTTTmTTTETEEEEIEIEEEEEEEEEEEEEEEEEEEEEEEESIEEEEEEEST "‘ roamE mireb e N
: LAPTOP : : TOOLHIVE GATEWAY 1 : DOWNSTREAM :
| : 1 \ : | :
: I - —F( Add API key : »|  Analytics MCP |
[ ! 1 / ] | [
| I 1 I ] |
[ N | 1 I 1 |
| I 1 | 1 |
| I 1 |
| 1 : : 1 |
: @l) one token 1 Gateway \ | : :
| | Agentharness — => > Trade token + ‘»|  Orders MCP :
| : 1 verify - policy J / : | :

[ 1
| I : : 1 |
| I 1 I 1 |
\. J 1 |
| : : N : : |
[ 1

| | : —P( Attach vendor token : .b[ GitHub MCP ] [
| I 1 / 1 1 |
| 1 I " 1 |
I | 1 1 1 |
1 [
l\ _____________ / I\ __________________________________________________________ ,l I\ _____________ /
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GATEWAY RECIPE 1 AT TRM

Consolidate multiple MCP servers behind a single auth flow

4 \
I SIGN-IN :
I
: [ Google - one sign-in, one consent for all six J :
- —— .. >
e N et R e e S S \ S N
: CLIENTS : : TOOLHIVE GATEWAY 1 : DOWNSTREAM :
1 1
: . 5 : : { one sign-in I : N |
: ' ! i : IP[ Gmail |
I Claude Code : 1 [ - I /|
| 1 ] 1 1 ~
P “ C( g : :b[ Calendar :
| I 1 |
I | : Gateway : I [
| A i - 'b[ Drive '
: Cursor : : P google-workspace-vmecp —P( Attach Google token )— 1 : :
1
| g 1 | =~ |
| J : one URL : 'b{ Docs '
| } 1 | 1 J |
: -~ ~ : : . J 1 : ~ :
1
| | ChatGPT - Codex : : : :P[ Sheets )
: \. J : ) tools prefixed: gmail_%* - calendar_* - drive_% .. I : a :
| - : . _ ' .>[ Slides |
| 1 : one server down, the other five keep serving : I J
| I 1 f 1 |
e e / o e e SR e e e s e S e s e e e e e e e e ol e s e e e - N e /
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GATEWAY RECIPE 2

One sign-in, many vendors

L D Okta ]—b[ 2 GitHub ]—b[ 3 Google ]

e

R o
A
1
g T i e e \ - TS TSt TTTTTr/emmmmmmmmmmmmEmEEEEEEEEEEEmmEmmmmmmmmmm_m_——_m—_mm = G T T T T T T \
: LAPTOP : : TOOLHIVE GATEWAY 1 : DOWNSTREAM :
! 1
: : : i one sign-in flow \ L : |
| I : : — Attach GitHub token : |  GitHub MCP |
I I 1 1 / I 1 I
| I 1 : I 1 |
| N : 1 - " 1 :
I 1 1 1
| I 1 1 |
[ ! . | Gateway : I :
[ connec 1 | |
: Agent harness : : P| built-in authorization server —P( Attach Google token ) | :P[ Google MCPs ] :
: : : stores each user's tokens : : :
| I 1 I 1 |
| I 1 |
| \. J : : : | :
| ] 1 |
| I 1 |
| | : —P( Trade Okta token \ : .b[ Orders MCP ] [
I | 1 / 1 1 I
I ! 1 " 1 I
| I 1 1 1 |
1 [
l\ _____________ / I\ __________________________________________________________ ,l I\ _____________ /
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4. Recap and takeaways
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TOOLHIVE RECAP

One layer, three jobs

Tool shaping

Each person's agent sees only the
tools it should.

Filter by who's asking and what each
tool does. Rewrite descriptions to
carry company guidance.

Identity

Verify the caller once. Give each
server the credential it needs.

Pick arecipe per server, from a
shared key to the user's own vendor
token. Laptops never hold a
credential.

Hosting

A proxy in front of one server, or a
gateway in front of many.

Local or remote, behind one sign-in
and one URL.

“¥- TRM
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SUMMARY

What TRM achieved with ToolHive, and what we learned

65

services and vendors available through ToolHive

1 Delete the laptop-centric model.
Run MCP servers and secrets behind
ToolHive instead of on laptops, so every
agent gets the same tools.

“¥- TRM

36,438

tool calls per day, on average

i

Ship now, align later. 3
Don't let vendors lagging on MCP block

your org. Front their APl yourself, then

swap to their MCP behind the same

endpoint.

94%

of all MCP tool calls go through ToolHive

Empower your team to extend the
platform.

Adding a service is a pull request, and
an agent skill writes it for you.
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Thank you, Toronto

Try ToolHive

github.com/stacklok/toolhive

Andrew Hannigan - TRM Labs x Jeremy Drouillard - Stacklok

Case study: stacklok.com/case-studies/trm-labs
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Join TRM

trmlabs.com/careers
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