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THE SHIFT

Al is moving into the operating core of
the network

Control loops Spectrum Slicing with QoS Customer issues
Closed-loop actions on allocation Slices that carry service Automated triage and
live radio and core state Who gets which commitments resolution

resources, and when

These networks carry 911 and priority traffic. Decisions made on them may need to be explained
to an investigator after the fact.

Hendrickson & Nar - KubeCon + CloudNativeCon NA 2026



AFTER AN INCIDENT

The questions an investigator asks

1 Which model, and which version, shaped the decision?
2 Which data and evidence informed it?

3 Was it operating inside its validated bounds?

4 Could a human override or halt it?

A model recommendation leaves the operator’s responsibility in place. Opaque, unreproducible outputs make all

four questions hard to answer.
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WHAT “DETERMINISTIC” MEANS HERE

Bounded reproducibility

HOLD FIXED REPRODUCE

The input The same rules invoked

The rule-base version Materially equivalent evidence
The corpus snapshot The same citations

|dentical wording from the language model is out of scope. The citation trail is the audit artifact.
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THE POLICY VIEW

Existing obligations already apply

In force today Specifics follow evidence

* Reliability and resilience « EU Al Act risk tiers

« Emergency service continuity * Financial model risk management

 Lawful operation and privacy + ISO/IEC 42001 Al management
These apply to an Al-driven outcome the same way they Each arrived after enough operating experience to justify
apply to a manual change. targeted requirements.

Start now: traceable decisions, structured logging, risk-tiered approvals.
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TWO JOBS, ONE PLATFORM

Al for Networks and Networks for Al

Dimension Al for Networks Networks for Al

Objective Operational efficiency and performance External services, platform revenue
Core data Operator telemetry Customer workloads
Dependencies Observability, MLOps, operations Tenancy, SLAs, platform APls

Main risk Model trust, data quality Demand, utilization

Al-RAN Alliance Al-for-RAN Al-on-RAN, Al-and-RAN

One hybrid-cloud platform can carry both. The governance layer is what they share.
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ARCHITECTURE

Where governance sits in AI-RAN

(@)
Layer 4

Deterministic governance sits between 7] Network & 0SS Data

L)
inference and control

Three parts -
Rule base, evidence retrieval, output

validation with citation A

Closed loop .
Outcomes flow back as telemetry

Data Sources

RAN Telemetry
(O-RAN, 3GPP
counters, KPIs)

(Alarms, PM, CM,
Topologies)

External Data
(Weather, Maps,
Mobility, Events)

Customer &
Application Data
(QoE, Usage)

Regulatory &
Standards
(3GPP, ETSI, ITU,
Policies)
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1. Observability & Data Platform
—> (Data Ingestion, Storage, Stream Processing,
Analytics, Feature Store)

=

2. Feature Engineering & Retrieval Layer
> (Processing, Enrichment, Knowledge Retrieval,
Vector & Graph Stores)

I v E—

3. Al Inference Engine
> (Prediction, Classification, Optimization,
Forecasting)

—— S —

(RIC, SMO, Automation, OSS/BSS, APlIs)

4. Deterministic Governance Layer
Rule Base Evidence & Retrieval Output Validation &
(Standards, (Documentation, Citation
Policies, Constraints) Knowledge Base) (Traceability, Audit)
5. Control & Orchestration Layer
L

v

6. RAN / Network State
(Radio, Core, Edge, Transport, Compute)

Stakeholders

O Network
Operator

Infrastructure
B Vendors

Q Cloud / Platform
Providers

</> Application
Providers

@ Regulators &
Policy Makers

Feedback Loop (Telemetry & Outcomes)




THE CONTRAST

Black-box Al and the deterministic pattern

Black box

Data in, action out. The reasoning stays

inside the model.

Deterministic
Rules and retrieved evidence bound the

synthesis. Every output carries a citation

trail.
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Black-Box Al Approach

(Opaque, Non-Deterministic)

Opaque Models

« Proprietary / closed models

« Internal features not visible

« Decision process not interpretable

Data Dependency

« Large volumes of data required
+ Data quality issues propagate
« Limited context awareness

Unpredictable Outputs

Rt o

¢ @ W

Comparison Dimension

Deterministic AI-RAN Approach
(Transparent, Constrained, Auditable)

Model Transparency = ——»

Data & Context

Interpretable & Constrained
* Models and rules are interpretable
+ Features and logic are visible
+ Decisions are understandable

Retrieval-Grounded
* Lo curated kr

bases

Utilization

+ Context-aware and domain-informed
« Efficient data utilization

Deterministic & Repeatable

Telecommunications networks are critical infrastructure.
Deterministic, auditable Al systems build trust,
ensure compliance, and enable safe autonomy.

in alignment with societal expectations.

Deterministic AI-RAN enables reliable operations,
accountability, and innovation—at scale and

. Prob.‘al.ailistic a.nd n.on-repea(ahle Sy Output Behavior > . Rule-.enforced and constfained outputs
« Sensitive to slight input changes + Consistent and reproducible

+ No guarantees on stability « Stability with bounded variability

No Traceability N Full Traceability

® + No rationale for decisions o Explainability & N + Every output has rationale

* No source attribution Traceability « Citations and source evidence

+ Cannot reconstruct reasoning + End-to-end reasoning trace

Higher Risk Lower Risk, Higher Assurance

« Bias, drift, and adversarial risk s Risk & Reliability N + Bias and drift continuously monitored
* Hard to validate and certify + Validated, testable, and certifiable

+ Regulatory non-compliance risk « Aligns with regulatory requirements
Limited Governance Strong Governance

« Cannot enforce policies reliably il Governance & > « Policies and constraints enforced

* Audit and accountability difficult Control + Audit-ready with full visibility

+ Limited control over lifecycle « Lifecycle under organizational control
Operational Impact Better Operational Impact

\ * Low trust and user adoption S Operational Outcoras » |+ Higher trust and adoption
[]El « Higher false alarms / errors ﬂ « Fewer false alarms, better accuracy
* Higher OPEX and rework + Lower OPEX, higher efficiency
ini i 5 |

Why Determinism Matters in AI-RAN S Outcome Legend

—>  High certainty, full visibility

- == High uncertainty, low visibility



THE PATTERN

A five-stage deterministic pipeline

5

Intent

Evidence retrieval

Rule-bounded reasoning

Synthesis and decision

Citation-validated output

No output without a citation trace.

A
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INPUTS

User / System
Query

(e.g., intent,
request, alarm)

Context
(Network state,
telemetry,
customer profile)

Documents &
Knowledge

(Standards,

policies, procedures, |

best practices)

DETERMINISTIC Al PIPELINE

® 9

Intent Retrieval
Understanding (Evidence
Selection)

| « Search knowledge
base

Parse query

Identify entities
Determine intent | * Rank by relevance
Scope & constraints | | » Apply metadata

filters
)

f _f

® ® I ®
Reasoning with Synthesis & ‘ Validation &
Constraints Decision Citation
(Rule Engine) Generation (Traceability)
| » Apply rules & policies + Generate response « Validate outputs
 Check constraints « Select actions « Verify citations
* Resolve conflicts « Attach rationale « Trace to sources
« Derive permitted « Enforce format « Confidence score
actions

t ot 1

Y

RULE BASE & CONSTRAINTS (Deterministic Governance)

Standards & Policies
(3GPP, ETSI, ITU, Operator
Policies)

Business & Operational
Constraints

Ethics & Risk Action Constraints
Constraints
=

« Permitted actions
+ SLA/ SLO targets

+ Standards compliance 2

4 « Risk & safety limits
+ Regulatory requirements "
+ Resource constraints

f

+ Operator policies

+ Faimess & bias
+ Security & privacy
+ Responsible Al

@ Knowledge Base / Document Store
(Standards, Procedures, Best Practices, Cases)

No Output Without Citation Trace

- Every output must be traceable to retrieved evidence and governed by rules.

——> Data / Processing Flow 4 Constraint Enforcement

- Full lineage: inputs, retrievals, rules applied, decisions, outputs.

‘ D Audit & Traceability

-~~~ Feedback / Traceability

+ Change windows

+ Approval requirements

OUTPUTS j
D Decision /
Recommended
Action
(What to do)
| a—
U
O Rationale
S (Why this action)
Citations &
69 Evidence
(Source trace)
Confidence
I][I & Uncertainty
‘ (Score / bounds)
A J




WALKTHROUGH

Putting a cell sector to sleep

MODEL PROPOSES Switch off one sector in a forecast low-traffic window

OUTCOME A - PERMIT OUTCOME B - ESCALATE
* No emergency sessions on the sector * An active emergency session, or
* Neighbors have spare capacity * Neighbor handover failures above threshold
- Handover failures under threshold No instruction. Escalation cites the blocking rule, the
* Inside an approved change window evidence and the rule-base version, then goes to human

Instruction issued with citation trail and a scheduled S —

reactivation

Both paths leave the same audit artifact: the citation trail.
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ENGINEERING COMMITMENTS

Defined behavior when inputs fall short

Condition Defined behavior

No relevant evidence retrieved Return “insufficient evidence” and escalate; do not synthesize
Applicable rules conflict Apply documented precedence; log conflict and resolution
Output cites unsourced material Reject before delivery; log a synthesis failure

Rule or corpus version missing Refuse to answer without provenance

Latency budget exceeded Validated partial answer or escalate; never strip citations

Behind the table: a versioned rule base with explicit precedence, a content-hashed evidence corpus, and claim-level

validation before return.
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GOVERNANCE MODEL

Six governance layers for AI-RAN

Governance Layers

Governance Principles (Top-Down Control) Key Responsibilities
Safety & Reliability . Policy & Regulatory Layer « Define regulatory requirements
. o Protect critical network == n @ (Laws, Regulations, Spectrum Policy, « Spectrum and data policy o
1 PO | I Cy a n d re g u |ato ry operations and users Protection of Rights) « Protection of users and society - Crossiayer
‘ Enablers
]
Accountability Governance Layer « Establish governance framework |
Clear roles, responsibilities, (Principles, Accountability, Ethics, + Set ethics and fairness standards le> @
2 G Ove r n a n Ce and decision ownership Transparency) « Define accountability model J h—
* Governance
Q Transparency Al Governance & Risk Layer « Al risk assessment and mitigation | o5
Explainable decisions (Model Risk Management, Safety, * Bias, robustness, and safety checks s Q;—:
e with evidence Bias, Security) « Security and adversarial resilience
3 Al governance and risk N
* Registry
@ Security & Privacy Al Lifecycle Management Layer + Lifecycle policies and standards
Protect data, models, (Standards, Validation, Monitoring, * Validation and testing requirements s
. and infrastructure Audit) * Monitoring, audit, and traceability
4  Allifecycle management . ] s
. Traceability
Compliance Operations & Orchestration Layer « Operational automation and control
Meet regulatory and <= a d%\o (Automation, RIC/SMO, OSS/BSS » Orchestration of network actions af)c
standards obligations Processes) « Incident and change management <2 I
. .
5 Operations and orchestration ; Obserabiy
( & Telemetry |
@ Sustainability =3 Infrastructure Layer * Secure and resilient infrastructure J
Optimize energy use R B % (RAN, Edge, Cloud, Transport, Compute) + Resource management and isolation
and environmental impact « Energy and performance management
6 Infrastructure

Governance Flows

Information & Evidence Flow
(Bottom-Up)

Audit & Visibility Flow

Control / Policy Flow
l S (Bidirectional)

(Top-Down)

Legend: —> Control / Policy Flow T Information / Evidence Flow <--% Audit/ Visibility Flow <«--% Guides / Influences
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Stakeholders

E&% Network Operators

EE sl Infrastructure Vendors

Q Cloud / Platform

Providers

Application
Providers

Regulators &
Policy Makers

(C&% End Users &

Enterprises

Audit & Assurance

@ Independent Audits
@ Compliance Reporting
@ Continuous Assurance

@ Corrective Actions
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REFERENCE PATTERN

Layers mapped to cloud-native projects

Layer What it does at runtime

Candidate projects

1 Policy, regulatory Obligations kept as versioned rules-as-code

2 Governance Block deploys missing owner or hashes

3 Al risk Evaluate rules per decision, keep decision logs
4 Al lifecycle Promote model, rules and corpus together

5 Operations Decision traces carry rule and citation IDs

6 Infrastructure Energy per pod, Al overhead counted

A blueprint. The project names are candidates, and equivalent projects fit the same slots.
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Git, Argo CD or Flux

OPA Gatekeeper or Kyverno
OPA (Rego)

GitOps: Argo CD or Flux
OpenTelemetry

Kepler
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LIFECYCLE

GitOps for model, rules and corpus

rules/ DECISION RECORD (ILLUSTRATIVE)

Rego policies, precedence order, semantic g

version "decision”: "d-0412",
"rules": "rules@v3.4.1",

corpus/ "corpus": "sha256:9f2c..el”,

Snapshot manifest of content hashes "model”: "energy-opt@sha256:4lab..",
"evidence": ["ev-118", "ev-207"],
"outcome": "escalate",

models/

"blocked_by": "R-EMERG-001"

Image digest, model card, owner

Replay: check out the three pinned versions, rerun, and compare against the equivalence class.
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AGENTIC Al

Agents move the trust boundary

The decision moves Constrain the action space Keep the other controls

Decisions now come from a runtime Agents call only rule-sanctioned Tool allowlists, input sanitization,

mix of model, tools and plan operations, each with a cited retrieval isolation, human override,
justification adversarial testing

EVIDENCE SO FAR MX-Al agents in the O-RAN SMO: 100% decision-action accuracy, 8.8 s end to end, over 50 queries. A

strong demonstration. Production evidence is still ahead.
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MATURITY MODEL

A staged path wit

Foundational Autonomous & Adaptive

LO to L5 Level ‘ Ir!-it(i)al Malr::ged } Delf-iied Inte';r3ated Opkli.n:zed l‘ Au!olr:csmous M Transfl;remative
doop f—\
TM Forum Autonomous Networks levels, €N o0l o o 2 &>

unchanged

L6 (author-proposed)

L5 autonomy plus cited governance for

every regulated decision

Hosted-Workload Profile

Tenant isolation, verifiable SLAs,

tenant-aware audit; L3 and above

L6*=L6 + HWP
Also author-proposed. TM Forum defines
no L6.

Description

Al Usage

Automation
Scope

Governance &
Determinism

Data &
Observability

Infrastructure
Readiness

Outcomes

Key Enablers

Automation Level

(Increasing)

Determinism &
Auditability
(Increasing)
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Ad-hoc
experimentation

Manual analysis,
spreadsheets

None

Minimal / none

Siloed, limited data

Pilot use cases with
basic controls

Isolated analytics /
ML pilots

Task automation
(scripts, RPA)

Basic policies
and approvals

Centralized data

Standardized use cases
with governance

Repeatable Al use
cases (e.g., anomaly
detection, forecasting)

Function-level
automation

Defined policies,
validation & audit

Standardized data

Enterprise integration
across domains

Al embedded in
operational workflows
across functions

Multi-function
orchestration

Governed Al lifecycle,
retrieval & rules

Unified data platform

Data-driven optimization
at scale

Predictive & prescriptive
Al across network
domains

Cross-domain
optimization

Continuous assurance,
risk & bias monitoring

Advanced analytics

Closed-loop autonomy
with oversight

Autonomous decision
making with human-in-
the-loop

End-to-end
closed-loop control

Adaptive governance
with policy guardrails

Predictive observability

Self-improving, intent-
driven operations

Autonomous intent
realization and
continuous learning

Intent-driven
self-optimization

Self-auditing,
explainable autonomy

Self-learning

collection models & quality with real-time insights & causal insights & digital twin observability
Legacy, Virtualized Cloud-native Edge-cloud Elastic, Al-optimized Autonomic resource Intelligent, self-
on-premise components infrastructure integration infrastructure management healing infrastructure
Limited efficiency Operational Measurable KPI Cross-domain Cost, energy & Highly resilient, New services &
gains improvements improvements performance gains experience optimization proactive operations business models
Awareness, Data collection, Governance Integration APIs, Advanced AlI/ML, Autonomy frameworks, Intent systems,
initial skills basic tools framework, MLOps standardization observability trust & safety ecosystem
collaboration
Manual Assisted Automated Orchestrated Optimized Autonomous Self-Improving
Low Basic Defined Systematic Continuous Adaptive Persistent
(Ad-hoc) (Manual logs) (Policies) (Traceable) (Assured) (Policy-driven) (Self-auditing)

Deterministic by Design
Rule-based governance, retrieval-
grounded evidence, and auditable
Al lifecycles at every stage.

oll

Progressive Value Realization
002
ala)

Maturity increases operational value,
reliability, efficiency, and ability to
support new services.

Ecosystem Collaboration

Operators, vendors, cloud providers,
regulators, and developers co-evolve

toward higher maturity.

Note: Organizations may operate at
different maturity levels across domains
(e.g., RAN Ops, Energy, Security). The
model is iterative, not strictly linear.
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MEASUREMENT CHECKLIST

Five questions for any energy claim

Ask Expect to see

What is included? Compute, storage, network, cooling
Against what baseline? A clear non-Al or prior state

Traffic normalized? Energy per bit and total energy
Service quality held? QoS, SLA and outage metrics
Reproducible? Over time, across scenarios

Kepler and OpenTelemetry put the Al's own power draw in the same report as the

savings.
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~945 TWh

Projected data-center electricity in 2030,
up from about 415 TWh in 2024 (IEA)

>2/3

Share of the mobile industry’s footprint that
is Scope 3 (GSMA)

17



THE ADOPTION GAP

Four barriers, and where to start

Economic Organizational Governance Tooling
Governance ROl is defensive Network, Al, compliance and Audit specifics for Al No integrated telco-grade
and harder to fund legal each own a piece decisions are still forming governance stack yet

STARTATL2AND Versioned rules, structured decision logs, risk-tiered approvals. No full L6 commitment needed.

L3

Open question: which catalyst comes first? An evolving governance expectation, a vendor product, or a high-profile

incident.
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Questions

Paper: AI-RAN with Deterministic Patterns & Practices, Hendrickson and Nar
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