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What is a Sandbox?

* It is a sandwich box



How Bazel builds a sandbox on macOS

execroot

sandbox 1

sandbox 2



Horror story: macOS
tsc app.js -o app.dist.js

 EPERM  — Seatbelt denies it, the build fails 💥

"/project/app.js"  — the real path, leaked

"/project/"  —  absolute dirname

 app.js, app.d.ts,  secret.ts, every undeclared inputs

http://app.js
http://app.d.ts
http://secret.ts


The rules_js patch stopped working
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FSKit

Apple’s userspace filesystem API



FSKit ships as an AppEx



● Mount cost — too slow to mount one per sandbox
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● Mount cost — too slow to mount one per sandbox

● Every cache miss is a kernel → userspace roundtrip

● Transparency, Consent, and Control — permission requirement

● Large inputs cost one user space → kernel round trip

● AMFI & Gatekeeper — every cold inode is scanned on first exec

Problems with FSKit









Verdict



A pluggable sandbox protocol

common --sandbox_backend=my-sandbox=sandboxfs
common --spawn_strategy=my-sandbox,local

So we built it: SandboxFS



We need a local execution protocol

Why not use Remote Execution protocol?



How does it work? 

sandboxfsBazel



The sandbox was always a filesystem

FSKit eBPF / NS / 
Landlock Jails



Resources

bazelbuild/bazel#29165 aspect-build/sandboxfs


