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What brings us to the conference?

ISO 26262



3

Performance metrics are necessary, but not sufficient for safety-

critical deployment

$ python train.py --model yolov8 --dataset runway_signs --epochs 200

[INFO] Epoch 1/200 loss: 4.21 mAP: 0.12

[INFO] Epoch 50/200 loss: 1.87 mAP: 0.61

[INFO] Epoch 100/200 loss: 0.98 mAP: 0.78

[INFO] Epoch 150/200 loss: 0.34 mAP: 0.91

[INFO] Epoch 200/200 loss: 0.28 mAP: 0.94

    

Model works under all operating conditions

System detects when model cannot be trusted

Traceable requirements from safety objectives 

Evidence to pass regulatory review

mAP: 0.94

F1: 0.91

Inference latency: 12 ms
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Software Considerations in 

Aviation

Application to Emergency 

Braking System

Rise of Verification and 

Validation in AI
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Airworthy software must satisfy standards recognized by aviation 

authorities 

DO-178C

- 71 objectives across the development process

- Define what must be demonstrated, not necessarily how
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The bar set by the standard increases based on potential 

consequences

Criticality

Objective 

Requirements

DAL E 

No effect

0 objectives

DAL D 

Minor

26 objectives

DAL C 

Major

62 objectives

DAL B 

Hazardous

69 objectives

DAL A 

Catastrophic

All 71 

objectives

* K. Dmitriev, J. Schumann and F. Holzapfel, "Toward Certification of Machine-Learning Systems for Low Criticality Airborne Applications",

IEEE/AIAA 40th Digital Avionics Systems Conference (DASC), San Antonio, TX, USA, 2021
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Properties that apply to rules-based software don’t always 

translate cleanly to AI models

Formally define valid inputs

Lack of established approaches to 

formally specify the space of all valid 

images

Requirements trace to specific lines 

of code

Requirements can’t be traced to 

individual weights

Input Specification Traceability

</> </>

ARP-6983 is under development to extend DO-178C for AI. Concept papers are already publicly available
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Given a system that includes a machine learning component, what 

evidence can we assemble to demonstrate it is safe?

▪ Certification objectives do not always prescribe exact methods, but we still 

need to demonstrate certain properties

What the standard expects

Executable object code is robust with 

respect to high-level requirements

What that means for a PyTorch model

Define concrete, testable requirements 

on the model. Show that it meets those 

requirements, and demonstrate that 

there are well-defined, deliberate 

responses to abnormal inputs.
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Software Considerations in 

Aviation

Application to Emergency 

Braking System

Rise of Verification and 

Validation in AI
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Aircraft Emergency Braking System

DAL C – Major

62 objectives
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Increasing assurance through dissimilar components

Axes of dissimilarity:

- Different development 

teams

- Different model 

architectures

- Different training 

frameworks

- Different datasets

- Different hardware

DAL C System Architecture

Post-processing

&

comparison

Camera 

& 

pre-processing

Deep Neural 

Network #1

Deep Neural 

Network #2

DAL C 

Component

DAL C 

Component

DAL D Component

DAL D Component

System 

Output

K. Dmitriev, J. Schumann, I. Bostanov, M. Abdelhamid, F.Holzapfel, "Runway Sign Classifier: A DAL C Certifiable Machine Learning System",

IEEE/AIAA 42th Digital Avionics Systems Conference (DASC), Barcelona, Spain, 2023
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Fulfilling a safety requirement at DAL-D level of assurance

The system shall correctly detect runway signs under adverse weather 

conditions, including rain and reduced visibility

1

Requirements 

Decomposition

3

Deployment 

Verification

5

Formal Verification

4

Runtime Assurance 

with OOD Detection

2

Learning Process 

Verification 
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Define requirements for the system with testable, traceable 

properties

System

Machine 

Learning 

Component

Data

1

Requirements 

Decomposition
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Link system requirements to data requirements
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Compute data coverage per data requirement

Examine data coverage in 

each of the operational 

conditions

Unfulfilled requirement on 

fog
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Verify the learning process

The ideal model 

delivers precision 1 at 

all recall levels.

YOLO V3 meets the 

required average 

precision per class of at 

least 95%.
2

Learning Process 

Verification 
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Processor-in-the-loop testing lets us test our system in a closed 

loop simulation 

Code generation 

from model

3

Deployment 

Verification 
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We might encounter conditions not represented in our 

development data
In-distribution Out-of-distribution 

4

Runtime Assurance 

with OOD Detection
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Formal verification can be used to prove the absence of errors for 

all possible inputs

δ

verified

unproven

violated

+ =

runway no runway

5

Formal Verification
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Fulfilling a safety requirement

The system shall correctly detect runway signs under adverse weather 

conditions, including rain and reduced visibility

Requirements

Decomposition

Adverse weather 

conditions captured in 

data

Bounding boxes 

stable within 5% 

noise

Learning Process

Verification

Model achieves at 

least 95% average 

precision under FAIR 

and adverse 

conditions

Deployment

Verification

Processor-in-the-loop 

testing demonstrates 

correct system 

integration

Runtime Assurance

with OOD Detection

System recognizes 
when conditions fall 
outside training 
distribution

System falls back to 
manual human 
intervention when 
needed

Formal Verification

Demonstrated 

robustness properties 

hold empirically
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Software Considerations in 

Aviation

Application to Emergency 

Braking System

Rise of Verification and 

Validation in AI
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Industry and academia working together: VNN-COMP

▪ Verified Neural Networks Competition is one example of how industrial 

needs and research are working together to solve formal verification 

problems.

– Alpha-beta-CROWN: leading verification algorithm and winner of VNN-COMP across 

several years

– Industry contribute benchmarks and sponsor challenges to help advance research

https://vnn-comp.github.io/

https://vnn-comp.github.io/
https://vnn-comp.github.io/
https://vnn-comp.github.io/
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Open problems and questions

▪ Formal verification methods for vision-scale models

▪ Meaningful coverage metrics for neural networks

▪ Standard practices for what regulatory bodies will accept as sufficient 

evidence

MathWorks is contributing to evolving standards:

– ARP-6983 is under development to extend DO-178C for AI. Concept papers are 

already publicly available
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Questions? Connect with us!

Sarah Mohamed

smohamed@mathworks.com

https://www.linkedin.com/in/sara

h-m-mohamed

Ashvant Ram Selvam

aselvam@mathworks.com

https://www.linkedin.com/in/ashvant

https://www.linkedin.com/in/sarah-m-mohamed
https://www.linkedin.com/in/sarah-m-mohamed
https://www.linkedin.com/in/sarah-m-mohamed
https://www.linkedin.com/in/sarah-m-mohamed
https://www.linkedin.com/in/sarah-m-mohamed
https://www.linkedin.com/in/sarah-m-mohamed
https://www.linkedin.com/in/ashvant
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