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What is a 24/7 environment?
• All services and apps must be 

continuously available, reliable, 
and well-performing
• All the time

• Solutions should be scalable!

• Zero or minimal downtime for 
maintenance & deployments

• In my case
• If a core database is not available for 

>30sec, I have to report to CTO





Once upon a time

In the campus of the University of 
North Carolina they couldn't find 
the server. 

Attempts to follow network cabling to 
find the missing box led to the 
discovery that maintenance 
workers had sealed the server 
behind a wall.



24/7 and A single server

No WAY!



Availability: PROBLEMS WITH ONE SERVER
• Hardware failure

• Disk and memory failures, power outages, network issues

• Software bugs and operating system issues
• Bugs in SQL Server, Windows (OS) and other installed services

• Security threats
• DDoS attacks, unauthorized access, SQL injection...

• Nature disasters, ISP & data center issues

• Therefore, you cannot seal the server 



MSSQL HIGH availability – ALWAYS ON
• Two servers in the same or different data centers

* Image credit: https://www.sqlshack.com

• At least one synchronous replica
• Bonus: additonal async replicas

• Apps and services connect to the 
listener=> no changes in the app 
in cause of a failover



MSSQL HA & DR SOLUTION

• To protect from nature disasters, ISP & data center issues

• Additional asynchronous replicas in a remote data center

* Image credit: https://www.sqlshack.com



changes

• Patching
• Bug fixes, SQL Server CUs, 

security patches

• SQL Server or OS version 
upgrade

• Configuration changes

• Hardware upgrade



patching
Get an OK for patching (align times with business people, remember, 

you are 24/7)

Online Patching (Rolling Upgrades) 
• Update secondary nodes first, then failover and update the primary

Monitor Server Performance

Automate patching (in large environments)

Validation
• Run health checks, validate system performance, and confirm data integrity



Patching – how frequently?
• At least quarterly

• Patching is a test for a failover!

• Patching means your tempdb will be recreated from scratch!

• Ideally, you would have three servers, keeping two in sync 
while patching the third. 

• However, a more realistic approach is to patch the secondary 
server and temporarily operate as a single server.



SQL Server upgrade
• Why are we upgrading SQL Server to a newer version?



SQL Server upgrade
• In a 24/7 a risky, resource, people- and 

time-intensive activity

• It usually takes several months 
(dev/test/stress/prod), aligning dates with 
business etc.

• Usually no expectations from the new 
version

• Do not change Compatibility Level of 
databases during the upgrade, change it 
later!



Execution plans and execution 
statistics for one query 

SQL Server 2012 - SQL Server 2022



Calling an MSTV user-defined function



SQL Server 2012 / CL 110



SQL Server 2014 / CL 120



SQL Server 2016 / CL 130



SQL Server 2017 / CL 140



SQL Server 2019 / CL 150



SQL Server 2022 / CL 160



Journey: SQL Server 2012 – SQL Server 2022

• Execution time comparison

• No code changes – only upgrading 
the compatibility level



• Most beneficial for:
• those who have not fine-tuned their queries

• those managing a large number of databases

• Some features could even be dangerous
• For databases where performance is critical to business operations

Intelligent Query Processing in SQL Server



SQL Server upgrade
• Intensive testing in non-prod environments

• Be careful with Intelligent Query Processing

• Use Query Store to identify and mitigate 
performance regressions
• Upgrade the server version, leaving the old CL
• Let Query Store collect execution plans and 

statistics
• Upgrade the CL to the latest version and use 

Query Store to mitigate regressions

• Involve developers!

• Teach them about new features and 
capabilities!



AVAILABILITY
HA Setup Completed

Upgraded 

Patched



Restrict access
• Nobody should have access to prod databases except DBAs

• An inexperienced or malicious user with sufficient privileges 
can:
• Manipulate data

• Add, remove, or modify database objects

• Run expensive queries

• Export data

• Install unauthorized software on the server

• This can compromise both reliability and performance



Restrict access: EXCEPTIONS
• Only for those involved in troubleshooting

• Limited to:
• VIEW SERVER STATE

• VIEW DATABASE STATE

• Similar permissions

• No access to data or user database objects!



Access to production data
• Either a delayed copy or an almost real-time async replica

• Alternatively, create your own application and restrict access

• Do not allow queries to run directly on the production 
database!



OUR TOOL for querying prod data
• Read-only access

• Limited to 5K rows

• Estimated subtree cost 
threshold applied

• Users can access the application, but they have no direct 
permissions on the server or database



HA Setup Completed

Upgraded 

Patched

Access restricted

YES,       BUT

ROLLOUTS



Application and service rollouts

• Who writes Transact-SQL code?

• Application developers

• Database developers 

• DBAs



What can happen after a rollout?
• New code can compromise reliability and performance

• Not only its own service but also neighboring databases

•How to avoid it?
• Testing functionality

• Testing performance (tricky, resource- and time-intensive, boring, 
and lacking knowledge)

• Following SQL best practices

• Code review



Transact-SQL Code review - tools
• Redgate SQL Prompt

• Good for formatting, clean code

• Monitoring tools

• VS Code

• ChatGPT

• Limited to basic and common advices and suggestions

• What a reviewer cannot answer is whether the code meets 
the requirements and whether it is performant, in best case, 
he/she/they can find common mistakes



• Who should do it? An expert, ergo DBA

• DBA should have time, review could be 
time consuming

• DBA knows nothing about business logic 
and requirements

• Usully, a review is requested before the 
rollout, a day or a few hours

• DBA has to stop other activities

• Limited to naming conventions and 
ocmmon mistakes

• What happens, when DBA finds 
something?

Code review



My recommendation
• Proactive code review

• Consider support during development, not after

• Continuous knowledge improvement

• Involve DBAs or other experts

• Follow up incidents and issues!!!

• Educate your developers!
• Ensure they follow best practices

• Help them learn about new features and capabilities in SQL Server



Deployment Challenges
• Who should deploy the code?

• DBAs
• Tested, reliable and trusted tools
• Developers should never be allowed to deploy the code

• Schema changes without downtime
• Check for existence of objects before creating 
• Online operations (ONLINE =ON) for index rebuilding and altering 

columns
• Rolling back changes without disruption

• Version Control for Transact-SQL code
• Developer should know the exact version of all database objects in 

production by checking the code repository



An example



Development and deployment Recommendations

• Use stored procedures!
• For performance troubleshooting, security and visibility

• Move reporting queries to prod copies or datawarehouse

• Update/delete in chunks 

• The principle of least privilege
• Services and apps are getting minimum privileges needed to carry 

out their job

• Knowledge transfer experts  developers



HA Setup Completed

Upgraded 

Patched

Access restricted

Rollouts controlled

Developers educated

YES,       BUT
PERFORMANCE DEGRADATION



• Parameter Sniffing

• Blocking

• The tables have grown, causing 
queries to slow down (linear scaling)

• Execution plans changed
• Statistics outdated or wrong

• Invocation pattern changed

Performance degradation



• Performance suddenly becomes slow

• It can lead to many serious issues

• Almost all apps are prone to it

• There is no single solution!
• Especially no PSP optimization in SQL 

Server 2022.

• Teach developers how to handle it!

Parameter sniffing



Blocking and concurrency issues
• Teach developers about 

isolation levels and 
concurrency

• Everyone should understand 
what NOLOCK means

• Consider SNAPSHOT
isolation levels



Inefficient queries and linear scaling
• Inefficient and suboptimal queries are not visible with small 

and moderate tables

• Common developer mistakes
• Using functions and arithmetic operations in filters

• Data type conversion

• Using scalar UDFs

• Not understanding local variables

• Using on-SARG-able predicates

• Teach developers!



Functions in the WHERE clause



Functions in the WHERE clause



Data type conversion



Data type conversion



Local variables



Local variables



Scalar UDFS



Scalar UDFS



DBA activities
• Statistics

• Asynchronuos stats update => True

• For large tables, update stats manually, with a larger sample

• Index maintenance
• Check index usage statistics

• Consolidate indexes

• Consider filtered and columnstore indices, indexed views

• Perform defragmentation only if you're sure it's a problem



Auto update statistics
• When are statistics automatically updated?

• Until SQL Server 2012  => 20% of rows

• From SQL Server 2014 => (1000 ∗ 𝑇𝑎𝑏𝑙𝑒 𝐶𝑎𝑟𝑑)



Auto update statistics
• Old vs. New Threshold

• for a billion rows table, the stats is updated after one 
million changes

ROWS OLD THRESHOLD NEW THRESHOLD

100.000 20.000 10.000

1.000.000 200.000 31.622

10.000.000 2.000.000 100.000

100.000.000 20.000.000 316.227

1.000.000.000 200.000.000 1.000.000



Auto update statistics
• NOT after million rows have been changed, but after 

million changes

• 1.000 rows are updated 1.000 times => 1M changes

• one row is updated 1M times => 1M changes

• 1.000 rows is updated 1.000 times in a transaction and the 
transaction is rolled back => 1M changes



Auto update stats async
• Default is False

• It should be set to 
True



Cardinality estimation ISSUES

Overestimation – two tables



Cardinality estimation ISSUES

Overestimation – three tables



Cardinality estimation ISSUES

Overestimation – five tables



Why is Cardinality Estimation so important?
• Cardinality Estimation Errors – Reason #1 for Poor 

Execution Plans

• Discrepancies in estimations can lead to:
• Inappropriate join strategies

• The selection of a serial plan when parallelism would have been 
more optimal

• Inappropriate index/table access strategies (Scan vs. Seek)

• Memory spills to disk or inflated memory grants



Auto update statistics
• For small and moderate tables, stats is updated by using 

values from the column in all rows

• For large tables, SQL Server uses a sample of rows 
• the larger the table, the smaller the sample  

• In a case of ascending columns, this leads to (huge) 
overestimations



Auto update statistics
rows percent estimated actual ratio

10.000 100,0 20 20 1,0
50.000 100,0 37 37 1,0
90.000 82,2 73 27 2,7

100.000 72,7 66 37 1,8
200.000 39,3 64 20 3,2
500.000 16,5 994 99 10,0

1.000.000 9,6 614 44 14,0
5.000.000 2,7 11 236 864 13,0
10.000.000 1,7 13 597 432 31,5
50.000.000 0,6 69 747 1 640 42,5
100.000.000 0,4 132 954 2 968 44,8



Solution
• Do not allow SQL Server to update statistics with the default 

sample rate - choose a higher value!

• Use PERSIST_SAMPLE_PERCENT = ON option!
• SQL Server 2016 SP1 CU4, SQL Server 2017 CU1

• Otherwise, SQL Server will overwrite it with the default 
sample rate during the next auto-update



WARNING
• By increasing sample rate percent, you will increase IO traffic 

and CPU and memory usage too!

• Some stats update are useless i.e. you end up with the 
(almost) same stats histogram and the same execution plans!

• If so, use NORECOMPUTE to exclude this stats from the 
auto-update routine



Index maintenance
• Optimizing index usage

• Deduplication and consolidation
• more beneficial than rebuilds and reorgs

• saves storage and reduces backup/restore time

• improves insert and update performance

• Index evaluation is crucial

• Consider special indexes: filtered, 
columnstore, and memory-optimized.
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