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Al Trusts Your Telemetry Blindly

AlOps agents act on telemetry, not ground truth

What if your Al-powered observability stack

could be quietly poisoned to trick AlOps agents
into executing backdoors or rogue
deployments?

*USENIX: “When AlOps Becomes Al Oops”

& o
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https://www.usenix.org/system/files/usenixsecurity26-pasquini.pdf

From Noisy Signal to Bad Decision s B

North America 2026

The agent isn't broken. It trusts what it reads.

a Poisoned telemetry in, bad decision out

> ° > x >
. . Compromised
Poisoned telemetry AlOps agent Unsafe action system
hidden in ordinary error logs trusts it as evidence rogue deploy, backdoor, muted no break-in needed

alert

Gkamai



Threat Model: Attacker Goals & Trust Boundaries \ N
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Attacker goal: shape what the pipeline retains, forwards, or exposes
...and do it quietly, without tripping alarms
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; v ! v : v
I I 1 I
& Y L O | O
i —_— — — l —
Application : Collector ? Prometheus }" Loki / Grafana AlOps agent
emits telemetry samples and routes scrapes and federates  stores and serves queries reads it, then acts

- —= = Trust boundary

Attacker’s goal is to influence what the observability pipeline retains, forwards, or exposes, without tripping obvious alarms

Gkamai



Threat Model: Three Attack Paths, One Pattern ¢ K
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The boundary implicitly trusts an upstream input it shouldn’t

Untrusted input I Trusts it Result
G :l'a_ll-s.ampllng Manipulated spans — = — - Tail sampler »| Evidence dropped
injection A
e Federation pivot A Compromised target — —'— -» Sl —_— FlaeRete Wi er
Prometheus reach
e Query exfiltration | Over-broad query — —~— - Loki / Grafana > Data leaves

Trust boundary

Fluent Bit, Nov 2025 (5 CVEs in the collector itself) (( Zkamai
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Tail Sampling Injection s B
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Injection
Modify telemetry
(e.g., attributes, errors)

P

</> i; | I |
. : Observabilit
Application Telemetry Tail Sampling Backend y

(spans)

Decisions based on
errors, latency, attributes,
service criticality, etc.

Real event occurs
(e.g., checkout error)

Only sampled traces
are stored

G- mmm -

X

Trace dropped
(e.g., 99% chance)

VictoriaMetrics
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Federation pivot
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Scraper hijack
(inject or impersonate series)

Scrape targets - — ——— -
P 4
. 7/
Compromised Upstream Prometheus
target
/federate
. —_— honor_labels: true
App / Service >
—J
Scrapes targets Trusts data from
B Exporter (including exporters)
(e.g., Blackbox, SNMP)

Exporter pivot
(request arbitrary endpoints)

Federation Prometheus

upstream Prometheus

Consumers

— lll

Dashboards / Alerting

Internal systems

______ > _ e.g., cloud metadata,
=

internal APIs

¢

\/ VictoriaMetrics

«



Query EXxfiltration: Read Paths as a Control Surface o N
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“Read-only” access is a way out
A broad query reaches everything the logs hold

A Broad query access

v
/> ] ; ull ; g
Application logs J Loki / Grafana Data leaves
carry secrets and tokens one broad query role credentials, tokens, identifiers

Gkamai



Query Exfiltration: Why AlOps Raises the Stakes o N
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Query results don't just leak. They steer decisions.

-

> A leak vector

Data leaves

New with AlOps: results feed decisions
Loki / Grafana

. O x

AlOps agent Automated action

Gkamai
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Attack-to-Defense Map oveen E
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A control wherever untrusted input crosses a boundary

Attack Control
V T T A ., Validate and san(ljtlzg before the sampling
ecision
9 Federation pivot ——— > Authenticated scrapes, restricted federation
.ll Query exfiltration — Scoped queries, rate limits, audit trail

Gkamai



Identity: mTLS + cert-manager S O
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mTLS proves who sent it. Not that it's true.
cert-manager issues and rotates the certificates

6 < ‘, mTLS )} >
OTel Collector ) ] Backend
"""" both sides verify each other

issues and rotates certificates

Gkamai



MTLS: Four Questions

Who issues the certificates?

-

-

What identity does a certificate
carry?

How is that identity authorized?

\,

What happens at rotation, expiry,
compromise?

& o
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cert-manager, from a private CA. In production: your real PKI.

A workload name. Policy must limit who may request which
name.

The receiver trusts the CA, not the name. NetworkPolicy and
per-tenant CAs decide who may send.

Rotation: automatic. Expiry: handshakes fail. Compromise: no
revocation, so cut access and re-issue.

Gkamai



Blast Radius: cert-based Scrape Auth + NetworkPolicy Do N
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Authenticate the scrape. Contain the pod.

Telemetry namespace
default-deny NetworkPolicy

g cert-authenticated V backend only !

Prometheus Collector : Backend

v

\ 4

[
I
v
¥ everything else: denied

Gkamai



£
Query Control + Tamper Evidence o K

KubeCon | CloudNativeCon
North America 2026

Scope who can read. Make changes detectable.

x out-of-scope queries denied
A

|

|

e )
o - il
People and agents Access check Telemetry store
\ v
run queries scoped by role; every decision logged append-only and hashed

Gkamai



Implementation details - cert-manager
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D

Instrumented
Services

cert-manager

_ - Issues and rotates certificates ~ _
-~ (shared CA) [ '~

@ S i

Client certificate Zero-downtime

(rotated automatically) rotation (rotated automatically)
i !
Kubernetes cluster : i
v v
WE e s BRI
mTLS mTLS

NetworkPolicy isolation

Only allow required traffic (default deny)

eBPF verification
Observe and verify mTLS and allowed connections

Server certificate

—_—

‘_..

S

Observability
Backend

ﬁ Policy as Code

Enforce configurations

« NetworkPolicies

« cert-manager policies
« Collector config (mTLS)
« RBAC and more

¢
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Implementation details - Network policy ¥ =
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@ telemetry namespace
(default-deny)

NetworkPolicy

Default deny (ingress + egress)

Application namespaces

Allowed
frontend Allow ingress Allow egress
« from selected namespaces « to observability backend
« to otel-collector « port 4317 (OTLP)

« port 4317 (OTLP) » (and required DNS, etc.)

Allowed ! o
@ backend o I Observability backend
(OTLP)
V Allowed
OTel Collector {QItE)
St o receivers / processors / exporters Traces, metrics, logs
@ boich = emm= - -8 s ( Ip / exporters)
Denied

(not in policy)

Observe and verify flows

4 -—-—-—=--

Denied flow (example)

Allowed flow (example)

80 Hubble
O.. (Cilium)

Network flow visibility

$ hubble observe --from-namespace frontend $ hubble observe --verdict DROPPED

batch — otel-collector
TCP 4317 (OTLP)

+/ FORWARDED  frontend — otel-collector
TCP 4317 (OTLP)

Policy denied (no matching rule)

\/ VictoriaMetrics
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Implementation details - Falco
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Kubernetes cluster
Observability components Alerts / Notifications
Runtime activity
y OTel Collector —> (syscalls, processes, files, ——P \ ‘ Alertmanader
network, containers) A o 9
g Prometheus »

Slack
Falco
@ i Detection engine 8 et

Kiberistes Alidir Lugs Correlates runtime events
—> API server events: —> ufTLiTe ovi oo inati
Other workloads f:reate, Upasis patchadekete) and Kubernetes audit events Other destinations
with rules
@ Applications / Services
-
I
PR e ST = TR T e SR X, I T Ll S P apa e 8

Rules (stable, incubating, or sandbox) f A

Examples of Falco detections relevant to observability

Suspicious Remote file-copy Unexpected access Newly executed % Kubernetes API
network tools tools to sensitive data binaries activity (Audit)

e.g,, curl, netcat, e.g., scp, rsync e.g., reading cloud e.g., unexpected e.g,, create, update, patch
wget inside containers credentials, tokens process execution ;fB i%nﬁ%Maps, workloads,
, etc.
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De p I oya b I e Ta ke aways KubeCon | CloudNativeCon
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Telemetry is a Zero-Trust Control Plane, Not a Passive Exhaust

Pick one boundary

' g Federation ‘ > Q > q

\ J Default-deny Verify

allow only what's needed watch the real traffic

Pick one boundary (sampling, federation, query) and apply default-deny + verification

¢
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What You Get ¢ K
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Take these home and run them

<> O\ EJ

Kubernetes manifests Verification scripts Threat-model template
default-deny, mTLS, collector prove the policy with Hubble boundary, attack, control, proof

[ github.com/didiViking/zero-trust-telemetry-kubecon-na-2026 }

vl VictoriaMetrics
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