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Data governance and security is evolving
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Data Governance for the Age of AI
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Data Transformation

Accelerate responsible value from data

CDOs and organization-wide
 data teams

CISO | CCO | CPO
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Azure Purview
• PaaS 

Experience

• GA in 2021

MS Purview
• SaaS Experience

• Preview in 2023

MS Purview Data 
Governance
• GA

• New Pricing

MS Purview 
Security + 
Governance
• OnePurview

• 2025++

Today



Bringing data security, governance, and compliance together

Microsoft 
Purview

Data Security
For information and 

cybersecurity teams

Data Loss Prevention

Insider Risk Management

Information Protection

Data 
Governance

For data consumers, 

data owners, data 

officers

Data Discovery

Data Curation & Management

Data Estate Health

Risk & 
Compliance

For risk, compliance, 

and legal teams

Data Lifecycle Management

eDiscovery & Audit

Communication Compliance

On-prem and multi-cloud Unstructured & structured data Across IaaS, and SaaS



On-prem

Multi-clouds

SaaS

Applications

Microsoft Purview

Data Security
Secure data across its lifecycle 

wherever it lives

Data Governance
Govern data seamlessly to 

empower organization

Risk & Compliance
Manage risks and regulatory 

requirements

Data Map
Automate and manage metadata at scale

SQL Server

Azure SQL

Fabric

Databricks

Dataverse



Microsoft Purview

Purview security and compliance features 

to protect your data in Fabric
Secure and protect data across your organization

Information Protection labels

Classify sensitive Fabric data using the

same sensitivity labels that are used in 

Microsoft 365—enforced even when

the data is exported

Data Loss Prevention policies

Automatically detect the upload of sensitive 

data such as PII and trigger automatic risk 

remediation actions such as alerts

Audit

Log user activities from Microsoft Fabric

to support security, forensic, and

internal investigations

*Additional Microsoft Purview purchase required







Data Security

Data loss prevention



Data Security

Sensitivity labels



Data Security

Sensitivity labels



• There’s no central location to register data 

sources.

• Data-consumption experiences require users 

to know the connection string or path.

• Data sources and documentation might live in 

several places.

• There's no explicit connection between the 

data and the experts that understand the 

data's context.

Data Governance

Challenges for Data Consumers



• Annotating data sources with descriptive metadata is often a 
lost effort. Client applications typically ignore descriptions 
that are stored in the data source.

• Creating documentation for data sources can be difficult and 
it's an ongoing responsibility to keep documentation in sync 
with data sources. Users might not trust documentation 
that's perceived as being out of date.

• Creating and maintaining documentation for data sources is 
complex and time-consuming. 

• Restricting access to data sources and ensuring that data 
consumers know how to request access is an ongoing 
challenge.

Data Governance

Challenges for Data Producers



Everything above and:

• An organization's data is constantly growing and being 
stored and shared in new directions. The task of 
discovering, protecting, and governing sensitive data is 
one that never ends. 

• How to ensure that the organization's content is being 
shared with the correct people, applications, and with the 
correct permissions.

• Understanding the risk levels in an organization's data 
requires diving deep into the content, looking for 
keywords, RegEx patterns, and sensitive data types. 

• Constantly monitor all data sources for sensitive content, 
as even the smallest amount of data loss can be critical to 
your organization.

• Ensuring that an organization continues to comply with 
corporate security policies is a challenging task as the  
content grows and changes.

Data Governance

Challenges for Security Administrators



DATA GOVERNANCE FOR THE AGE OF AI

Your AI is only as good as your data

Your AI potential anchors on your people being able to responsibly use

your data 

Data Governance makes your data ready for your people and your AI
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Definition of Governance Domains

Governance domains are specific areas of 

oversight that help manage data 

effectively within an organization.

Structuring Governance Efforts

These domains structure governance 

efforts, ensuring systematic management 

and clarity in data governance.

Ensuring Accountability

Governance domains ensure 

accountability in data management, 

creating clear roles and responsibilities 

across teams.

Concept and Importance of Governance 

Domains

Microsoft Purview



• Functional unit – organizations or business units 

such as Sales, Marketing, or Finance

• Line of business – products or services being sold 

such as Xbox, Office, or Azure and different markets 

or subsidiaries

• Data domain – key organization-wide entities such 

as customers or employees

• Regulatory – compliance related such as GDPR, 

SOX, or HIPPA

• Project – collaborative programs across the 

organization

Microsoft Purview

Types of governance domains



Data products 

Glossary terms 

Objectives and key results(OKRs) 

Critical data

Microsoft Purview

Parts of a governance domain



Microsoft Purview

Data Products
Busine
ss 
Domai
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A data product is a group of data assets (like 

tables, files, and reports) packaged together for 

enterprise use, providing context and use cases for 

data consumers. In Microsoft Purview, data 

governance not only ensures data security and 

compliance but also accelerates business value by 

cataloging data, making it easier to manage and 

discover.

A data product includes a name, description, 

owners, and a list of associated data assets, 

grouped under a use case. It helps data consumers 

recognize valuable data in their everyday language 

and streamlines ownership responsibilities.

Microsoft Purview

Data products



Adhering to Standards

Data products must comply with the established 

organizational standards to ensure consistency and 

quality.

Regular Assessments

Conducting regular assessments helps to maintain 

the relevance and effectiveness of data products 

over time.

Providing Value

Ensuring compliance and regular updates on data 

products guarantees they deliver value to the 

organization.

Microsoft Purview

Ensure Data Products Meet 

Organizational Standards



Microsoft Purview

Data Quality
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Poor data quality can lead

to:
Poor decision-making

Business Inefficiencies

Mistrust

Missed Opportunities

Siloed Information

Redundancy

Lost Reputation

Lost Revenue



Data source connection configuration

Data profiling

Data quality rules

Data quality scanning

Data quality job monitoring

Data quality features

Microsoft Purview

Data quality scoring

Data quality for critical data elements (CDEs)

Data quality alerts

Data quality actions

Data quality managed virtual network



Azure Data Lake Storage Gen2

File Types: Delta Parquet and Parquet

Azure SQL Database

Fabric data estate in OneLake including shortcut and 

mirroring data estate. Data Quality scanning is supported only for 

Lakehouse delta tables and parquet files.

Mirroring data estate: Cosmos DB, Snowflake, Azure SQL

Shortcut data estate: AWS S3, GCS, AdlsG2

Azure Synapse serverless and data warehouse

Azure Databricks Unity Catalog

Snowflake

Google Big Query (Private Preview)

Data source connection configuration

Microsoft Purview



The AI recommendation engine suggests potentially 

important columns to run data profiling against

Data Profiling

Microsoft Purview



Freshness

Unique values

String format match

Data type match

Duplicate rows

Empty/blank fields

Table lookup

Custom

Data quality Rules

Microsoft Purview



Rule has fallen below default thresholds

Global data quality score has fallen below threshold

data quality scanning and/or data quality profiling job 

has failed

data quality scanning and/or data quality profiling job 

has skipped due to no changes on data since last run

Outlier presence in profiled columns

Too many nulls in the profiled data asset

Data quality Actions

Microsoft Purview



Demo



Microsoft Purview

Data Estate Health
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Health controls are rolled up into several categories 

that can be opened to view their parts. Category scores 

are an aggregate of the controls underneath them, and 

show their current score and their target, to pinpoint 

areas for growth.

Controls

Microsoft Purview



Actions

Microsoft Purview



Reports

Microsoft Purview



Reports

Microsoft Purview

• The Data Governance Health Report has dependencies 

on Data Health Controls. If customers do not use the 

Data Health Controls, the Data Governance Health 

Report will not be refreshed. Please ensure that you 

have setup the schedule to run Data health controls and 

refreshing the health controls scores and Data 

governance health report.



Reports

Microsoft Purview

• The Data Quality Health Report has dependencies on 

Data Health Controls and Purview Metadata Self-

serve analytics model. If customers do not use the 

Data Health Controls and do not subscribe Purview 

Unified Catalog metadata then the Data Quality 

Health Report will not be refreshed. Customers either 

need to use Data Health Controls or need to subscribe 

purview metadata for self-serve analytics to refresh 

Data Quality health report.

• If customers don't use Data Quality feature, the Data 

Quality Health report will show blank because Data 

Qualty Health report is created using data that are 



Solution Integrations (Self-serve analytics (Preview))

Microsoft Purview



Solution Integrations (Self-serve analytics (Preview))

Microsoft Purview



Solution Integrations (Self-serve analytics (Preview))

Microsoft Purview



Microsoft Purview

Master Data Management
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ss 
Domai
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Microsoft Purview
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Number of Unique Governed Assets per Day: This metric counts the unique technical assets, such as 

tables, files, datasets, and reports, that are actively managed and curated within the Microsoft 

Purview Unified Catalog. Only assets associated with governance concepts, like data products or 

critical data elements, are considered governed assets.

Data Governance Processing Units (DGPU) per Run: DGPUs are fully managed compute units used for 

running compute-heavy capabilities, such as data quality and data health management. Each DGPU 

represents 60 minutes of compute time, which can be run across varying sets of nodes based on the 

workload needs.

Pricing

Microsoft Purview



Data Catalog:

Standard: €0.0159 per asset per day or ~€0.48 per month

Data Health Management:

Basic: €14.40 per Data Governance Processing Unit

Standard: €57.57 per Data Governance Processing Unit

Advanced: €230.28 per Data Governance Processing Unit

For example, if a customer runs 100 Data Management rules and 

controls in a single day, and each run produces 0.02 DGPU with 

the Basic SKU, then the total DGPU for that day would equal two 

DGPU, costing the customer €28.784. 

Microsoft Purview

Pricing



Demo
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