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Servus! Hi!
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Objectives for Today

 Data Governance

 Microsoft Fabric

 Microsoft Fabric Governance

 Microsoft Purview

 Microsoft Purview
 Demos / Hands-On / Click-Through



Feedback





Data Governance

Microsoft 
Fabric

Microsoft 
Purview

?



The book of Data Governance, 
Microsoft Purview 
& Microsoft Fabric



#DataGovernance



Why Data 

Governance?







Ask yourself (or in the name of your org)...

... what you cannot do?

 We cannot compare costs across regions.. 

 We cannot track students‘ progress.. 

 We cannot match the reocords for an individual across our touch 

points to our organisation... 

 We cannot maximaize our decision-making capabilities based on the 

data we have. 

 All of the cannot respones hinder how an organiztion grows... 



Why is Data Governance so important?

It brings meaning to an organization’s data

Increase your revenue (by improving data quality)

Reduce costs (less work to do with your data)

Lower risks (because you know your data)

Stronger regulatory compliance (data catalog)

It just makes sense..



What is Data 

Governance?





Governance / To Govern

guide, steer, manage



Definition Attempt #1

Data governance (DG) is the process of managing the availability,

usability, integrity and security of the data in enterprise systems,

based on internal data standards and policies that also control data

usage.

Effective data governance ensures that data is consistent and

trustworthy and doesn't get misused. It's increasingly critical as

organizations face new data privacy regulations and rely more and

more on data analytics to help optimize operations and drive business

decision-making.

https://www.techtarget.com/searchdatamanagement/definition/data-

governance



Definition Attempt #2

Data governance is a collection of processes, roles, 
policies, standards, and metrics that ensure the effective 
and efficient use of information in enabling an organization 
to achieve its goals. 

It establishes the processes and responsibilities that ensure 
the quality and security of the data used across a business or 
organization. Data governance defines who can take what 
action, upon what data, in what situations, using what 
methods.

https://www.talend.com/resources/what-is-data-governance/



Definition (Ladley 2019)

Data governance is a 

required business capability 

if you 

want to get value from your data



Definition Attempt #xx

#TreatYourDataBetter

Wolfgang Strasser





Vision and Strategy

Roles Processes Policies Tools

Data Lifecycle



People & Roles



DG Roles & Involved People

Data Owners

System Owners

Subject Matter Experts

Data Stewards

Data Custodians

Data Governance Council 

Data Consumers 

Data Analysts

Auditors

Data Security Team

.... 



Data Responsibility / Accountability

 Who sets success metrics and monitors how well DQ is working?

 Who are the data owners?

 Who defines the business glossary?

 Who is protecting PII data privacy?

 Who is looking after data quality?

 Who ensures customer / product data is consistent across all systems?

Is it C-level? Is it a department head? 
Is it the head of governance and risk? 
Is it the legal department? 
Is it IT?

=> Definition is required!  



DG Roles & 
Responsibilities

https://tdan.com/data-governance-roles-and-responsibilities/24774



#MicrosoftFabric



Isolated component

Single database

Gen AI Bolted-in

From

Unified stack

All the data

Gen AI built in

To

Microsoft Fabric
Data analytics for the era of AI



Microsoft Fabric
Data analytics for the era of AI

Secure and 

governed

Empower 

Every 

Business User

Lake Centric 

and Open

Complete 

Analytics 

Platform



Microsoft Fabric
The unified data platform for the era of AI

Unified

architecture

Unified 

experience

Unified 

governance

Unified 

business model

OneLake

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehousing

Synapse Real 

Time Analytics
Power BI

Data

Activator

Purview

AI



Complete

Analytics 

Platform

Everything, unified

SaaS-ified

Secured and governed

Secure and 

governed

Empower 

Every Business 

User

Lake centric 

and open

Complete

Analytics 

Platform

Everything, unified

SaaS-ified

Secured and governed

OneLake

One Copy

Open at every tier

Familiar and intuitive

Built into Microsoft 365

Insight to action

Manage your data estate

Secure, Protect & comply

Encourage data discovery, 

trust and use

Microsoft Fabric
The data platform for the era of AI



Onboarding and trials

Sign-on

Navigation model

UX model

Workspace organization

Collaboration experience

Data Lake

Storage format

Data copy for all engines

Security model

CI/CD

Monitoring hub

Data Hub

Governance & compliance

Single…

Microsoft Fabric

AI Assisted

Shared Workspaces

Universal Compute Capacities

OneSecurity

OneLake

Synapse Data

Warehousing

Synapse Data 

Engineering

Synapse Data

Science

Synapse Real 

Time Analytics
Power BI

Intelligent data foundation

Data 

Factory

Data

Activator



SaaS
“It just works"

Frictionless onboarding

Quick results w/ Intuitive UX

Instant Provisioning

5x5

Minimal knobs

Auto optimized

Auto Integrated

Success

by default

Tenant-wide governance

Centralized 

security management

Compliance built-in

Centralized 

administration



Complete

Analytics 

Platform

Everything, unified

SaaS-ified

Secured and governed

Secure and 

governed

Empower 

Every Business 

User

Lake centric 

and open

OneLake

One Copy

Open at every tier

Familiar and intuitive

Built into Microsoft 365

Insight to action

Manage your data estate

Secure, Protect & comply

Encourage data discovery, 

trust and use

Microsoft Fabric
The data platform for the era of AI

Lake centric 

and open

OneLake

One Copy

Open at every tier



OneLake which logically spans the world

“The OneDrive for Data”

Workspaces can reside in 

different regions around the 

world while still being part of the 

same data lake.

OneLake

Unified Management and Governance

Workspace

POS Sales

Workspace

Online Sales

Workspace

Customer

Workspace

Ads

Workspace

Expenses



OneLake for all Data
“The OneDrive for Data”

A single SaaS lake for the whole 

organization

Provisioned automatically with the tenant

All workloads automatically store their 

data in the OneLake workspace folders

All the data is organized in an intuitive 

hierarchical namespace

The data in OneLake is automatically 

indexed for discovery, MIP labels, lineage, 

PII scans, sharing, governance and 

compliance

OneLake

Intelligent data foundation

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator



One Copy for all computes
Real separation of compute and storage

All the compute engines store their data 

automatically in OneLake

The data is stored in a single common format

Delta – Parquet, an open standards format,

is the storage format for all tabular data in 

Analytics vNext

Once data is stored in the lake, it is directly 

accessible by all the engines without needing

any import/export

All the compute engines have been fully 

optimized to work with Delta Parquet as their 

native format

Serverless 

Compute

Customers

360
Finance

Service

Telemetry

Business

KPIs

Delta –
Parquet 
Format

Delta –
Parquet 
Format

Delta –
Parquet 
Format

Delta –
Parquet 
Format

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator

T-SQLSpark KQL
Analysis

Services

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator



Unifying data in OneLake
Shortcuts

Sharing data in OneLake is as easy as 

sharing files in OneDrive, removing the 

needs for data duplication

With shortcuts, data throughout OneLake 

can be composed together without any 

data movement

Shortcuts also allow instant linking of 

data already existing in Azure and in 

other clouds, without any data 

duplication and movement, making 

OneLake the first multi-cloud data lake

With support for industry standard APIs, 

OneLake data can be directly accessed by 

any application or service

OneLake

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator

Customers

360
Finance

Service

Telemetry

Business

KPIs



Unifying data in OneLake
Shortcuts

Sharing data in OneLake is as easy as 

sharing files in OneDrive, removing the 

needs for data duplication

With shortcuts, data throughout OneLake 

can be composed together without any 

data movement

Shortcuts also allow instant linking of 

data already existing in Azure and in 

other clouds, without any data 

duplication and movement, making 

OneLake the first multi-cloud data lake

With support for industry standard APIs, 

OneLake data can be directly accessed by 

any application or service

OneLake

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator

Customers

360
Finance

Service

Telemetry

Business

KPIs

Azure Storage DataverseAmazon AWS S3

Public Preview

Google Storage



Any questions so far?



Unifying data in OneLake
Shortcuts

Sharing data in OneLake is as easy as 

sharing files in OneDrive, removing the 

needs for data duplication

With shortcuts, data throughout OneLake

can be composed together without any 

data movement

Shortcuts also allow instant linking of 

data already existing in Azure and in 

other clouds, without any data 

duplication and movement, making 

OneLake the first multi-cloud data lake

With support for industry standard APIs, 

OneLake data can be directly accessed by 

any application or service

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator

Azure Storage DataverseAmazon AWS S3

Public Preview

Google Storage

Capacity 1 – East US

Workspace 1

Workspace 2

KQL DatabaseWarehouseLakehouse

Lakehouse Lakehouse Lakehouse

Capacity 2 – West US

Workspace 3

WarehouseLakehouse Lakehouse

OneLake



Unifying data in OneLake
Shortcuts

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator

Azure Storage DataverseAmazon AWS S3

Capacity 1 – East US

Workspace 1

Workspace 2

KQL DatabaseWarehouseLakehouse

Lakehouse Lakehouse Lakehouse

Capacity 2 – West US

Workspace 3

WarehouseLakehouse Lakehouse

OneLake

Google Storage
Amazon S3 

Compatible

Public Preview Public Preview

On-premises 

sources

Coming Soon



Unifying data in OneLake
External Data Sharing (Preview)

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Synapse Real 

Time Analytics
Power BI

Data

Activator

Azure Storage DataverseAmazon AWS S3

Capacity 1 – East US

Workspace 1

Workspace 2

KQL DatabaseWarehouseLakehouse

Lakehouse Lakehouse Lakehouse

Capacity 2 – West US

Workspace 3

WarehouseLakehouse Lakehouse

OneLake

Google Storage
Amazon S3 

Compatible

Public Preview Public Preview

On-premises 

sources

Coming Soon



Complete

Analytics 

Platform

Everything, unified

SaaS-ified

Secured and governed

Secure and 

governed

Empower 

Every Business 

User

Lake centric 

and open

OneLake

One Copy

Open at every tier

Familiar and intuitive

Built into Microsoft 365

Insight to action

Manage your data estate

Secure, Protect & comply

Encourage data discovery, 

trust and use

Microsoft Fabric
The data platform for the era of AI

Empower 

Every Business 

User

Familiar and intuitive

Built into Microsoft 365

Insight to action



Storage

Database files

Tables

Data 

Warehouse/

Lakehouse

Power BI

Analysis

Services

DAX

Queries

Reports

Scan Import

Copy of 

Tables

“Direct Query Mode”
Slow, but real time

Storage

Database files

Tables

Data 

Warehouse/

Lakehouse

Power BI

Analysis

Services

SQL

Queries

Scan

DAX

Queries

Reports

“Import Mode”
Latent & duplicative but fast



Storage

Database files

Tables

Data 

Warehouse/

Lakehouse

Power BI

Analysis

Services

SQL

Queries

Scan

DAX

Queries

Reports

Storage

Database files

Tables

Data 

Warehouse/

Lakehouse

Power BI

Analysis

Services

DAX

Queries

Reports

Scan Import

Copy of 

Tables

“Direct Lake Mode”

Perfect!
OneLake

Parquet/Delta Lake

Tables
Power BI

Analysis

Services

DAX

Queries

Reports

Scan
Data 

Warehouse/

Lakehouse

“Direct Query Mode”

Slow, but real time

“Import Mode”

Latent & duplicative but fast



Complete

Analytics 

Platform

Everything, unified

SaaS-ified

Secured and governed

Secure and 

governed

Empower 

Every Business 

User

Lake centric 

and open

OneLake

One Copy

Open at every tier

Familiar and intuitive

Built into Microsoft 365

Insight to action

Manage your data estate

Secure, Protect & comply

Encourage data discovery, 

trust and use

Microsoft Fabric
The data platform for the era of AI

Secure and 

governed

Manage your data estate

Secure, Protect & comply

Encourage data 

discovery, trust and use



Manage, govern, and secure data in Microsoft Fabric

Manage your 
data estate

Create a logical data mesh with 
domains to simplify management 
and increase data usage

Gain fine-grained control over 
your tenant, capacity, and 
workspace settings

Secure, protect 
& comply

Secure inbound and outbound 
network connections

Ensure only the right people 
have access internally

Maintain compliance with the 
strictest requirements

Encourage data 
discovery, trust, and use

Manage, catalog, and discover 
data in a logical, searchable 
data hub

Endorse and enrich high-quality 
data to create & promote curated, 
discoverable sources of truth

View the lineage for data items 
to identify origin and find other 
relevant sources

Monitor, uncover 
insights, and act

Track metrics important to 
admins such as usage, billing, 
and access

See relevant insights about 
sensitive data and item 
endorsement

Give users the ability to closely 
monitor their Fabric activities



Gain full visibility and control with industry-leading features 

Governance and security features built into Fabric

Manage your 
data estate

Admin portal

Tenant and workspace 

settings

Metadata scanning

Capacities

Domains

Workspaces

Secure, protect, 
and comply

Fabric inbound and 

outbound security

Conditional access

Fine-grained security and 

access controls

Workspace & item 

security

Data encryption 

Purview sensitivity labeling** 

Certificates & standards

Data residency

Purview Audit** 

Encourage data 
discovery, trust, and use

OneLake data hub

Endorsements

Data lineage & impact 

analysis

External data sharing*

Metadata curation

Discover & Reuse

Monitor, uncover 
insights, and act

Admin monitoring

Capacity metrics

Monitoring hub

Purview Hub 

Fabric 

metadata

Advanced 

Govern

and secure 

Fabric data

Estate-wide governance 

and security with 

Microsoft Purview

Comprehensive 
data security1

Federated data 
governance1

Risk & compliance 
posture1

Fabric integrated with Microsoft Purview

*Features coming soon **Additional Microsoft Purview purchase required



Manage your data estate



Create a logical data mesh to simplify management and increase 

usage

Microsoft Fabric56

Capacities

Easily manage multiple capacities in a
single tenant to better manage cost

Domains and subdomains

Group data and workspaces together into a 
domain and sub domains to establish a data 

mesh architecture

Workspaces

Group items like lakehouses, warehouses,
and reports into workspaces to organize and 

more easily manage items together



Domains and subdomains

Microsoft Fabric57

Create a federated data mesh by grouping 
together data relevant to a particular area or field 
(e.g., department) in domains and subdomains.

Find relevant data faster by filtering and finding 
content by domain and subdomains.

Assign domain roles and admins and delegate 
some governance control to the domain-level, 
enabling each business unit to define its own 
rules and restrictions according to its specific 
business needs.



Gain fine-grained control over settings across your tenant

Microsoft Fabric58

Admin portal

Centrally manage, review and apply
tenant, domain and capacity settings

for the entire Fabric tenant

Tenant and workspace settings

Gain fine-grained control over the features 
that are made available to your organization 

and govern workspaces, domains, and 
capacities across your tenant 

Connect to external tools

Easily extract information such as item name,
owner, domain id, lineage, sensitivity label, and 
endorsement status for all items across Fabric, 
and connect to your 3rd party or homegrown 

tools



Admin portal

Microsoft Fabric59

View usage metrics, users, audit logs, domains, 

workspace settings, connections, and much 

more all from a single, unified admin portal.

Centrally manage, review and apply tenant, 

domain and capacity settings for the entire 

Fabric tenant.

Automate admin operations using nearly a 

hundred APIs.



Tenant and workspace settings

Microsoft Fabric60

Gain fine-grained control over the features that 

are made available to your organization.

Manage settings for preview features, trial and 

support, workspaces, information protection, 

export and sharing, integration, and much 

more

See detailed descriptions of each workspace 

and configure the workspace’s access list, 

assigned capacity, description, current state, 

and more



Metadata scanning via API

Microsoft Fabric61

Fabric’s Scanner APIs enables effective

scanning of Fabric’s tenant metadata and 

lineage, including item’s name, owner, 

sensitivity label, endorsement, data source, etc.

Robust enterprise capabilities like 

authentication with service principal and 

incremental scans.

Supports 1st and 3rd party catalog tool 

integration.



Unmatched security and 

compliance



Security layers in Microsoft Fabric

Microsoft Fabric63

Regulations & 
Certification

Data
Encryption

E2E
Auditability

High Availability & 
Disaster Recovery

Microsoft Purview 
Information 
Protection

Advanced tools in 
Microsoft
Purview

…

3rd party and
in-house governance 
& security solutions

Inbound & 
outbound security

Workspace & 
item security

Data security

Your data 
in Fabric



Secure inbound and outbound network connections

Microsoft Fabric64

*Features in Public Preview

Fabric inbound security

Seamlessly secure inbound data access 
scenarios with Fabric’s holistic identity and 

network security

Service tags

Minimize the complexity of updating network 
security rules using Azure service tags to group 

and manage IP addresses for a service

Fabric outbound security

Securely connect to your protected data 
sources and/or ingest data into OneLake



Fabric inbound security

Implement Conditional Access
policies through Microsoft Entra which 

restrict access based on user, group, 

network location, application, device, 

and risk detection.

Connect to datasets and pipelines 
using Fabric tenant-level Azure Private 

Links which allow you to limit access to 

Fabric from specific VNets*

Use Azure service tags to easily 

manage connections to Microsoft 

Fabric

Inbound

Customer VNet1

Azure

Private Link

OneLake Shortcuts 

Microsoft Fabric

Private Endpoint

(tenant level)

Entra

Conditional 

Access Policies

Users and Groups

Devices

Applications

Network

Location



Getting data into Fabric

Microsoft Fabric / Section title

How to connect/load data in the VNET from Fabric

6

6

Azure Data 

Factory

Azure Synapse 

Analytics (Spark)

Azure 

Databricks

Azure PaaS
Dataflows 

Gen2

Fabric Pipelines 

(COPY)

Shortcut to ADLS 

Gen2

On-Prem Data 

Gateway

VNet Data 

Gateway

On-Prem Data 

Gateway

Public Preview

Trusted Workspace Access

Managed private endpoints

Fabric Spark



Fabric outbound security 

Securely connect to your protected data sources 
and/or ingest data into OneLake: 

• Using shortcuts to ADLS Gen2 that can 

connect to data behind VNets without 

copying the data*

• Using Fabric Pipelines (COPY) that can 

connect to data sources that are deployed in 

an Azure VNet, such as: Azure SQL VM, Azure 

SQL MI, etc.

• Using Fabric Dataflows Gen2 and customer-

managed Enterprise Data Gateways to 

connect to customer databases behind VNets 

(e.g., Azure SQL DB, Cosmos DB, Snowflake, 

or even on-prem)

• Using non-Fabric services like Azure Data 

Factory or Azure Databricks that can work 

with data behind a VNet

Azure Data 

Factory

Azure Synapse 

Analytics (Spark)

Azure 

Databricks

Azure PaaS
Dataflows 

Gen2

Fabric Pipelines 

(COPY)

Shortcut to ADLS 

Gen2

On-Prem Data 

Gateway

VNet Data 

Gateway

On-Prem Data 

Gateway

Public Preview

Trusted 

Workspace 

Access

Managed private endpoints

Fabric Spark



Ensure only the right people have access to the right data

Microsoft Fabric6

8

*Additional purchase required

Fine-grained security and 
access controls

Define granular access to 
data in Fabric items using 

fine-grained access control 
like object and row level 

security

Data
encryption

All Fabric data stores are 
encrypted at rest and in 
transit including system 

data and metadata

Microsoft ownedKey Encryption Key

Data Encryption Key

Your data in Fabric

Information
protection labels

Classify sensitive Fabric data 
using the same sensitivity 

labels that are used in 
Microsoft 365—enforced 

even when the data is 
exported

Workspace and
item security

Easily manage security at 
the workspace and item 
level, ensuring only the 

right people have access

Conditional
access

Use the industry-leading 
cloud-based identity and 

access management 
service, Microsoft Entra ID, 

to secure access to 
Microsoft Fabric



Remain in compliance with even the strictest requirements

Microsoft Fabric69

*Additional Microsoft Purview purchase required

Certifications and standards

Microsoft Fabric, as a core online service, 
supports a wide range of compliance 

standards including GDPR, EUDB, HIPAA, ISO 
certifications and more

Data residency

Control where your data is stored and
meet data residency requirements with over 

54 data centers world-wide

Microsoft Purview Audit*

Log user activities from Microsoft Fabric
to support security, forensic, and

internal investigations



Encourage data discover, 

trust, and use



Effectively manage your data to create a trusted data hub

OneLake data hub

Find, explore, and use the
Fabric data items in your organization that you 

have access to in one, central hub

Endorsements

Endorse or mark items as discoverable high-
quality content in Fabric to create curated 

sources of truth and increase discoverability 
and reuse

Data lineage and impact analysis

See lineage view of analytical projects to see 
how data flows through items and perform 
impact analysis to assess impact of changes



OneLake Data Hub

Easily discover, manage, and reuse all your data 
from a single hub that’s automatically indexed 
for searchability, governance, and compliance.

Quickly find the data you are looking for using 
the search, filter, and sort capabilities including 
specifying domain, workspace, artifact and more. 

Discover data via the OneLake data hub across 
15 Fabric experiences and in Microsoft Teams, 
Excel, and soon in the Azure Portal.



Endorsements

Data owners can endorse valuable, high-quality 
content in Fabric to create curated sources of 
truth, increase their discoverability, and 
encourage reuse.

Authorized users can certify data that meets
the organization’s quality standards and anyone 
can promote data they find valuable and 
recommend for others to use.

Endorsed items get higher visibility in Fabric 
data discovery experiences.



Data Lineage and impact analysis 

See lineage view of complex analytical projects 
to understand how the data flows through all 
Fabric items, including lakehouses, data 
warehouses, pipelines, datasets and reports.

Troubleshoot data refresh issues while
tracing the data back from the destination
to the source and monitor refresh status. 

Perform impact analysis to assess impact for 
upcoming changes.



Data Encryption in 

Fabric
Monitor, uncover insights 

and act



Easily monitor activity across your tenant and uncover relevant insights

Admin monitoring

Uncover insights for effective 
governance with pre-built reports 

and datasets built for admins

Monitor

Monitor Fabric activities, such as 
semantic model refresh and Spark 
Job runs and many others, from a 

central location

Capacity metrics

Gain visibility into capacity 
utilization and usage trends with 

daily aggregation so you can plan 
and scale your capacity accordingly

Purview hub

See relevant insights about 
sensitive data and item 

endorsement across the Fabric data 
estate and get easy links to more 

advanced Purview capabilities



Govern and secure your 

entire data estate



Manage, govern, and secure data in Microsoft Fabric 
Go further by integrating Fabric with Microsoft Purview

THIS SLIDE HAS ANIMATIONS

Microsoft 
Fabric

Microsoft 
Purview

Reshape how you access, manage, and act on 
data and insights with Microsoft Fabric

Keep your data safe and governed with unified 
data governance, security, and compliance

Unmatched security & compliance Simplified administration Unified governance



Data governance and security is evolving

Discovery

QualityAccess

Health

Literacy

Accelerate
value creation

Responsible offense Essential defense

Privacy

Compliance
Loss

prevention

Risk
manage-

ment

Security

Secure and
compliant



Bringing data security, governance, and compliance together

80

Microsoft 
Purview

Data Security
For information and 

cybersecurity teams

Data Loss Prevention

Insider Risk Management

Information Protection

Data 
Governance

For data consumers, 

data owners, data 

officers

Data Discovery

Data Curation & Management

Data Estate Health

Risk & 
Compliance

For risk, compliance, 

and legal teams

Data Lifecycle Management

eDiscovery & Audit

Communication Compliance

On-prem and multi-cloud Unstructured & structured data Across IaaS, and SaaS



Govern and secure your data estate

On-prem

Multi-clouds

SaaS

Applications

Microsoft Purview

Data Security
Secure data across its lifecycle 

wherever it lives

Data Governance
Govern data seamlessly to 

empower organization

Risk & Compliance
Manage risks and regulatory 

requirements

Data Map
Automate and manage metadata at scale

SQL Server

Azure SQL

Fabric

Databricks

Dataverse





Microsoft Purview 

Free version



Microsoft Purview (Free Version)

 Saas version

 Support of the following data types
 Azure Blob Storage

 Azure Data Lake Storage

 Azure SQL Database

 Subscriptions

 Fabric



Microsoft Purview (Free Version)

 Annotated Assets Limit

 If you have 50 live view data assets and add descriptions and classifications to 15 of those assets, you will have 15 annotated assets.

 Descriptions and classifications on the same asset count only as one annotated asset.

 Data Curator Access:

 Only data curators can access resources added to the data map using the REST APIs in the free version.

 Compliance portal 

 Account Cleanup

 If your free version tenant remains inactive for three months, Microsoft reserves the right to clean up the account and may remove 

unused resources.

 Data catalog - browse and search for your data assets

 Data share - securely share data between users and organizations

 Data map history - a log of updates made to assets



Microsoft Purview (Free Version)

Free Enterprise

Auto discovery of Azure data sources Collections, and glossary terms to organize your 

data map

Role group access control to platform and apps Fine-grained, collection-level access control to 

platform and apps

Definition and manual application of 

classifications and terms

Automated application of classifications and 

terms

Manual descriptions, tags, and contacts Manual and Bulk descriptions, tags, and 

contacts.

Manual creation of assets using the data map 

APIs

Full use of Microsoft Purview's REST APIs

Automated scans for the hybrid data estate

Workflows

Business rules

Support for business assets and managed 

attributes

https://learn.microsoft.com/en-us/purview/free-version#free-version-limitations
https://learn.microsoft.com/en-us/rest/api/purview/datamapdataplane/operation-groups
https://learn.microsoft.com/en-us/rest/api/purview/datamapdataplane/operation-groups
https://learn.microsoft.com/en-us/rest/api/purview/


Microsoft Purview (Free Version)

 Upgrade?



Microsoft Purview 

Enterprise version



Links for the Click-Through Chapters

 Setup Busines Domains - 

https://purviewdatagovernance.storylane.io/share/920vqytm1ech 

 Scan the Data Estate - 

https://purviewdatagovernance.storylane.io/share/of6j1c1q2c2l 

 Publish Data Products - 

https://purviewdatagovernance.storylane.io/share/8ubzzhh1npwl 

 Improve Data with Data Quality - 

https://purviewdatagovernance.storylane.io/share/ul046l6beqse 

 Monitor with Data Estate Health - 

https://purviewdatagovernance.storylane.io/share/wkojjbsxb90l 

 Enable Data Democraization for Consumers - 

https://purviewdatagovernance.storylane.io/share/mzzwqtfgdpre 

https://purviewdatagovernance.storylane.io/share/920vqytm1ech
https://purviewdatagovernance.storylane.io/share/of6j1c1q2c2l
https://purviewdatagovernance.storylane.io/share/8ubzzhh1npwl
https://purviewdatagovernance.storylane.io/share/ul046l6beqse
https://purviewdatagovernance.storylane.io/share/wkojjbsxb90l
https://purviewdatagovernance.storylane.io/share/mzzwqtfgdpre


Challenges for Data Consumers

• There’s no central location to register data sources.

• Data-consumption experiences require users to know the 

connection string or path.

• Data sources and documentation might live in several places.

• There's no explicit connection between the data and the experts 

that understand the data's context.



Challenges for Data Producers

• Annotating data sources with descriptive metadata is often a lost 

effort. Client applications typically ignore descriptions that are stored 

in the data source.

• Creating documentation for data sources can be difficult and it's an 

ongoing responsibility to keep documentation in sync with data 

sources. Users might not trust documentation that's perceived as 

being out of date.

• Creating and maintaining documentation for data sources is 

complex and time-consuming. 

• Restricting access to data sources and ensuring that data consumers 

know how to request access is an ongoing challenge.



Challenges for Security Administrators

Everything above and:

• An organization's data is constantly growing and being stored and shared in 

new directions. The task of discovering, protecting, and governing sensitive 

data is one that never ends. 

• How to ensure that the organization's content is being shared with the correct 

people, applications, and with the correct permissions.

• Understanding the risk levels in an organization's data requires diving deep 

into the content, looking for keywords, RegEx patterns, and sensitive data 

types. 

• Constantly monitor all data sources for sensitive content, as even the 

smallest amount of data loss can be critical to your organization.

• Ensuring that an organization continues to comply with corporate security 

policies is a challenging task as the  content grows and changes.



Know your data with business concepts
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Microsoft Purview 

Enterprise version

Demo / Whirlwind Tour



Business Domains



What’s a Business Domain?

 … boundary that enables the common governance, ownership, and 

discovery of data products and business concepts like glossary 

terms, OKRs, or critical data. 

Examples of Business domains:

 Fundamental business areas – human resources, sales, finance, 

supply chain, .. 

 Subject areas – product, parties, .. 

 Based on organizational functions – customer experience, cloud 

supply chain, business intelligence



Microsoft Purview

 Business Domains

 https://tinyurl.com/7ubush85



Scan Data

 … boundary that enables the common governance, ownership, and 

discovery of data products and business concepts like glossary 

terms, OKRs, or critical data. 

Examples of Business domains:

 Fundamental business areas – human resources, sales, finance, 

supply chain, .. 

 Subject areas – product, parties, .. 

 Based on organizational functions – customer experience, cloud 

supply chain, business intelligence



Microsoft Purview

 Scan Data Estate

 https://tinyurl.com/2xurj6ry

https://tinyurl.com/2xurj6ry


Data Products



What is a Data Product?

 … a group of data assets (tables, files, PBI reports, ..) – a packaged 

offering to an enterprise that provides assets with a use case to be 

shared to data consumers 

 .. Provides context to these assets (grouping them under a use case 

for data consumers) 

 .. involves the collection, processing, analysis and presentation of data



Microsoft Purview

 Publish Data Product

https://tinyurl.com/47ea2dus



Data Quality



Some Risks of Bad Data (Quality)

• Poor decision-making

• Business Inefficiencies

• Mistrust

• Missed Opportunities

• Siloed Information

• Redundancy

• Lost Reputation

• Lost Revenue



Costs of Poor Data Quality

https://www.infocleanse.com/impact-of-poor-data-quality-in-business/



Data Exploration (with Power BI)



Data Profiling (with PowerQuery)



Friday Afternoon Measurement (FAM) Method

 Poor data quality is troublesome

 Get awareness

 On a Friday afternoon..
 Assemble the last 100 records of data (customer orders, drawings)

 Focus on 10-15 critical data elements / attributes => spreadsheet

 Ask 2 / 3 people for some time

 Working record by record, mark obvious errors in color

 Summarize the results

 Perfect record or not column?

https://hbr.org/2017/09/only-3-of-companies-data-meets-basic-quality-standards
https://hbr.org/2016/07/assess-whether-you-have-a-data-quality-problem 

https://hbr.org/2017/09/only-3-of-companies-data-meets-basic-quality-standards
https://hbr.org/2016/07/assess-whether-you-have-a-data-quality-problem


Friday Afternoon Measurement (FAM) Method

Image source: https://hbr.org/2016/07/assess-whether-you-have-a-data-quality-problem



Microsoft Purview Data Quality

 Define DQ rules on Assets (in Data Products)



Microsoft Purview Data Quality



Data Quality Actions



Microsoft Purview

 Data Quality

 https://tinyurl.com/yckdxhyh



Data Estate Health – Health Controls



Data Estate Health – Health Controls



Data Estate Health – Metadata Quality



Data Estate Health - Reports



Microsoft Purview

 Data Estate Health

 https://tinyurl.com/yc2v6mk8



Data Access / Data Policies



Microsoft Purview

Democratize Data to Your Organization

https://tinyurl.com/2t5kfxsd



Purview and YOU



purview.microsoft.com

 https://purview.microsoft.com

 Use your <ownUsername>

 If asked for more security options => „Ask later“

 Choose the new, not the classic portal

 Make yourself familiar with the solutions available
 Data Map

 Data Catalog



Data Map



Data Catalog

 Search for „Sales“ Assets in the data catalog

 Open the details for „Power BI Wide World Importers“ Dataset

 Use the Purview UI to find out more about this data asset
 Which properties are collected by the Purview scan?

 To which Workspace does this data asset belong to?

 How many items does the schema list of this asset contain?

 Are there any experts / data owners set?



Business Domains

 Data Catalog -> Data Management -> Business Domains

 Use the „Adventureworks“ Business Domain for the next exploration 

steps
 How many data products are created in this business domain?

 How many items are assigned to each of the data products?

 What is the status of these data products?



Data Product / Data Quality

 Exploration of the „Products“ Data Product
 Which kind of data assets does this data product contain (source types, ..) 

 How do you rate the Data quality score of this data product?

 For which data assets a data quality score has been calculated?

 Check the data quality rules defined for the asset Product

 Can you find out more about the reason for the low data quality score?

 Does Purview provide us with some data quality actions? If yes, which ones? 

 For how many columns of this data asset are DQ-rules defined? 



Purview Deep(er) Dive



What is going on behind the (Purview) scenes?

 Collections in your Purview Account

 Register Sources

 Define Scans, Scan Rule Sets

 Classifications

 Business Glossary

 Data Catalog

 Business Domains

 Data Products

 Data Quality

 ..... 



What is going on behind the (Purview) scenes?

 Collections in your Purview Account
 https://learn.microsoft.com/en-us/purview/how-to-create-and-manage-domains-collections 

 Register Sources
 https://learn.microsoft.com/en-us/purview/microsoft-purview-connector-overview

 Define Scans, Scan Rule Sets
 https://learn.microsoft.com/en-us/purview/concept-scans-and-ingestion

 Classifications
 https://learn.microsoft.com/en-us/purview/concept-classification 

https://learn.microsoft.com/en-us/purview/how-to-create-and-manage-domains-collections
https://learn.microsoft.com/en-us/purview/microsoft-purview-connector-overview
https://learn.microsoft.com/en-us/purview/concept-scans-and-ingestion
https://learn.microsoft.com/en-us/purview/concept-classification


What is going on behind the (Purview) scenes?

 Data Catalog
 https://learn.microsoft.com/en-us/purview/what-is-data-catalog 

 Business Domains
 https://learn.microsoft.com/en-us/purview/concept-business-domain 

 Data Products
 https://learn.microsoft.com/en-us/purview/concept-data-products 

 Data Quality
 https://learn.microsoft.com/en-us/purview/data-quality-overview 

 .....

https://learn.microsoft.com/en-us/purview/what-is-data-catalog
https://learn.microsoft.com/en-us/purview/concept-business-domain
https://learn.microsoft.com/en-us/purview/concept-data-products
https://learn.microsoft.com/en-us/purview/data-quality-overview


Microsoft Purview MDM Integration
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