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These are my views
not my employers.







Part 1:  TheProblem



With AI, we will see a 
10x increase in 
productivity.

~ EVERY CTO & EVP



With AI, we will see a 
10x increase in 
vulnerabilities.

~ EVERY CISO & BSO
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2026 data estimated from first five months.
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Auto-complete code
Scoped to this file

No access to systems
Runs in code editor

Tasks

Works towards goals
Scoped to environment

Has its own access
Runs on servers

Goals

AUTOCOMPLETE ASSISTANTS AGENTS AGENTIC SYSTEM

WHERE MOST OF US LIVE WHAT WE NEED

Writes full code
Scoped to project

No access to systems
Runs in code editor

Tasks

Can perform tasks
Scoped to the task

Its access is your access
Runs on laptop

Tasks

SECURITY & COSTS
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Data Problems

01

I N F R A S T R U C T U R E  A I  C H A L L E N G E S

13

Infrastructure deals with time 
sensitive data that’s streaming.

02 Typically, its very large amounts 
of data.

03 Need the ability for strong search, 
transformation and filtering capabilities.
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Security Problems

01

I N F R A S T R U C T U R E  A I  C H A L L E N G E S

An infrastructure agent can access 
much more sensitive systems.

02 Infrastructure agents typically access a lot 
more systems too.

03 Access needs to follow a strict least privileged 
system for production access.

04 Writes and changes should always have a 
human in the loop.

05 Should have a very clear auditable way of 
examining what an agent does.

06 Executing code in a shell is a non-
negotiable from security.
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Runtime Problems

01

I N F R A S T R U C T U R E  A I  C H A L L E N G E S

Agents should run outside of my laptop, 
on its own server.

02 Must be able to survive a restart and be able 
to resume a task.

03 Should be able to run on an event or 
schedule, not a user input

04 There’s no way of approving shell or CLI 
commands executed by the agent.



© 2026 Mastercard. Proprietary and Confidential

Cost Problems

01

I N F R A S T R U C T U R E  A I  C H A L L E N G E S

Large datasets mean expensive RAG 
bills and busted context windows

02 Agents running outside a laptop requires 
budgets and attribution.

03 Stricter token budget and strategies for 
minimizing data are needed.



Part 2:  Agent Loops





















Part 3: Decisions



Where RAG Breaks Down…

• “How many”, “list all” or other numeric 
questions fail as RAG only returns a 
top few in its result set (“How many 
EC2s do we have running?” fails).

• Multi-step questions fail, answers that 
need a lookup to find the answer fail 
(pull the pods from staging clusters).

• Permissions around data access get a 
bit muddled and difficult to manage.

• A bad answer can be ingestion, 
chunking, embedding, ranking and a 
lot of other issues.



Why RAG Fails on Infra Data

• Vectorizing logs and metrics in a RAG 
system is expensive (each 
vectorization + LLM cost).

• Delays in data in RAG pipelines cause 
data to become irrelevant (15-minute 
pipeline is too late for our use case).

• Hallucinations in RAG due to pulling 
wrong data chunk, ranking irrelevant 
content to high, fragmented data.

• RAG is great for policy docs, not great 
for streaming data.



Projections instead of RAG

• With projections, large datasets 
became much smaller result sets to 
operate on.

• Remember this: “How many EC2s are 
running?” calls ec2.DescribeInstances 
and returns 40MB of JSON. 

• Projections on it can count and group 
it reducing 40MB to 800 bytes.

• RAG based solutions fail to answer 
these questions.



Ditch MCPs, adopt tools

• Rely on built-in functions, not MCP.
• Very transparent what the agent has 

(and WILL have) access to.
• Ability to filter out data from API calls.
• Special post processing filters/options 

so agents can remove data.
• Don’t send specs to agents, functions 

match the native API allowing agents 
to use existing training. Keeps the 
context window low!

• Keys will never be revealed.



Other Security Principles

• Allow list for website URL requests.
• Allow list for sending emails.
• Use function calls to keep clear access 

privileges & audit logs, keep secrets 
app side.

• Require all write to go through merge 
requests.

• Require approval & review of 
instructions going into agents.

• Rate limit outgoing calls.



Extra Guardrail Security

• Ensured instructions and information 
are clearly marked going to an LLM.

• Force information to go through tight 
guardrails for prompt injection.

• Rely on AWS Guardrails built-in 
profanity, hate, sexual content filters.

• Custom filters in bedrock guardrails 
for secret filtering (PEM regex, AWS 
access key regex, etc.).

• Log everything bedrock receives and 
its responses in an encrypted S3.



Part 4: Results



What We Built: COMPUTER!

• A node.js deployable that connects 
with AWS Bedrock

• Is a single deployable 12-factor app 
with a clean security boundary

• Uses postgres to store state, store 
auditable history and resume tasks.

• Supports all the fancy features of 
context compression, sub-agents, etc.



What It Delivered

• 25 Infrastructure systems being 
upgraded weekly.

• Upgrading these systems across 
30 production and 120 non-
production EKS clusters.

• Vulnerabilities are under control & 
teams have capacity back.

• One upgrade that took weeks, 
now takes 8 hours.

• Finding other use cases… Like 
Automatic pod crash analysis.
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DEMO TIME



Future Enhancements

• Self Improving - Ability to put in merge 
requests into its own repo to fix itself 
or its own instructions.

• Teams – Create different agent types 
(QA, architect, engineer) and allow 
them to collaborate on a problem.

• Communication – Allow different sub-
agents to communicate among each 
other not just with the parent.



Culture Changes

• Be prepared to move fast.

• We outsource tasks, we do not 
outsource critical thinking.

• Don’t focus on getting it done, focus 
on getting an agent to get it done.

• Dream big, challenge an agent to do 
more, it might surprise you.

• Partner with security early and often 
to ensure we operate with integrity.

• Always be aware of the costs.



So what?

• No shell, it’s not necessary.
• Use projections over RAG.
• Tools should be functions, not MCPs.
• Use merge requests for all writes & its 

pipelines as feedback and to enforce 
what matters.



Thank You
github.com/trevorlinton

linkedin.com/in/trevor-linton

@trevorlinton

@trevorlinton.bsky.social


