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Why this talk?





https://github.com/giuven95/chatgpt-
failures

https://gleen.ai/blog/llm-hallucination/

https://github.com/giuven95/chatgpt-failures
https://github.com/giuven95/chatgpt-failures
https://gleen.ai/blog/llm-hallucination/




https://arxiv.org/pdf/2406.13138v1







The naive 
approach

Why its never enough





Let’s use Github Models to try 
stuff out

https://github.com/marketplace/models/azure-openai/gpt-
4o/playground 

https://github.com/marketplace/models/azure-openai/gpt-4o/playground
https://github.com/marketplace/models/azure-openai/gpt-4o/playground


Few things you can learn from Github Models

You need to be very strict in 
‘prompting
‘Don’t name’ vs ‘Don’t name any’

Prompts work different for 
different models

Scaling input is really difficult



https://arxiv.org/pdf/2401.14423



RAG as 
‘improved’ 
alternative





Prompts vs RAG vs Fine Tuning



Let’s use security glasses to review 
the LLM applications





Treat Modelling

• System Analysis: Start by understanding the 
system architecture, including data flows, entry 
points, assets, and trust levels.

• Threat Identification: Use the STRIDE framework 
to identify potential threats to each component or 
interaction within the system.

• Risk Assessment: Assess the impact and 
likelihood of each identified threat, considering 
the existing controls and vulnerabilities.

• Mitigation Strategy Development: For each 
identified threat, develop strategies to mitigate or 
reduce the risk. This might involve technical 
solutions, policy changes, or additional security 
controls.

• Implementation and Review: Implement the 
mitigation strategies and continuously review and 
update the threat model as the system evolves.





Then we just mitigate and 
test all these use cases, 
right?







Creating mitigation strategy

Build safety mechanisms into your application





How does 
it work?





Most popular framework

https://github.com/NVIDIA/NeMo-Guardrails https://github.com/guardrails-ai/guardrails

Nvidea NeMo Guardrails
https://github.com/NVIDIA/NeMo-Guardrails 

Guardrails AI
https://github.com/guardrails-ai/guardrails 

https://github.com/NVIDIA/NeMo-Guardrails
https://github.com/guardrails-ai/guardrails




Does Big Tech help us?

(Beside of pushing more LLM usage in more and more products)



Azure AI Content Safety
• Input Rails

• Retrieval Rails (preview)

• Protect Materials Rails (preview)

• Output / Harm Rails 

• https://learn.microsoft.com/en-gb/azure/ai-
services/content-safety/ 

https://learn.microsoft.com/en-gb/azure/ai-services/content-safety/
https://learn.microsoft.com/en-gb/azure/ai-services/content-safety/


Amazon Bedrock 
Guardrails
• Content Filters

• Denied Topics

• Word Filters

• Sensitive Information Filters

• Contextual Grouding Check

• https://docs.aws.amazon.com/bedrock/la
test/userguide/guardrails.html



GCP Vertex AI – Text 
Moderation

https://cloud.google.com/natural-
language/docs/moderating-text



Key Take Aways

Elevate Your AI Implementation



To take home

• Prompt engineering has limited influence on the outcome, often limited to (user-) 
input

• Fine tuning your model or a RAG architecture have similar limitations

• LLMs will always be ‘quirky’ due to the way they are designed (probability algorithms)

• You can ‘tame’ LLMs by using guardrails

• The innovation is happening mainly in Python / JS

• Don’t rely on Big Tech to solve it for you as they only focus on one side (the model)

• Last: Do learn treat modelling!!



Thank you sponsors!



Questions?
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