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86%

of business leaders believe
Al will be a key factor in
maintaining or growing
company revenue over the
next several years'

Sources: 1. Gartner, 2. EY

of senior business leaders
investing in Al report
positive ROI?


https://www.gartner.com/en/articles/how-your-ceo-is-thinking-about-ai
https://www.ey.com/en_us/newsroom/2024/12/ey-research-artificial-intelligence-investments-set-to-remain-strong-in-2025-but-senior-leaders-recognize-emerging-risks

Of all applications will include
Gen Al' by 2026...

1111111


Gartner%20Says%20More%20Than%2080%25%20of%20Enterprises%20Will%20Have%20Used%20Generative%20AI%20APIs%20or%20Deployed%20Generative%20AI-Enabled%20Applications%20by%202026

Data Governance for the era of Al

Your Al is only as good as your data and the ability of your
people and your Al to find and responsibly use good data

68%

Companies can’t activate Data scientists spend time on Organizations have a global data
their data’ curating data? quality program?

12022 Chief Data Officer survey, Deloitte, 2022 | 2 Cleaning Big Data: Most Time-Consuming, Forbes | 3Voice of the Chief Data Officer 2024



Is my data Do | trust

secure? the data? accessing
the dataZ
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Microsoft Fabric

The unified data platform for Al transformation

T 4 @

b4

Data Real-Time

Factory Analytics Databases Intelligence 1Q Power Bl
Fabric Platform
o Copilot | . Onelake ‘ s+ Governance




THE MISSING DATASET




Manage, govern, and secure data in
Microsoft Fabric

Manage your
Fabric estate

Create a logical data mesh with
domains to simplify management
and increase data usage

Gain fine-grained control over
your tenant, capacity, and
workspace settings

Secure, protect
& comply

Secure inbound and outbound
network connections

Ensure only the right people
have access internally

Maintain compliance with the
strictest requirements

Encourage data
discovery, trust, and use

Manage, catalog, and discover
data in a logical, searchable
data hub

Endorse and enrich high-quality
data to create & promote curated,
discoverable sources of truth

View the lineage for data items
to identify origin and find other
relevant sources

Monitor, uncover
insights, and act

Track metrics important to
admins such as usage, billing,
and access

See relevant insights about
sensitive data and item
endorsement

Give users the ability to closely
monitor their Fabric activities






Your Fa

Workspaces
Domains
Capacities
Lakehouses
Warehouses
Pipelines
Notebooks
Spark Clusters
Dataflows

SQL Databases
Semantic Models

Reports

ric Universe

@

() @

>

Name

DataflowsStaginglakehouse
DataflowsStagingWarehouse
DataflowsStagingWarehouse
LH_DataQuality_'Wolfgang
LH_DataToTest

Onelake catalog governance repo...
Another_Lakehouse
LH4Analytics Madel

Feature Usage and Adoption

Monitoring KQL database

Type

Semantic model (def...

Semantic model (def...

Warehouse

Semantic model (def...

Lakehouse

Semantic model

Lakehouse

Semantic model

Semantic model

KQL Database

Owner

Wolfgang Strasser

Wolfgang Strasser

Wolfgang Strasser

Wolfgang Strasser

Wolfgang Strasser

Wolfgang Strasser

Wolfgang Strasser

Wolfgang Strasser

Admin Monitoring

Wolfgang Strasser

Refreshed

02/02/25, 12:43:...

02/02/25, 12:43:...

02/02/25, 12:41:...

17/03/25, 06:38....

03/07/23,11:19....

25/03/25, 03:17....

Location

Fabric Data Quality ...

Fabric Data Quality ...

Fabric Data Quality ...

Fabric Data Quality ...

Fabric Data Quality

My Workspace

FabricwWs 02

FabricWs 02

Admin monitoring

FabricWs 02

Endorsement

Sensitivity

Personal @

Personal @

Highly Confii

Highly Confis




Organize data into a logical data mesh

Easily manage multiple Group data and workspaces Group items like lakehouses,
capacities in a single tenant to together into a domain and sub warehouses, and reports into
better manage cost domains to establish a data workspaces to organize and
mesh architecture more easily manage items
together
e — ~—y






-

Workspaces, Domains, -4 -






’
{ e
‘

S




Endorse high-quality data

Endorsement
Enderse quality content to help colleagues discover it. Learn more about endorsement [4

® None
This Lakehouse is not endorsed.

O Promoted
This Lakehouse is recommended for others to use.

O Certified
This Lakehouse is certified by your org as a trusted source.
How do | get content certified? (3

This Lakehouse is a core source of organizational data records.
How do | get content endorsed as master data? [7




Where does my data come from?

Where does my data flow to?

Notebook 2
Notebook

&5 Fabric_CI_Data_DEV

LH_LandingZone o PL_CopyExcelFiles
o)

Lakehouse Pipeline

&3 Fabric_CI_Dats_DEV @5 FabricC|_Dats_DEV

LH_LandingZone
SQL analytics endpoint

B Fabric_CI_Dats_DEV



Tag your Items

Tags

Add relevant tags to this item so it's easier for coworkers to discover. Learn mere  [7

Applied tags

Financial Data X Sales Data X

Apply tags to this item
Tags: Financial Data, Sales Data

Select tags to apply b
Q Search @] LH_LandingZone %
[] Customer

Financial Data
[] Pll Data

[] Product Information

Sales Data
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Curate your data for Al readiness
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Monitor

o

t@aéev

Contoso
L}
Report 1

Ig

Notebook 1

(=)

Pipaline 1

Ut
Report 2

Datarman 1

Onelake catalog

Fabric

Explore  Govern

@ Al All items
Y

8 My items

Q Endorsed items

17 Favorites

Workspaces Q

& Oxnard ¥ &

& Marketing &

& Marketing US & ’
& Fr2024 & >
% Brand Central &

& Market overview &

More workspaces...

Domain: all domains

5 Type: Data items ~

Name &

ase

Sales FY21

Sales customers &

Sales team

Sales Fy21 &

Marketing 24

Test semantic model

Market indices

Weather

Semantic model 2025

Semantic model 2025

Historical database

DB main

Type

Semantic model

‘Warehouse

Lakehouse

Semantic model

Semantic model

Semantic model

Semantic model

Semantic model

Semantic model

Semantic model

KOL Database

KQL Database

Refreshed

2m ago

Th ago

2h ago

2m ago

2m ago

2m ago

2m ago

2m ago

2m ago

2m ago

April 11 at 11:56 AM

May 15 at 5:13 AM

Owner

Tim Deboar

Tim Deboar

Ruth Bengtsson

Tim Deboar

Tim Deboar

Tim Deboar

Tim Deboar

Tim Deboar

Tim Deboar

Tim Deboar

Marie Beaudouin

Marie Beaudouin

Endorsement

E5 master data
E‘ Master data
E.* Master data
B3 Master data
B} Master data
B Master data
E‘.‘ Master data
B Master data
E‘;" Master data
B Master data

Q Certified

@ Certified



Fabric Q, Search

Onelake catalog il domains ~

W
Explore Gowern  Secure
—_—
Omalake
% @ Al Allitems  [3 Type: Data items v O Tags ~
Raai-Tima
8 My items
@ MName + Type Refreshed Owner Endorsement
Manitor Q Endorsed items
» 2 Sales FY21 Semantic model 2m ago Tim Deboar
ol €7 Favorites
Workinads.
> |@ Customer feedback Warehouse April 11 at 11:56 AM Tim Deboar -
o
& Workspaces Q

Contoso * 'Q. Sales Fy21 Lakehouse 2h ago Ruth Bengtsson m

o & Oxnard @ O

> |8} Test datamart Datamart June 18 at 9:02 AM Ruth Bengtsson (& Promoted )
M'Il—'" & Marketing &
ort
T 8 Marketing US & > |@4 Primary dataflow KQL Database May 15 at 5:13 AM Marie Beaudouin
Hotencodl & FY2024 & > |y Primary dataflow KQL Database May 15 at 5:13 AM Marie Beaudouin
= % Brand Central & ) . : =
R > |@) Dataflow main KQL Database May 15 at 5:13 AM Marie Beaudouin
: & Market overview &3
LN > |y Dataflow main KQL Database May 15 at 5:13 AM Marie Beaudouin -Q Certified
Report 2 More workspaces... * -
= > |#E, Dataflow main KQL Database May 15 at 5:13 AM Marie Beaudouin
Datarman 1
| @, Dataflow main KQL Database May 15 at 5:13 AM Marie Beaudouin
|8, Dataflow main KQL Database May 15 at 5:13 AM Marie Beaudaouin
[_i, Dataflow main KQL Database May 15 at 5:13 AM Marie Beaudouin



Onelake Catalog
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Protect it



Security in Microsoft Fabric

Authenticate

Understand network security
Secure Data

Access data

Protect data

Recover data

Administer Fabric

Audit Logs



Security Whitepaper

BS Microsoft

Microsoft Fabric End-to-End Security
Whitepaper

Technical reviewers:
Amanjeet Singh, Kasper de Jonge, Sergei Gundorov, Vengatesh Parasuraman

Published: February 2026

1| Page © Microsoft

https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page



Security Layers in Fabric

Inbound &
outbound security

Workspace &
item security

Data security

Q4 2 &D - H

E2E Information Additional advanced 3rd party and in-
Auditability with protection labels with tools in Microsoft house governance &
Microsoft Purview Microsoft Purview Purview security solutions

Regulations & Data High Availability &
Certification Encryption Disaster Recovery



Onelake Security

All Lakehouse roles > New role

New role

Create roles to grant specific groups of sers access to selected data in your Lakehouse. Leam more [

Role name *

SelectiveReserRole

Type of role *
Apply Read and ReadWrite permissions to your data using Grant roles.Learn more

Grant ®
Use this role

give users more
permissions.

Select Grant permissions *
Every Grant role has Read permissions by default. You can add ReadWrite access to your data using this role. Each permission selected will be applied to all the data in this role.

Read
O Reacwrite
Add data to your role
O alcata @
@ Sclecied data
Browse Lakehouse —>
Add members to your role
You can a6 users or grouBs to roles using their name, emall or a ink

Enter a name or emall address

Advanced Configuration
Preview role

Confirm your selection of data and members below before creating your role.
@ Dstapreview & Members preview
Data Type Permissions Data access
Tables

B soles transactions import Table Read




Data Security

With the help of
Microsoft Purview (,




A Microsoft Purview

@ Data Security Data Governance @ Data Compliance

Secure data across its lifecycle, Confidently activate your data & Manage critical risks and regulatory
wherever it lives accelerate time to insights requirements
Data Loss Prevention Unified Catalog Compliance Manager
Insider Risk Management eDiscovery and Audit

Data Discovery

Information Protection Communication Compliance

Diurgtlopt Data Lifecycle Management
ata Quality Records Management
Data Health

Master Data Management'

( Unstructured & Structured data Traditional and Al generated data Microsoft and Multi-cloud >

Shared platform capabilities o T

Al-based efficiency, Data Map, Classification, Labels, Audit Logs, Policies, Data Connectors

O




Governance at which scale?

4 £

Microsoft Fabric Microsoft Purview

Local Governance Global Governance



Purview Data Security & Compliance integration with Fabric

74
i e— o 3) e .
S T g : |M' |
B e e . = -
\= ‘— =
Information protection
P Data loss

sensitivity labels and
protection policies

Classify sensitive Fabric data using
the same sensitivity labels that are
used in Microsoft 365—the label and
protection travels with the data
within Fabric, and enforced even
when the data is exported to Office.

£

prevention policies
R e

Automatically detect sensitive data
such as Pll or SSN in
Lakehouse or Semantic Models
and trigger automatic risk
remediation actions such as alerts
or restrict access.

£

e Additional Microsoft Purview purchase required I

Audit

Log user activities from Microsoft
Fabric in MS Purview Audit to
support security, forensic, and

internal investigations.

4

7
Alert: Confidentiality obligation during departure

Insider Risk
Management

Ingest audit logs from Fabric in
addition to other millions of signals
to identify potential malicious or
inadvertent insider risk.

£
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Microsoft Information Protection

£ | A

v —
Classify and identify sensitive Use sensitivity labels to make Apply consistent policies to
data across your hybrid the sensitivity level of items detect risky user behavior and
environment, and use insights visible to admins and users, prevent accidental oversharing
from this information to inform and apply protection actions of sensitive information.
and monitor your policies. that include encryption, access

restrictions, and visual markings.

Describe the categories of o Learn about DLP
o sensitive information you o Define your

want to protect sensitivity labels

o Plan your DLP

\ i implementation

o ?«;:1‘;:1\:5; Z:fﬂclassnfy Apply labels using P
Microsoft 365 apps

and services

o Design and create a
o View your sensitive items . DLP policy

Use Microsoft Defender
for Cloud Apps to apply

labels in the cloud o Tune your DLP policies

Use the scanner to apply
labels on premises

Use Microsoft Purview
Data Map to apply labels
to schematized data assets
in Azure

https://learn.microsoft.com/en-us/purview/information-protection-solution?tabs=phase-one



Sensitivity Labels

Sensitivity
[ @ Mo Label ,,]
wolfgang@powerofbiat
O E  Name v Pririty Scope O Sensitive data
o Sensitive data 0 Files & other ¢ O Personal
Secret ? . All Employees
u Personal 1 Files & other ¢
. Highly Caonfidential . Management only
o o ESecret 2
| Secret H 3 Files & other ¢
New Lakehouse
U All Employees 4 Files B othere  Mame * Sensitivity * O
Enter a name @) Select a label v
|:| Management only 5 Files & otherc @ Item name is required 0)  Sensitive cata
|:| Highly Confidential € Files & otherc¢  Location * . ) Personal

< Fabric_Cl_Data_DEV

e | °

Lakehouse schemas (O

Secret > @ Al Employees

Highly Cenfidential @ Management only

_—

(@  Learn more




Information Protection Policies

Edit policy

Labels to publish
Admin units
Users and groups
Settings

Mame

O—O0O—eo—0—0—0

Finish

Policy settings
Configure settings for the labels included in this policy.

Users must provide a justification to remove a label or lower its classification
Users will need to provide a justification before removing a label or replacing it with one that has a lower-order number. You can use activity explorer to review
label changes and justification text.

D Require users to apply a label to their emails and documents
Users will be required to apply labels before they can save documents or send emails (only if these items don't already have a label applied).

O Support and behavior for this setting varies across apps and platforms. Learn more about managing_sensitivity labels

Require users to apply a label to their Fabric and Power Bl content

Users will be required to apply labels to unlabeled content they create or edit in Fabric and Power Bl. Learn more about mandatory labeling in Fabric and Power Bl

D Provide users with a link to a custom help page

If you created a website dedicated to helping users understand how to use labels in your org, enter the URL here. Learn more about this help page




Data Loss Prevention Policies

Data loss prevention

Name

Admin units

Locations

Advanced DLP rules

Policy mode

O—O0O—0—0—0—0

Finish

> Edit policy

Choose where to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

O Protecting sensitive info in on-premises repositories (SharePoint sites and file shares) is now in preview. Note that there are prerequisite steps needed to support this new

«capability. Learn more about the prerequisites

@ Pay-as-you-go billing needs to be set up to configure polices for nen-Microsoft 365 data sources. Learn more about pay-as-you-go billing

Location Scope

& Fabric and Power Bl workspaces All workspaces

Actions

Fabric - PIl Data

Overview Policy sync status

Sync status
@ sync in progress
We're applying your policy as specified and updating its sync status regularly.

It could take up to two hours before the sync is complete. If your policy includes
users or groups, it could take up to 24 hours to sync completely.




Data Loss P

MName

Human Resourses E

') Human Resourses

EJ Human Resourses
:*|  Customer Satisfaction

EJ Dataflow 1

ulé Marketing

Type Owner

E;J Human Resources

This lakehouse contains factors that impact sales and
returns. It analyzes which products are most popular
in each region and provides.

@ Policies

Your organization found policy issues in this
lakehouse that need your attention.

+ 2 maore palicies

See full details

[ File ~ () Refresh v & Share - Createareport ¥ K& Analyzein Excel g% Lineage ~ -:-

@ Credit card numbers have been detected in this dataset. Credit card numbers must be removed from the dataset if found.

Dataset details

2 Workspace

My Workspace

Description & Add a description

G Refreshed & Sensitivity
8/2/22,9:32:34 AM Confidential for all

revention

icies in Fabric

Human Resources |

©® Data protection risk detected v

"
@ (Urgent: This Iakehouse contains credit card
information. Do not share it with anyone
outside of Contoso.} Plus 3 more policy
tips.
E
View all
~
Name
Human Resources
Location
Mona's workspace
@ Confidential\Caontoso FTE ~

QOwner

Mona Kane

Endorsement

Certified by Alana Lunn

Show mare

nodel  [5} Open noteboo
Finance

1+

ends

XTERMAL)_Business KPIs




Copilot

©

Onelake
catalog

®

Monitor

&

Real-Time

&
Workloads

o0

el

Fabric C1 Da
ta DEV

e

My
workspace

Purview Hub in Fabric - quo vadi

Q Search

Explore, govern, and secure your data in Microsoft Fabric and beyond. Learn more about Microsoft Purview (3

Govern, secure, and manage your
entire data estate

Get started with Microsoft Purview

Microsoft Fabric data

Browse, search, and discover data from Classify and protect your data,
your org wherever it lives

5 \ &

Data Catalog Information Protection

View key insights for your Microsoft Fabric data. Learn more about Microsoft Fabric insights [7

Take a tour |

Overview

Sensitivity labels

Classify your data with sensitivity labels

ra
Learn more about sensitivity labels |

42.93%

Prevent unauthorized use and loss of Search your audit logs and investigate

your data user activity

Data Loss Prevention Audit

Last updated data:

Top sensitivity labels by items

337

100 54

No. of items

28 February 2026

22







Good governance is often misunderstood
as a gate at the end of the road.

In reality, governance should be the hghtmg
on the road.

Not frlctlon._ Clari
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This is where governance stops being “control”

and becomes “confidence at scale.”

: -
= //'
Engineers Analysts
gain reusable patterns

Business users
gain trusted inputs

gain faster, safer decision-making.
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