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Cybercriminals are 

getting more 

creative just like us



Data culture and AI transformation are 
happening now

78%

of organizations are 
implementing or developing a 

company wide data foundation1

75%

of knowledge workers already 
using AI at work (doubled in the 

past 6 months)2

1. The Alation State of Data Culture Report

2. Microsoft 2024 Work Trend Index Annual Report



Data is most secure if no one can access it.



But…if no one can access data then you can’t use it for 

anything.



Achieving both goals can prove challenging

Fostering a data-driven cultureEnsuring your data is secure 



Agenda

• Introduction

• Challenges

• Inbound Connections

• Private Links

• Outbound connections

• Q & A



• Who has ever heard of the 
Fabric Security Whitepaper?

• Only 127 pages

• Microsoft Fabric security white 
paper - Microsoft Fabric | 
Microsoft Learn

https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/white-paper-landing-page?WT.mc_id=DP-MVP-5004564


AI & Data



AI is transforming the world



Data is the fuel 
that powers AI
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Data is the oxygen 

of our digital 

transformation

“A new kind of company — we call them 

insights driven businesses — has formed. They 

are growing at an average of more than 30% 

annually”

Forrester Analytics Business Technographics Global Data & 

Analytics Survey
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Security : The Cornerstone of Microsoft 

Fabric
Security is paramount in the digital age, and Microsoft Fabric ensures your data is 

protected at every stage. By using Fabric, organizations can trust that their data is 

secure, allowing them to focus on innovation and growth.



The 2025 ML, AI, and Data Landscape



The unified data platform for AI transformation
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Modern data challenges 

Bring data to the masses, everyone should have access to data to make 

decisions 

Instant access to the latest data, no copying around 

Modern workforce, anywhere, any device 

At the same time, you need to secure, govern and audit your data to 

protect customers and the company 

SaaS platforms are designed with these challenges in mind.

Shift from siloed PaaS to integrated SaaS



Existing PaaS World
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https://www.google.com/url?sa=i&url=https%3A%2F%2Fwebcatalog.io%2Fth%2Fapps%2Fmicrosoft-entra&psig=AOvVaw02w1zataKk6DnC3-ZhViqo&ust=1738497070457000&source=images&cd=vfe&opi=89978449&ved=0CBAQjRxqFwoTCKDKoLS0oosDFQAAAAAdAAAAABAE


Common network security requirements 

Secure access to your data in Fabric (Inbound Protection)

• Conditional Access Policies

• Private Link at a Tenant Level

• Private Link at a Workspace level

• Workspace IP Firewall

Restrict outbound access from a Fabric workspace (Outbound Protection)

Securely connect to data behind a firewall\private link from Fabric (Outbound Access)



Inbound protection options

Perimeter Network Security

From limited known locations

Zero Trust Approach

to unknown locations



New principles for Zero Trust in today’s reality

Verify explicitly Use least privilege access Assume breach



Conditional Access Policies
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Private Link for Fabric Tenant

Perimeter Network Security for your tenant 

What it means:

1. Fabric is disconnected from

the public internet

2. Every users needs to connect to

the private network to get access

on every device

3. No longer able to load resources 

locally (slower reports)

4. Increases ExpressRoute bandwidth 

and added costs for Private Links

5. Several product limitations 

(like on-prem data gateway)



Private Link for Fabric Tenant

Perimeter Network Security for your tenant 



Private Link for Fabric Tenant

Perimeter Network Security for your tenant 



Private Link for Fabric

Perimeter Network Security for your tenant 

Set up and use private links for secure access to Fabric - Microsoft Fabric | Microsoft Learn

https://learn.microsoft.com/en-us/fabric/security/security-private-links-use?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/security-private-links-use?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/security-private-links-use?WT.mc_id=DP-MVP-5004564


Private Link for Fabric Tenant

Perimeter Network Security for your tenant 

Set up and use private links for secure access to Fabric - Microsoft Fabric | Microsoft Learn

https://learn.microsoft.com/en-us/fabric/security/security-private-links-use?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/security-private-links-use?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/security-private-links-use?WT.mc_id=DP-MVP-5004564


• Fabric supports up to 450 capacities, but newly created capacities may take up to 24 hours 
before private link support becomes active due to private DNS zone propagation.

• Tenant migration is blocked when Private Link is enabled, and you can only connect to one 
tenant per network location because DNS can resolve only the most recently configured 
tenant.

• Trial capacities aren’t supported, Fabric items running on trial capacity will not function 
when accessed via Private Link.

• On-premises data gateways fail to register when Private Link is enabled; only virtual 
network data gateways are supported.

• Many features become unavailable, including external images or themes, Fabric Capacity 
Metrics app, OneLake Catalog – Govern tab, and diagnostics for VNet Data Gateway 
downloads.

• Cross-tenant scenarios aren’t supported, each private endpoint can connect to only one 
tenant, and tenant-level private endpoints cannot connect across Azure tenants.

• Starter Pools are not available when Azure Private Link tenant setting are enabled

Private Link for Fabric Tenant

Perimeter Network Security for your tenant 



Workspace Private Link for Fabric

Perimeter Network Security for your workspace 

What it means:

1. Selected workspaces can be protected 

using Private Links and closed from 

public internet. 

2. Create a secure connection between 

public and private workspaces using 

private data access. 
3.

Public workspaces can be secured

using Entra policies or IP filtering

to use Power BI.



Workspace Private Link for Fabric

Perimeter Network Security for your workspace 



{

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",

"contentVersion": "1.0.0.0",

"parameters": {},

"resources": [

{

"type": "Microsoft.Fabric/privateLinkServicesForFabric",

"apiVersion": "2024-06-01",

"name": "<resource-name>",

"location": "global",

"properties": {

"tenantId": "<tenant-id>",

"workspaceId": "<workspace-id>"

}

}

]

}

Workspace Private Link for Fabric

Perimeter Network Security for your workspace 



• Unsupported item types (such as Deployment Pipelines and Default semantic models) 
prevent blocking public access; these items cannot be created in a workspace where public 
access is already restricted.

• Deployment pipelines don’t support workspace-level private links, meaning workspaces in a 
pipeline cannot block inbound public access.

• Inbound restrictions depend on supported items only — if any unsupported item exists in 
the workspace, public access cannot be fully blocked.

• Admin APIs (admin/workspaces/{workspaceId}) do not support workspace-level private 
links; only Fabric Core APIs (v1/workspaces/{workspaceId}) operate within the workspace 
context.

Workspace Private Link for Fabric

Perimeter Network Security for your workspace 



Workspace IP Firewall for Fabric

Perimeter Network Security for your workspace 

What it means:

1. Fabric workspace is accesible only 

form specific public IP or IP Ranges

2. Simple setup. 



Fabric Outbound Security



Common network security requirements 

Secure access to your data in Fabric (Inbound Protection)

Restrict outbound access from a Fabric workspace (Outbound Protection)

• Outbound Access Policies + Inbound network security features

Securely connect to data behind a firewall\private link from Fabric (Outbound Access)



Workspace outbound access policies

What it means:

1. Restrict outbound connections to 

permitted destinations only

Outbound Rules



Workspace outbound access policies



Workspace outbound access policies



Common network security requirements 

Secure access to your data in Fabric (Inbound Protection)

Restrict outbound access from a Fabric workspace (Outbound Protection)

Securely connect to data behind a firewall\private link from Fabric (Outbound Access)

• Trusted Workspace Access 

• Data Gateways(On-prem and VNet)

• Managed Private Endpoints



Getting data into Fabric(Outbound Access Protection)

Create and use managed private endpoints in Microsoft Fabric

Managed Private Endpoints

What it means:

1. Create to access data sources that are 

behind a firewall or that are blocked 

from public internet access.

2. No complex network configurations

3. Also, possible to On-Prem 

Datasources

Connect on-premises data sources to Microsoft Fabric 

using managed private endpoints

https://learn.microsoft.com/en-us/fabric/security/security-managed-private-endpoints-create#supported-data-sources?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/connect-to-on-premise-sources-using-managed-private-endpoints?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/connect-to-on-premise-sources-using-managed-private-endpoints?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/connect-to-on-premise-sources-using-managed-private-endpoints?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/fabric/security/connect-to-on-premise-sources-using-managed-private-endpoints?WT.mc_id=DP-MVP-5004564


Getting data into Fabric(Outbound Access Protection)

Vnet Gateway or OPDG

What it means:

1. Create to access data sources that are 

behind a firewall or that are blocked 

from public internet access.

2. OPDG or VNET

What is a virtual network (VNet) data gateway

https://learn.microsoft.com/en-us/data-integration/vnet/overview?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/data-integration/vnet/overview?WT.mc_id=DP-MVP-5004564
https://learn.microsoft.com/en-us/data-integration/vnet/overview?WT.mc_id=DP-MVP-5004564


Getting data into Fabric(Outbound Access Protection)

Trusted Workspace (only for F-SKU)

Trusted workspace access in Microsoft Fabric

What it means:

1. Secure access to protected ADLS Gen2 

accounts

2. Workspace identity–based

authentication

3. Granular workspace-level control

https://learn.microsoft.com/en-us/fabric/security/security-trusted-workspace-access?WT.mc_id=DP-MVP-5004564


• Storage account name

• Region

• TenantID

• WorkspaceId

Getting data into Fabric(Outbound Access Protection)

{

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentTemplate.json#",

"contentVersion": "1.0.0.0",

"resources": [

{

"type": "Microsoft.Storage/storageAccounts",

"apiVersion": "2023-01-01",

"name": "<storage account name>",

"id": "/subscriptions/<subscription id of storage account>/resourceGroups/<resource group 

name>/providers/Microsoft.Storage/storageAccounts/<storage account name>",

"location": "<region>",

"kind": "StorageV2",

"properties": {

"networkAcls": {

"resourceAccessRules": [

{

"tenantId": "<tenantid>",

"resourceId": "/subscriptions/00000000-0000-0000-0000-

000000000000/resourcegroups/Fabric/providers/Microsoft.Fabric/workspaces/<workspace-id>"

}]

}

}

}

]

}

Leave subscription for workspace as is



Data Exfiltration Protection

Inbound security features like private link allow 

you to restrict who can access your data and from 

where, reducing risks of data exfiltration 

Outbound security make sure 

that malicious users cannot 

exfiltrate data 

DEP = Outbound + Inbound protection 



RECAP

Secure access to your data in Fabric (Inbound Protection)

• Conditional Access Policies

• Private Link at a Tenant Level

• Private Link at a Workspace level

• Workspace IP Firewall

Restrict outbound access from a Fabric workspace (Outbound Protection)

• Outbound Access Policies + Inbound network security features

Securely connect to data behind a firewall\private link from Fabric (Outbound Access)

• Trusted Access 

• Data Gateways(On-prem and VNet)

• Managed Private Endpoints

Flexibility with no compromise to Security
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