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Security posture assessment

User experience optimization
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Entra ID recommendations
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1. ldentity Protection with Conditional Access
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2. Passkeys
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e (¢ login.microsoftonline.com
B Microsoft
Sign in

Email, phone, or Skype

-
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B® Microsoft
Signin

Email, phone, or Skype

No account? Create one!

No account? Create one!

Can't access your account?

Q»h Sign-in options

Can't access your account?

Q Sign-in options

& login.microsoftonline.com

? Passwords

KONFERENZ




O

O ) https://portal.azure.com/#view/Microsoft AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods P &S]

e e l el -

1ashboard > BuildClouds | Security > Security | Authentication methods >

», Authentication methods | Policies

BuildClouds - Microsoft Entra ID Security

D Search X« —+ Add external method (Preview) () Refresh A Got feedback?

7/ Manage Manage migration
4 Policies On September 30th, 2025, the legacy multifactor authentication (MFA) and self-service password reset (SSPR) policie
deprecated and the settings will be managed here. Use the options below to manage your migration status — how yc

Password protection are respected — and utilize the migration wizard to quickly migrate legacy policies to the new unified policies. Learn 1

([
[k Registration campaign Migration status @ Not started (change)
# Begin automated guide
L] © Authentication strengths e =

& Settings Authentication method policies

Use authentication methods policies to configure the authentication methods your users may register and use. If a u

7 Monitoring scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for son
Y . scenarios). Learn more
fal Activity
User registration details Method Target Enable
& Registration and reset /' Built-In
- events
Passkey (FIDO2) All users Yes
2, Bulk operation results
Microsoft Authenticator All users Yes

SMS No

Temporary Access Pass All users Yes SQL

Hardware OATH tokens (Preview) No KONFERENZ




3. Continuous Access Evaluation (CAE)

* Normally the grant token will store for 90 days on a device without need for
relogin

+ Setup a CA for Sign-in frequency to enforce login more frequently as
90 days

» Conditional Access only works on Login

» No security after access is granted

SQL

» CAE evaluate continuously the access and act on changes like O —

* User termination
» Network changes (VPN, new location, etc.)
» Token export



PIM integration in Azure RBAC

So far Privilged access was only
assignable on Entra ID roles PIM for groups

Microsoft Entra Privileged |dentity Management (PIM) enables just-in-time (JIT) access to the
ownership or membership of the group.

Get free trial

@ -
d ':’"/ "
= Learn more about PIM Activate more in less time
OW Ca n e a S S I g n e O n Enforce just-in-time access for owners and Assign multiple roles to a single group so that
members of this group by requiring them to users only need to activate once to get all the

approval workflow, MFA chalienge and much
more,

- activate for a limited pericd of time. Create just- permissions they need.
Z u re ro e S I re C y in-time access policies for these users like

Microsoft Entra releases and announcements - Microsoft Entra | Microsoft Learn
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4. Enterprise-Scale - Design Principles
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GitHub Enterprise Scale Templates
Deploy Enterprise-Scale with Azure VWAN
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5. Manage Subscription Policies

Subscriptions | Manage policies

S Feedback

Configure policy settings for Azure subscription operations.

Subscription leaving AAD directory:

This policy controls if users can change the AAD directory of Azure subscriptions from this directory to a different one. Learn more
@ Allow everyone (default)

O Permit no one

Subscription entering AAD directory:

This policy controls if users can bring Azure subscriptions from a different AAD directory into this directory. Learn more
@ Allow everyone (default)

O Permit no one

Exempted Users

These are special users who can bypass the policy definitions and will always be able to take subscriptions out of this AAD directory or bring subscriptions into this one. SQL

KONFERENZ
Search user name or email: | Search by name or email address A4 ‘ 2 O 2 5

Can be configured in the Overall subscription blade



Well-architected Framework

Operatio
nal
Excellen

Architected ce

Framework

tenets that can be used to
improve the quality of a
workload!”

Perform
Reliablit ance o o
y Efficienc |

y

“The Azure Well-Architected
Framework is a set of guiding

https://docs microsoft. com/en-us/azure/architecture/framework,




Enterprise -
Scale

O

) https://portal.azure.com/#view/Microsoft AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods P &S]

e e l el -

1ashboard > BuildClouds | Security > Security | Authentication methods >

», Authentication methods | Policies

BuildClouds - Microsoft Entra ID Security

D Search X« —+ Add external method (Preview) () Refresh A Got feedback?

7 Manage Manage migration

4 Policies On September 30th, 2025, the legacy multifactor authentication (MFA) and self-service password reset (SSPR) policie
deprecated and the settings will be managed here. Use the options below to manage your migration status — how yc
Password protection are respected — and utilize the migration wizard to quickly migrate legacy policies to the new unified policies. Learn 1

[k Registration campaign Migration status @ Not started (change)

o # Begin automated guide
© Authentication strengths

Authentication method policies

Use authentication methods policies to configure the authentication methods your users may register and use. If a u
Monitoring scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for son
scenarios). Learn more

{& Settings

N

44 Activity

User registration details Method Target Enable
& Registration and reset /' Built-In
events
Passkey (FIDO2) All users Yes
2, Bulk operation results
Microsoft Authenticator All users Yes
SMS No
Temporary Access Pass All users Yes
Hardware OATH tokens (Preview) No

SQL
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Define guardrails with Azure Policy



v

Security

Azure Security Center
Guest Config
baselines
Key Vault certificate
NSG rules
AKS & AKS Engine
RBAC role

assignment

-

Regulatory
Compliance

NIST SP 800-53 R4
ISO 27001:2013
CIS
PClv3.2.1:2018
FedRAMP Moderate
Canada Federal PBMM
SWIFT CSP-CSCF v2020
UK Official and UK NHS

IRS 1075

6. Leverage built-in initiative & policies

&

Tags

Require specified tag

Add or replace a tag

Inherit a tag from the
RG

Append a tag

i

Vo
V
V —

Resource standardization

Allowed/ not allowed
RP
Allowed locations
Naming convention
Back up VMs
Allowed images for

AKS

©

Cost

Allowed VM SKUs
Allowed Storage

SKUs




E4 v5 = 333,56€
E48 v5 = 4002,70€

™ Deny Public Ips

O

O ) https://portal.azure.com/#view/Microsoft AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods P &S]

O Search resources, services, and docs (G+/)

1ashboard > BuildClouds | Security > Security | Authentication methods >

Deny VNET usage without NSGs

», Authentication methods | Policies .
Deny Public Storage Accounts

D Search X« —+ Add external method (Preview) () Refresh A Got feedback?

7/ Manage Manage migration
2 Policies On September 30th, 2025, the legacy multifactor authentication (MFA) and self-service password reset (SSPR) policie
deprecated and the settings will be managed here. Use the options below to manage your migration status — how yc

Password protection are respected — and utilize the migration wizard to quickly migrate legacy policies to the new unified policies. Learn 1

[k Registration campaign Migration status @ Not started (change)
# Begin automated guide
L] © Authentication strengths e =

& Settings Authentication method policies
Use authentication methods policies to configure the authentication methods your users may register and use. If a u
# Monitoring scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for son

» e scenarios). Learn more
Ml Activity

[ ]

User registration details Method Target Enable

& Registration and reset /' Built-In

- events
Passkey (FIDO2) All users Yes

2, Bulk operation results
Microsoft Authenticator All users Yes
SMS No

Temporary Access Pass All users Yes SQL

Hardware OATH tokens (Preview) No KONFERENZ




Who knows AzAdvertizer?

= s a free tool which helps to get
an overview about new Azure
Gov capabilities

= Informed about new releases,
updates and deprecation:

= of Policy Definition and
Initiatives

= of Landing Zone updates
= For Azure RBAC changes
= And more

HOME POLICY

AzPolicyAdvertizer

O last sync: 2024-May-10 17:42:47 UTC
Filters: X RO CSV semicolon|comma

INITIATIVE ALIAS COMPLIANCE AZURE ACCESS CONTROL

ENTRA-ID ACCESS CONTROL

BuiltIn(®@ 89 categories ALZ(Z 16 categories

’II/I/@‘ (\\Il “

AMBA(Z 9 categories

Community @ 36 categories

%

=

CATCHUP @

Category:[All 97 v] Type:[all 5 v state:[all 3

v] Mode:[All 9

v] Effect:[all :

[Jiscompliance (JusedInPolicySet showDeprecated

Show/hide columns:

@ALink E3category [@Description E@Type E3State EZMode @E@Version FgEffect EJRBAC E@Policysets [JFunction&Operator(s) @EJAliases

fAoefinition (JParameters [JMetadata [JRule [JRule_IF ((JRule_THEN [JRule_THEN_ExistenceCondition (JRule_THEN_Deployment [JRule_1

1nk Category Name/Id Display name

Description

Type

[ | v || | ¥ | | v

v

\ | ¥

% API for FHIR @51cbad4-2429-45b9-

9649-46cecl1c7119

Azure API for FHIR should
use a customer-managed key
to encrypt data at rest

Use a customer-managed key
to control the encryption at
rest of the data stored in
Azure API for FHIR when this
is a regulatory or
compliance requirement.
Customer-managed keys also
deliver double encryption by
adding a second layer of
encryption on top of the
default one done with
service-managed keys.

BuiltIn
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7. Microsoft Defender for Cloud

&
(5= O

Continuously Assess Secure Defend

Know your security posture. Harden resources and services with Detect and resolve threats to

Identify and track vulnerabilities. Azure Security Benchmark and resources and services.
AWS Security Best Practices standard

+,-

Cosmos DB Container Web App Azure DNS Virtual Key Vault
Machines

Ressources




MS Defender for Cloud

2 il i A

Google Amazon
Cloud Web Services

L] L]
L
I ¥ -Azure Arc o

Microsoft
Azure

On-prem

0 Security posture Secure score Asset management
& compliance

™y Server protection '
W (Microsoft Defender for Cloud for VMs) Threat detection VA (power by Qualys)

{‘9‘} Automation &

Automation SIEM integration
management at scale




' Defender for CSPM

Billable workloads will be

"

)

QL
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Compute

Storage buckets Cloud SQL Instances
Instances

Price $4.733 per billable resource/month

Cloud Security Posture Management (CSPM) - Microsoft Defender for Cloud | Microsoft Lear




Defender -
for CSPM

O

) https://portal.azure.com/#view/Microsoft AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods P &S]

e e l el -

1ashboard > BuildClouds | Security > Security | Authentication methods >

», Authentication methods | Policies

BuildClouds - Microsoft Entra ID Security

D Search X« —+ Add external method (Preview) () Refresh A Got feedback?

7/ Manage Manage migration
4 Policies On September 30th, 2025, the legacy multifactor authentication (MFA) and self-service password reset (SSPR) policie
deprecated and the settings will be managed here. Use the options below to manage your migration status — how yc
Password protection are respected — and utilize the migration wizard to quickly migrate legacy policies to the new unified policies. Learn 1
[k Registration campaign Migration status @ Not started (change)

o # Begin automated guide
© Authentication strengths

Authentication method policies

Use authentication methods policies to configure the authentication methods your users may register and use. If a u
Monitoring scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for son
scenarios). Learn more

{& Settings

N

44 Activity

User registration details Method Target Enable
& Registration and reset /' Built-In
events
Passkey (FIDO2) All users Yes
2, Bulk operation results
Microsoft Authenticator All users Yes
SMS No
Temporary Access Pass All users Yes
Hardware OATH tokens (Preview) No

SQL
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8. Network - Hub and Spoke

Hub virtual network Spoke virtual network
Peered Virtual Networks jramnas

i SN S T 4
Azure Bastion Resource subnet

v
' 5
VM
On-premises network sy = -
Az kiEwEl e e e e el . @
vm

i i
Azure Monitor
@ O m IPSec / IKE Tunnel ﬁ O @ m
B —e - o—— & ™
i ol

Local Network VPN Virtual Network Virtual Network VPN Local Network
Gateway Connection Gateway Gateway Connection Gateway

I
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4

8. Network - Azure Firewall W N
L 1 1 B
‘- |} -_‘:g"“‘"

\

2 VVMs fixed under the hood Built-in high availability All from Standard +
Availability Zones Availability Zones TLS Inspection
App FQDN Filtering Rules? Application FQDN Filtering IDPS
Fixed Scale Rules URL Filtering

Unrestricted Cloud Scalability

Threat Intelligence Web categories

(Alert Mode only) E——— FQDN in Network rules
FQDN in Network rules reat Intefigence 30GBps
FQDN in Network rules SQL
250-500MBps 1.262,29€ per month
30GBps

Around 300€
901,24€ per month




Microsoft's Identity-centric SSE solution

Any user, Anywhere Any apps
any device Cmg:ggg,?tl Qiizi%'n Microsoft global private wide area network and resources
Continuous access ° P
Identit]es evaluation (CAE) (| o Microsoft 365
@
a
C— \ ® < PpPs and
7 O] 7 resources
> ® >
2 | &
Endpoints 4 ' . ?
4 @ )| T
Internet and
\ SaaS apps
Remote Dedicated tunnels . ° Dedicated tunnels
networks : —
. ]

All Private apps &
resources

Microsoft’s Identity-centric Security Service Edge (SSE) solution

Verify explicitly Use least privilege Assume

breach




2.
enforcement, compliance assessment and

9. Azure Arc

providing control over the cloud environment, without sacrificing developer agility

. Environment Factory:

Deploy and update
cloud environments in a
repeatable manner
using composable
artifacts

Policy-based Control: Real-time

remediation at scale

3. Resource Visibility: Query, explore &

analyze cloud resources at scale

f

\.

Role-based

Definitions
Access

Policy

ARM

Templates

Management Groups

Subscriptions

Policy Engine

\

> Azure Portal

CLI

3rd party

> CIIY

Azure Resource Manager (ARM)

SQL
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SQL Server enabled by Azure Arc — Solution architecture

- 4
SQL assets Arc SQL extension \ Microsoft Entra Identity
= (User Account / Service Principal)
= o &2 Deployer
- 000 0 ed)

Windows Least Privilege Portal / Azure CLI / REST API

v Sel

{long ru nr;ing] FE‘:;;Tl’E::d Control plane
Proxy

(Outbound only

SQL Server enabled by Azure Arc X
5 e : via port 443)

‘ Azure Resource Manager (ARM)

features manage SQL assets via SQL Server enabled by Azure Arc
the extension on various levels Instance / Database / Availability Group
(Server / Host / Instance / Azure Arc Connected Machine Agent configuration

Diatabase / Availability Group) | ] ‘

Microsoft. AzureArcData
resource provider —
=
: - =
SQL Server
=

sQL Are Guestconfig Microsoft HybridCompute
/ service resource provider

Arc-enabled server configuration

Data Processing service (DPS) Telemetry service

Inventory / Billing / Licenses Logs / Metrics / migration assessments SQL

KONFERENZ



SQL Server with Azure Arc

Central pane of glass for all SQL Servers
« Name, Version, Cores and more
* Query of all Servers with Azure Resource Graph

» Best Practices Assessment
« Pay-as-you-Go for SQL Server
» Extended Security Updates (ESU)

* Migration assessment

SQL
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10. Learning

Popular learning paths and modules

LEARNING PATH LEARNING PATH MODULE

Microsoft Azure Fundamentals: Describe Microsoft Azure Data Fundamentals: Explore
cloud concepts core data concepts

® 52min g ® 45 min © 24min sk 4.8 (123,249)
Azure » Administrator = Beginner Azure + Data Analyst + Beginner Azure = Administrator « Beginner

Discuss Azure fundamental concepts

MODULE MODULE MODULE

Explore fundamentals of data visualization Introduction to Azure fundamentals Describe core Azure architectural components

® 38min ki 4.7 (4,086) © 43 min drdrdodok 4.8 (202,694) (o | @ 27 min koo 4.8 (88,090)

Azure = Administrator = Beginner Azure » Administrator = Beginner Azure = Administrator « Beginner

@ Save

LEARNING PATH MODULE LEARNING PATH

Microsoft Azure Data Fundamentals: Explore Introduction to Microsoft Power Platform Microsoft Azure Data Fundamentals: Explore
relational data in Azure non-relational data in Azure

© 36min drdrdeded 4.7 (37,807) KONFERENZ

@ 1hr13 min 1 hr 9 min 19
Microsoft Power Platform « Business Analyst « | 2 O 2 5
Azure « Data Ana egi Beg Azure - Data Analyst « Beginner



Conditional
Access

PIM for Azure
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Token Security
& CAE
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Links

Reimling.eu — Microsoft will disable Basic auth — What this means and what you have to do

New Identity Secure Score recommendations in General Availability | Microsoft Community Hub

Reference table for all data security recommendations in Microsoft Defender for Cloud

Common Conditional Access policies - Azure Active Directory - Microsoft Entra | Microsoft Learn

Configure a TAP in Azure AD to register Passwordless authentication - Microsoft Entra | Microsoft Docs

Azure AD Connect: Version release history - Microsoft Entra | Microsoft Docs

Zero Trust security in Azure | Microsoft Docs

Enterprise-Scale/README.md at main - Azure/Enterprise-Scale - GitHub

Azure Active Directory passwordless sign-in - Microsoft Entra | Microsoft Docs

Azure Arc | Microsoft Learn

SQL

Update management center (preview) overview | Microsoft Docs KONFERENZ
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Microsoft Cybersecurity Reference Architectures - Security documentation | Microsoft Learg D . )

Join Our Security Community - Microsoft Tech Community

Managed identities for Azure resources - Microsoft Entra | Microsoft Learn

Microsoft Certified: Azure Security Engineer Associate - Certifications | Microsoft Learn




I » speaker evaluation

Please rate this session!

content relevance

Your feedback will help with

decision making for future events

aualitv improvement
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Azure Meetup

Thank you!

Gregor Reimling

gregor@reimling.eu

reimling.eu

@GregorReimling

/in/GregorReimling

github.com/GregorReimling

youtube.com/@GregorReimling Sy
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