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Who am |17?

Marisol Steinau

 Autodidact Data Enthusiast
« > 8 years experience using Microsoft Data

Platform
* Freelance Data Solution Architect
 Passionate about Architecture & DevOps

e LinkedIn: linkedin.com/in/marisol-steinau-
bb1253253
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Fabric Hierarchy

Tenant - Level
Capacity - Level
Workspace - Level

Iltem - Level

Object- Level

OnelLake

Workspace Workspace

Datawarehouse Lakehouse Semantic Model

dbo.Customer silver.Product



Fabric Hierarchy

Accessing things in Fabric can be done at one of these three levels

OnelLake

Item - Level Datawarehouse Lakehouse Semantic Model

Object- Level dbo.Customer silver.Product




Fabric Hierarchy

Accessing the underlaying files of a Lakehouse can be done through RBAC

New role (preview)
& Dev_Lakehouse

Grant this role Read permissions to the selected data. Learn more [

Role name *

SalesRole

Included folders
O All folders

@ Selected folders

~ O [ \Tables Folder
O 73 bronze_customer
[ £ bronze_customeraddress
O £33 gold_customer
O £ gold_dim_customer
O £3 gold_dim_date
B @ gold_dim_salesteam
B @ gold_fact_sales
O £ silver_customer
O F7 silver_customeraddress

~ O 7 \Files Folder




Workspace — Level Access

User or security groups can be given Workspace-level access

When giving access, the person or group is assigned a workspace role:
 Admin
 Member
« Contributor

< Add people

Dev_Compute

. Admins, members, and contributors
have edit and view access. Viewers only
have view access. Learn more [7

Enter name or email

 Viewer

This role applies to all items in the workspace. For example, a Viewer in the
workspace will be able to view all items in the workspace, not only specific
items.

> & Viewer «

&g Admin
S, Member

£ Contributar

B Viewer

10



Workspace — Level Roles

Capability Admin Member Contributor Viewer
Update and delete the workspace.
Add or remove people, including other admins.
Add members or others with lower permissions. A I WAY f a |
Allow others to reshare items.’
. o [ ] [ ]
Create or medify database mirroring items.
Create or modify warehouse items. ( ! p r I I l C I p ( ! O
Create or modify SQL database items. ° °
View and read content of data pipelines, notebooks, Spark job definitions, ML models
and experiments, and eventstreams.
View and read content of KQL databases, KQL query-sets, and real-time dashboards.
Connect to SQL analytics endpoint of Lakehouse or the Warehouse
Read Lakehouse and Data warehouse data and shortcuts? with T-SQL through TDS
endpoint.
Read Lakehouse and Data warehouse data and shortcuts? through Onelake APls and
Spark.
Read Lakehouse data through Lakehaouse explorer.
Write or delete data pipelines, notebooks, Spark job definitions, ML models, and
experiments, and eventstreams.
Write or delete Eventhouses?, KQL Querysets, Real-Time Dashboards, and schema and
data of KOL Databases, Lakehouses, data warehouses, and shortcuts.
Execute or cancel execution of notebooks, Spark job definitions, ML models, and
experiments.
Execute or cancel execution of data pipelines.
View execution output of data pipelines, notebooks, ML models and experiments.
Schedule data refreshes via the on-premises gateway.*
Modify gateway connection settings.*

https://learn.microsoft.com/en-us/fabric/get-started/roles-workspaces



Workspace — Level Access

Workspace A (Folder)

Lakehouse 1 (Folder)

=

Lakehouse 2 (Folder)

=

Onelake

Workspace B (Folder)
Warehouse 1 (Folder)

=
Lakehouse 3 (Folder)

=

‘ Admin

Member

IMAMY

-

Contributor

—_—

——  Full Access

SQL Endpoints

PBI Reports

View Files in OnelLake
Write Files to Onelake

AN

AN

____ Execute Spark Notebooks | X

X

12



Workspace — Level Access

Onelake

Workspace Dev_Storage

(%

Workspace Roles

Dev_Warehouse

L]

Dev_Lakehouse

)

Dev_Lakehouse

a

SQL analytics endpoint

Viewer

SQL Endpoints

PBI Reports

View Files in OnelLake
Write Files to OnelLake

AN

AN

____ Execute Spark Notebooks | X

X

13



Workspace — Level Access

Dev_Warehouse

Explorer

+ Warehouses

~ Dev_Warehouse
~ B3 Schemas
v &b dbo
« £ Tables
» &} MiddleEarthCharacters
» B MiddleEarthPlaces
» B0 Views
> B3 Functions
> BD Stored Procedures
> &h INFORMATION_SCHEMA
> &b sys
| Security
~ Queries
> B2 My gueries

> B Shared queries

« 3 MiddleEarthCha... X

Q. pata preview - MiddleEarthCharacters

B 8¢ CharacterName

Frodo Baggins
Gandalf

Aragorn

Legolas

Gimli

Samwise Gamgee
Boromir

Galadriel

L R T, T S TR Y]

Gollum

=

Saruman

 Viewer can read all the data with Viewer role
* Only read, no DDL or DML statements

>> The same applies to the SQL analytics endpoint of the

Lakehouse

P

)
i,

Viewer

SQL Endpoints

PBI Reports

____ Execute Spark Notebooks | X

View Files in OnelLake

Write Files to OnelLake

AN

AN

X

14
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Workspace — Level Access

«  Viewer cannot read any tables or view any underlying

| e“ \ Dev_Lakehouse files in the Lakehouse

Explorer & —
SQL Endpoints v
« Dev_Lakehouse
© [ Tables 2 PBI Reports v
© &8 Files /ﬂa(\\

dal\ ____ Execute Spark Notebooks |X

Viewer View Files in OnelLake X

Write Files to OnelLake

X




Workspace — Level Access

What if | want to control the access to items in a more fine-grained level
in the Warehouse?

a

Dev_Wareho

~

dbo.MiddleEarthPlaces

J
~N

dbo.MiddleEarthCharacters

use

DENY SELECT ON dbo.Middl
[Galadriel@steinautech.c

x Cannot see the table

GRANT INSERT, UPDATE, DE
TO [Galadriel@steinautec

J

%an insert, update and delet

eEarthCharacters TO
om ]

<

-

dab

Viewer

'LETE on dbo.MiddleEarthP1l:
h.com]

— &
N

Admin

A

i

Member

Aces

e records in the table

— Contributor

16



Workspace — Level Access

Very interesting...but beware!

dbo.MiddleEarthPlaces

Dev_Warehouse

~

DENY SELECT ON dbo.Middl
[Gandalf@steinautech.com

J
)

dbo.MiddleEarthCharacters

x T

Admin
Cannot select the data

DENY INSERT, UPDATE, DEL
TO [Legolas@steinautech.

J

Cannot inse

i

Member

rt, update and delete records in the

eEarthCharacters TO
|

_<

ETE on dbo.MiddleEarthPlag¢
com]

17

» The Contributor can restrict access and operations on
objects to Admins, Members and other Contributors

* The user with restricted access cannot grant, deny, or
revoke permissions to himself

o

LesS

table

Contributor



Workspace — Leve

| Access

Very interesting...but beware!

dbo.MiddleEarthPlaces

Dev_Warehouse

~

DENY SELECT ON dbo.Middl
[Gandalf@steinautech.com

J
)

dbo.MiddleEarthCharacters

x T

Admin
Cannot select the data

DENY INSERT, UPDATE, DEL
TO [Legolas@steinautech.

J

Cannot inse

i

Member

rt, update and delete records in the

table

eEarthCharacters TO

1

_<

ETE on dbo.MiddleEarthPlag¢
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» The Contributor can restrict access and operations on
objects to Admins, Members and other Contributors

* The user with restricted access cannot grant, deny, or
revoke permissions to himself

o

LesS

com]

Contributor

hierarchy!

*  When using Workspaces roles combined with
GRANT / DENY permissions, the later take
precedence independently of the Workspace role

Does not apply for the Viewer role




Workspace — Level Access

What if | want to control the access to items in a more fine granular level
in the SQL analytics endpoint of the Lakehouse?

___J

SQL analytics endpoint

Dev_Lakehouse

-

dbo.bronze_rings

~N

x Cannot see the table

dbo.bronze_battles

J
~

GRANT INSERT, UPDATE, DE
TO [Galadriel@steinautec

‘ Does not work, SQL analytic

?*?

DENY SELECT ON dbo.bronze rings TO
[Galadriel@steinautech.com]

<

&)
8 —

“d

Viewer

LETE on dbo.bronze_ battles
h.com]

19

P

N

Admin

A

i

Member

s endpoint is READ ONLY

~—____ Contributor



Workspace — Level Access

Very interesting...but beware!

__

SQL analytics endpoint

e Dev_Lakehouse

-

dbo. bronze_rings

~N

x T

dbo. bronze battles

Cannot select the data

j Admin
\

DENY INSERT, UPDATE, DEL
TO [Legolas@steinautech.
N

- Ji

”* Member

com]

Does not work, SQL analytics endp

ETE on dbo.bronze battles

20

The Contributor can restrict access on tables to Admins
Members and other Contributors

The user with restricted access cannot grant, deny, or
revoke permissions to himself

DENY SELECT ON dbo.bronze rings TO [Gandalf@steinaﬁgg;gj;gﬁ]

WA

ey

_<

Contributor

oint is READ ONLY



Workspace — Level Access

Very interesting...but beware!

___J

SQL analytics endpoint

Dev_Lakehouse

-

~N

dbo. bronze_rings
X 1

j Admin
\

Cannot select the data

dbo. bronze_battles DENY INSERT, UPDATE, DEL
TO [Legolas@steinautech.
AYA
o
b dn‘ﬂ
YE %
’ Member

Does not work, SQL analytics endp

com]

ETE on dbo.bronze battles

21

The Contributor can restrict access on tables to Admins
Members and other Contributors

The user with restricted access cannot grant, deny, or
revoke permissions to himself

DENY SELECT ON dbo.bronze rings TO [Gandalf@steinamm]

WA

ey

_<

Contributor

« SQL analytics endpoint is READ ONLY

* Only possible to DENY SELECT ON table

* No Workspace role can execute any DML
statement

oint is READ ONLY



Workspace — Level Access

Remember the tiny little difference between the SQL analytics
endpoint of the Lakehouse and the Lakehouse....?

SQL analytics endpoint Lakehouse

22



DENY SELECT ON table only applies to SQL

Workspace — Level Access analytcs endpoint

e Dev_Lakehouse . Dev_Lakehouse
m%ytics endpoint _—
4 ) @ 4 )
Admin
dbo. bronze_rings YA dbo. bronze_rings
X <l v/
j Member K '
cennot select he date e delete records n the table through
C Spark

Contributor

DENY SELECT ON dbo.bronze_rings TO
[Gandalf@steinautech.com], [Legolas@steinautech.com],
[Aragorn@steinautech.com]
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How do | find out who has access to a workspace?

{

"accessDetails": [

Fabric REST APl Request

home/steini> az rest
GET °

"principal”: {
"displayName":
"id": "bd82
"type":
"userDetails": {
"userPrincipalName":

https://api.fabric.microsoft.com/v1/admin/workspaces)/eefOef80-d2cd-4f16-81de-393e15831352/users
https://api.fabric.microsoft.com

Workspace Id L

"workspaceAccessDetails"
"type": "Work -
"workspaceRole":

}

]

"principal": {
"displayName":
"id": "
"type": "User",
"userDetails": {
"userPrincipalName":

}J

"workspaceAccessDetails":

"type":
"workspaceRole

b

’

"principal": {

"displayName": "Gandalf",

"id": "c0e2f9

"type": "U

"userDetails
"userPrincipalName":

"Galadriel@steinautech.com"

einautech.com"

{

"Gandalf@steinautech.com"



How do | verify the table access level in the
Warehouse or SQL analytics endpoint of the
Lakehouse?

SELECT

princ.name AS UserName,

princ.type desc,

perm.permission_name, = |

perm.state desc™AS PermissionState,

perm.class_desc,

obj.name AS ObjectName
FROM L
JOINsys.database_per‘mlssmns perm

sys.database principals princ ON .
EEE?. 8§ntee_pr1nc1pal_1d = princ.principal id
WHEREys.objects obj ON perm.major_id = obj.object id

princ.name = 'Galadriel@steinautech.com’;




ltem — Level Access

Workspace-Level Access

§
l

Workspace Dev_Storage

Dev_Warehouse

&

Dev_Lakehouse

3

Dev_Lakehouse

a

SQL analytics endpoint

Contributor

Has access

No access

Item-Level Access

Workspace Dev_Storage

Dev_Warehouse

&

Shared recipient .aye

Dev_Lakehouse

3

Dev_Lakehouse

a

SQL analytics endpoint

26



ltem — Level Access

« User or security groups can be given Item-level access

« The user or security group can then access the item via the
Onelake catalog.

* Itis not possible to share all items, for example data pipelines and
dataflows. The only option to share those items is to give access to
the workspace.

* When sharing an item, there are different permissions that need to
be taken into account. Those permissions vary a bit across items.

* You must be Admin or Member of the workspace to share an item.

* Itis possible to reshare an item as a Contributor or Viewer if the
user has the permission to reshare the item. Resharing is then
possible up to the level of permission that the user resharing the
item has.

27

(3 Open

(2 Openwith >
88 Explore this data (preview)

@ Analyze in Excel

oo New report

[ Create paginated report (previ...
7 Favorite

CI] Rename

@ Delete

42 Manage permiss ions

[, Copy SQL connection string

53 Settings Iad
4y Query activity

off View workspace lineage

o View item lineage

B View details -

Warehouse —

Semantic model (default) -
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ltem — Level Access

N
Grant PEDPIE dCCcess *
Dev_Warehouse
Admin
People you share this warehouse with can
connect to it. To give additional permissions, e
select them from the list. - ) 0 -
Data Engineering Onelake catalog Q, Search
Shared recipient
Frodo @
o Home Onelake catalog
@ Discover, use, and manage data from your organization, and beyond. Learn more about the Onelake catalog 7
Additional permissions
I Shared recipient { e ED Allitemsby @ Data types: (All) -
ne [] Read all data using SQL (ReadData) (&) E £
- — @ Allitems .
O Name Type Owner Refreshed Location
D Read all Onelake data (ReadAll) (3) & & Myitems 7 7
onelLske EJ Dev_Warehouse Warehouse Marsiol Steinau — Dev_Storage
Build reports on the default semantic @ Endorsed items
I:‘ madel {Bul|d\l C:’ M@? ﬂ? i u Dev_Warehouse Semantic model (default) Marsiol Steinau 1/7/25, 3:17:11 PM Dev Storage
entar avorites
Notification Options R:P:m SemErnEE Q
. o . B, All workspaces
Motify recipients by email o I
Workloads & Dev.Storage
Add a message (optional) =
Weorkspacss
=]
My
workspace
. To define granular object-level security (OLS)
for specific objects in the warehouse, use
GRANMNT and DENY statements in T-SOL
o J




ltem — Level

Access

Dev_Warehouse -

Home  Reporting

P

W [ New saL query v LF sQL templates

@ Some features are unavailable because of your permissions or warkspace role. To make these featt

Explorer € $ MiddleEarthCha... X
+ Warehouses Q
~ Dev_Warehouse

v B3 Schemas
v &b dbo
~ 3 Tables
> i MiddleEar
> B MiddleEar
> B3 Views
> B3 Functions
> BD Stored Proc...
> &b INFORMATION....
> & queryinsights
> & sys

Model layouts

Q, Search

ﬂg Model layouts

ures available, have an admin change your permissions or warkspace role. Learn more

Shared recipient

(M|
)
e’

Unable to preview the data

Details

29

Without additional permissions: The
shared recipient receives by default
the Read permission. He can connect
to the Warehouse but can't query
any table or view or execute any
function or stored procedure. This is
the equivalent of CONNECT
permission in SQL Server.

>> Access to objects within the
Warehouse can be provided using T-
SQL GRANT statement.
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ltem — Level Access

« Read all data using SQL (ReadData): Shared recipient
can read all objects within the Warehouse. Equivalent
to db_datareader role in SQL Server.

people you share this warehouse with can Admin  Further restriction and fine granular access to some
connect to it. To give additional permissions, ObJeCtS Wlthln the Wa rehouse Wlth T‘SQL
GRANT/REVOKE/DENY statements. R Wingedl

e Frodo A
HE Dev_Warshouse Q_ Search

Grant people access X 7,

Dev_Warehouse

select them from the list.

Additional permissions ini
| P Shared recipient P e Farrin
Horme
Read all data using SQL (ReadData) (D 5 o @ [ vt auey £ s semplts 8 oot
e @ Some features are unavailable because of your permissions or workspace role, To make these features available, have an admin change your permissions or workspace role. Learn more
Read all Onelake data (ReadAll) (D
- touse  EXplorer &€ i MiddleEarthCha... X
V] Build reports on the default semantic ] + Warchouses @ Data preview - MiddleEarthCharacters
Onelake
model {(Build) (&) @ oo B Chometerbiome = o
Moniior ~ B3 schemas 1 FrodoBaggins s0
@ ngn db 2 ‘Gandalf 2019
. o
i : - 3 Aragorn 87
Notification Options e Time o B Tables T .
& > #E MiddleEarthCharacters 3 | Gim 139
T Tall I Warkloads 6  Samwise Gamgee 38
Motify recipients by email R 8| Somis oy =
(]
Wq:m > BD Views & Galadriel .
Add r - | » £ Functi 9 Gollum 589
a message (optional) 2 unctions 10| Saruman 4000
wor:?;m > B Stored Procedures
@J > & INFORMATION_SCHEMA
Dev_ Wareh > & queryinsights
> &b sys
> B Security
Queries
. To define granular object-level security (OLS) » B3 My queries
for specific objects in the warehouse, use > B3 Shared queries
GRANT and DENY statements in T-S0L. Model laouts

o [




ltem — Level

Grant people access X

Dev_Warehouse

People you share this warehouse with can
connect to it. To give additional permissions,
select them from the list.

e Frodo *é__‘

Additional permissions Shared recipient

Read all data using SQOL (ReadData) (i)

Read all Onelake data (ReadAll) (&)

Build reports on the default semantic
model (Build) (5)

MNotification Options

Motify recipients by email

Add a message (optional)

. To define granular object-level security (OLS)
for specific objects in the warehouse, use
GRANT and DEMY statements in T-5QL

o [

CCeSS

Admin

» Read all data using Apache Spark (ReadAll): Shared
recipient has read access to underlying files in OnelLake
and can consume them using Spark.

« ReadAll should be provided only if the shared recipient
needs complete access to the warehouse’s files using
the Spark engine.

31

d recipient

Share
=>e e
Read Lord of the rings table | Saved - Q, Search
@ Home Edit Run View
Home .
@ [,E"/ S dgk [> Runall ~ & Connact ~ I_—{_':I, PySpark (Python) ~  Environment =~ Workspace default ~ 4}4 = ﬂ v
[
=== Explorer « @ Other people in your organization may have access to notebooks and Spark job definitions in this workspace. Carefully review this item before running it.
& ~+ Data sources
Browse
Resources > B 1
e ~ Uploaded data and files 2 # Define the file path (replace with your actual path)
3 file_path = "abfss://Dev_Storage@onelake.dfs.fabric.microsoft.com/Dev_Warehouse.datawarehouse/Tables/dbo/MiddleEarthCharacters™
@ - Lakehouses > 4
- H 0 item(s) added c # Read the data as a DataFrame
6 df = spark.read.format("delta").load(file_path)
7
& @ Warehouses > 8  # Show the data
Real-Time 0 item(s=) added
9 df.show()
8’3 [1] ~" - Session ready in 9 sec 947 ms. Command executed in 7 sec 765 ms by Frodo on 11:38:29 AM, 1/16/25
Workloads
Hommmmmmmmoooe -4
| characterMame| Age|
=/} Hommmmmmmmoooe -4
Warkspaces | Frodo Baggins| 56|
| Gandalf|2819]
ccé-oj | Aragorn| 87|
Dev_Compy | Legt_:las. |2031]
ta_LordCAT.. | Gimli| 139]
|Samwise Gamgee| 38|
[ | Boromir| 41|
| Galadriel|70@8|
Read Lord
g | Gollum| 589
| Saruman | 4886 |
l!] ommmmmmmm e +o-- -
Dev_Warsho
use
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ltem — Level Access
 Build reports on the default semantic model (Build):

¥ Shared recipient can build reports on top of the default
Grant people access X 7, semantic model that is connected to the Warehouse.

Dev_Warehouse

peopie you share this warehouse with can Admin « The Build checkbox is selected by default, but can be
connect to it. To give additional permissions, unc h ecC ked .

select them from the list.

e Frodo

Shared recipient

S
>

Additional permissions Shared recipient

Read all data Using 5QL iREad D’ata} (E} f File Home Insert Modeling View Optimize Help  External tools
e : e
Read all Onel ake data (ReadAll) () & O hE®@ L B L LEd i o O
- Get  Excel  Onelake SQL Enter Dataverse Recent Transform Refresh New Text More New  Quick Publish | Copilot
| data~ workbook data hub Server data sourcesv | dataw visual  box visuals ~ measure measure
Build reports on the default semantic | Clipboard Osta Queries Inser Calelations Senstty | Share | Copiot -
model (Build) (& [T I—— MW = Filters @ » Visualizations » Data »
Build visual
izt :; Q  Search e | Q, Search
700 - [
Motification Options &8 a0 ; ~ @ MiddleEarthCharacters
Gimli 139 ilters on this page 15 A
Gallum 589 B E 2 i O ge
- - - - Legolas 290 . U CharacterName
Motify recipients by email "~ R A data felds here AMBERE '
Sarman %0 . ~ [ MiddleEarthPlaces
EMFO00 [J  Description
Filters on all pages o E Q @ A oA |:| 0 PlaceName
Add a message (optional)
getop Add data fields here EFERE R [ Region
PYE-EL0PB D
MEoRERe2
Values

Add data fields here

. To define granular object-level security (OLS) Drill through o
for specific objects in the warehouse, use Cfoss'rep.o-l (CED)
GRANT and DENY statements in T-50L. Keepal filters (@D

Add drill-through fields here

o [




ltem — Level Access

Items Item-level access via
share
Custom semantic model | Yes
Dataflow Gen2 No
Data pipeline No
Default semantic model | No
Environment Yes
Eventhouse No
Eventstream No
Experiments Yes
KQL database Yes
KQL queryset Yes
Lakehouse Yes
ML model Yes
Notebook Yes
Real time dashboard Yes
Reflex No
Power Bl report Yes
SQL analytics endpoint | No
Spark job Yes
Warehouse Yes

33



ltem — Level Access

"
Lﬂ Grant people access X

Schemalakehouse

People you share this Lakehouse with can
open it and its SQL endpoint and read the
default dataset. To allow them to read directly
in the Lakehouse, grant additional
permissions.

Enter a name or email address

Additional permissions
] Read all 5QL endpoint data (&)
[] Read all Apache Spark (O

O Build reports on the default semantic
model

Notification Options

Motify recipients by email

Add a message (optional)

. Depending on which additional permissions
you select, recipients will have different access
to the SQL endpoint, default dataset, and data
in the lakehouse. For details, view lakehouse
permissions documentation.

Back

@

Select permissions X

Create and update
bronze_customeraddress

People who can view this Notebook
é @ People in your organization

83 (__} People with existing access
3:, (__) Specific people

Additional permissions

Authorized users can view this Notebook by default.
Select additional permissions.

[] Share 9}
] Edit D
D Run (&)

. You must also grant run permission to any
user who gets edit permission.

Apply Back

X

Select permissions X
Spark job

People who can view this Spark Job Definition
é @ People in your organization

33 O People with existing access
8& (O Specific people

Additional permissions

Authorized users can view this Spark Job Definition by
default. Select additional permissions.

g

Item permission model

Read all SQL endpoint data:

Ll

[J share
Apply Back
2 ..
Select permissions H
NYC_Taxi

People who can view this KQL Database
é @ People in your organization

33 (O People with existing access
8& (O Sspecific people

Additional permissions

Authorized users can view this KOL Database by
default. Select additional permissions.

[ Share
[ Edit

Apply Back

Read data from the SQL
analytics endpoint of the
Lakehouse or Warehouse

Read all Apache Spark: Read
data from Lakehouse or
Warehouse through Onelake
APIs and Spark. Read data
from Lakehouse through
Lakehouse Explorer.

Build: Build new content on
the semantic model.

Edit: Shared recipient can edit
the item or its content.

Share: Shared recipient can
share the item and grant up
to the permissions that they
have.

Run: Run or cancel execution
of the item.

34



How do | find out who has access to an item?

(] Name
@] Dev_Lakehouse
L &3 Dev_Lakehouse
EJ Dev_Lakehouse
@] Dev_Warehouse

I— & Dev_Warehouse

GG

B e

=
=
=

Open

Open with >
Share

Explore this data (preview)
Analyze in Excel

New report

Create paginated report (previ...
Favorite

Rename

Delete

Move to

Vi & 8 » &

Manage permissions

53

m % & & &

Copy SQL connection string
Settings

Query activity

View workspace lineage
View item lineage

View details

‘Warehouse

Semantic model (default)

Chod
Se

Task

« Admins or Members of a workspace can manage
permissions

35

* For members of the workspace with the Viewer role or

shared recipients, item permissions Read, ReadData

and ReadAll can be provided

&) Dev_Warehouse

+ Add user

Direct access

People and groups with access
@ Marsiol steinau

@ saran Kerrigan

© cancart

0 oo

©Q ~ragom

O coladricl

[- 2

Email Address

marisol.steinau@steinautech.com

sarah.kerrigan@steinautech.com

Gandalf@steinautech.com

Legolas@steinautech.com

Aragom@steinautech.com

Galadriel@steinautech.com

Frodo@steinautech.com

Role

Workspace Admin

Workspace Admin

Workspace Admin

Workspace Member

Workspace Contributor

Workspace Viewer

Il

Permissions

Read, Write, Reshare, ReadData, ReadAll, Audit, Monitor, Restore

Read, Write, Reshare, ReadData, ReadAll, Audit, Monitor, Restore

Read, Write, Reshare, ReadData, ReadAll, Audit, Monitor, Restore

Read, Write, Reshare, ReadData, ReadAll, Manitor

Read, Write, ReadData, ReadAll, Monitor

Read, ReadData

Read, ReadData, ReadAll

Remove ReadData

Remove ReadAll

Remove access
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How do | find out who has access to an item?

az rest
GET *

https://api.fabric.microsoft.com/vl/admin/workspaces/eef@ef80-d2cd-Uf16-81de-393e15831352/items/75f9a53a-83c3-U2f2-b653-cc2ed6d5d8a®/users *
https://api.fabric.microsoft.com > accessDetails.json




"accessDetails": [ "accessDetails": [

"itemAccessDetails™: { "itemAccessDetails": {
"additionalPermissions": null, ha "additionalPermissions”: null,
"permissions": [ "permissions™: [

"Read"”, "Read"
"Write" -
1, "type": null
"type": null }s
}s "principal™: {

"displayName": "Galadriel",
"id": "bd821275-8fec-4€6f-b42f-843bb58c920b",
"type": "User",
"userDetails": {
"userPrincipalName": "Galadriel@steinautech.com"

"principal”: {
"displayName": "Aragorn",
"id": "227ed3ed-48ab-401f-9f3d-e668e670d996",
"type": "User",
"userDetails": {
"userPrincipalName"”: "Aragorn@steinautech.com”

}

"itemAccessDetails": {
"additionalPermissions": null,

"itemAccessDetails™: { "permissions”: [

"additionalPermissions": null,

. . " ”Read",
pﬁrmljﬁlons : [ "Write",
] Rea “ReShare"
’ . 1,
type”: null "type"”: null
}J },

"principal”: {
"displayName": "Frodo",
"id": "4c@ebfca-01e4-4e206-86bc-3e93669b1311",
"type": "User",
"userDetails": {
"userPrincipalName": "Frodo@steinautech.com"

"principal™: {
"displayName": "Legolas"”,
"id": "970568e2-8228-4d23-a928-f23cc2¢c55d4d",
"type": "User",
"userDetails": {
"userPrincipalName": "Legolas@steinautech.com"

}




How do | verify the table access level in the
Warehouse or SQL analytics endpoint of the
Lakehouse?

SELECT

princ.name AS UserName,

princ.type desc,

perm.permission_name, = |

perm.state desc™AS PermissionState,

perm.class_desc,

obj.name AS ObjectName
FROM L
JOINsys.database_per‘mlssmns perm

sys.database principals princ ON .
EEE?. 8§ntee_pr1nc1pal_1d = princ.principal id
WHEREys.objects obj ON perm.major_id = obj.object id

princ.name = 'Galadriel@steinautech.com’;
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ltem — Level Access
Things to consider

.
' tess makes ?‘nse INn scenarios: wh \Ji {oF
it anything but just read data. For ex

verlfy humbers with T-SQL but doe “‘ ot need dv lbp

' S L]

3



Object — Level Access

» Also known as engine level access

* Only possible in the Warehouse or SQL analytics endpoint of the Lakehouse

Admin

Grant people access X
pevtakehouse Shared recipient

People you share this Lakehouse with can
open it and its SQL endpoint and read the
default dataset. To allow them to read directly
in the Lakehouse, grant additional
permissions.

© cimi

Additional permissions

[J Read all SQL endpoint data ()
["] Read all Apache Spark (O

Build reports on the default semantic
U
model

Notification Options

Naotify recipients by email

Add a message (optional)

n Depending on which additional permissions
you select, recipients will have different access
to the SQL endpoint, default dataset, and data
in the lakehouse. For details, view lakehouse
permissions documentation

/ Option 1

* Share permission on the item level without selecting any
additional permissions!

* The shared recipient can't see any data

» Access to objects within the Warehouse or SQL analytics
endpoint of Lakehouse can be provided using T-SQL
GRANT statement

o

)

40



Object — Level Access

» Also known as engine level access

* Only possible in the Warehouse or SQL analytics endpoint of the Lakehouse

Admin

o

=

Workspace Dev_Storage

Dev_Warehouse Dev_Lakehouse

-

*

Dev_Lakehouse

a

SQL analytics endpoint

View

»

er

41

Has access

No access

/ Option 2

* The Viewer can see everything

SQL DENY statement

» Access to the whole workspace with Viewer role

» Denial of access to objects within the Warehouse or SQL
analytics endpoint of Lakehouse can be provided using T-

N

/




Object — Level Access

Object-Level-Security (OLS): is a security mechanism that controls access to specific
database objects, such as tables, views, or procedures, based on user privileges or
roles. It ensures that users or roles can only interact with and manipulate the objects
they have been granted permission for, protecting the integrity and confidentiality of
the database schema and its associated resources.

GRANT SELECT ON dbo.bronze characterinfo TO [Gimli@steinautech.com]

S
st

@ Dev_Lakehouse \d

SQL analytics endpoint

Shared recipient

Explorer « i bronze_characte... X (@]
+ Warehouses Q' pata preview - bronze_characterinfo Showing 1000 rows  Search
-~
v Dev_Lakehouse B aec CharacterName 8¢ Gender 48c Partner 123 Wealth
v B3 schemas 1 Frodo Baggins Male NULL 500
2 Eowyn Female Faramir 1 1200
> & bronze
3 Faramir Male Eowyn 1300
~ & dbo 4 Arwen Und Female Aragorn 1500
B Tables 5 Celeborn Male Galadriel 4500
6 Samwise Gamgee Male Rosie Cotton 300
> 3 bronze_characterinfo 7 Legolas Male NULL 800
> B Views 8 Gimli Male NULL 1000
9 Aragorn Male Arwen Undémiel 2000
> BJ Functions
10 Galadriel Fernale Celeborn 5000
> B3 stored Procedures
> &b INFORMATION_SCHEMA
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How do | verify the OLS in the Warehouse or
SQL analytics endpoint of the Lakehouse?

SELECT.
princ.name AS UserName,
princ.type desc,
perm.permission_name, = |
perm.state desc”AS PermissionState,
perm.class _desc,
obj.name AS ObjectName
FROM o
JOINsys.database_per‘m1551ons perm
sys.database principals princ ON .
EEF¢‘ S%Htee_prlnc1pal_1d = princ.principal id
|MHEREys.objec’cs obj ON perm.major_id = obj.object id
princ.name = 'Gimli@steinautech.com’;
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Object — Level Access

Column-Level-Security (CLS): is a database security measure that limits access to
specific columns or fields within a database table, allowing users to see and interact
with only the authorized columns while concealing sensitive or restricted information.
It offers fine-grained control over data access, safeguarding confidential data within a

database.

GRANT SELECT ON dbo.bronze characterinfo(CharacterName, Gender)
TO [Gimli@steinautech.com]

LQ SQL analytics endpoint

Dev_Lakehouse

Explorer
+ Warehouses
v Dev_Lakehouse
« B Schen bronze
> &b bronze
v & dbo
v B3 Tables
~ [ bronze_characteri
48c CharacterN...
a8c Gender
8¢ Partner
123 Wealth

> B Views

> B3 Functions

&

Q

& saL query 4 X

D Run E’zj Save as view

Select CharacterName, Gender from bronze_characterinfo

Celeborn
Samwise Gamgee
Legolas

Gimli

a 1l
2
Messages  Results [l Open in Excel B8 Explore this data (preview)
[isi] 48 CharacterName
1 Frodo Baggins
- 2 Eowyn
3 Faramir
4 Arwen Undomiel
5
6
7
8
9

Aragorn
10 Galadriel

48C Gender
Male
Female
Male
Female
Male

Male

Male

Male

Male

Female

S
st

@

Shared rec

pient

Columns for which shared recipient
has GRANT permission have to be
explicitly selected in the query by
shared recipient

Otherwise message explaining
permission denials



How do | verify the CLS in the Warehouse or
SQL analytics endpoint of the Lakehouse for
my own user?

SELECT *

FROM sys.fn_my permissions('dbo.bronze characterinfo', 'Object')




Object — Level Access

Row-Level-Security (RLS): is a database security feature that restricts access to
individual rows or records within a database table based on specific criteria, such as user

roles or attributes. It ensures that users can only view or manipulate data that is explicitly
authorized for their access, enhancing data privacy and control.

CREATE SCHEMA Security;

CREATE FUNCTION
Security.tvf_charactersecurity(@CharacterName AS
nvarchar(100))

RETURNS TABLE
WITH SCHEMABINDING
AS

RETURN

SELECT 1 AS tvf_securitypredicate result

WHERE USER_NAME() != 'Gimli@steinautech.com' OR
@CharacterName != 'Galadriel';

CREATE SECURITY POLICY CharacterSecurityPolicy
ADD FILTER PREDICATE
Security.tvf_charactersecurity(CharacterName)
ON dbo.bronze characterinfo

WITH (STATE = ON);

46
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L]

SQL analytics endpoint

Dev_Lakehouse

|
| G |

Shared recipier

—+

Explorer

+ Warehouses

~ Dev_Lakehouse
v B3 schemas
> &b bronze
v & dbo
v BD Tables
~ B bronze_characteri
8¢ CharacterN...
a8c Gender
8¢ Partner

123 Wealth

> B3 views

« & saL query 4 X

Q > Run E:-‘ Save as view

1
y &
2

1
2
3]
4
5
6
7
8
9

Messages  Results

Select CharacterName, Gender from bronze_characterinfo

§H Open in Excel B8 Explore this data (preview)

ABC CharacterName

Celeborn

4BC Gender
Male
Female
Male
Female
Male

Male

Male

Male

Male




How do | verify RLS in the Warehouse or
SQL analytics endpoint of the Lakehouse?

SELECT

name AS PolicyName,
object id AS PolicylID,
is enabled AS IsEnabled
FROM

sys.security policies
WHERE

name = 'CharacterSecurityPolicy’';
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Object — Level Access

Dynamic data masking (DDM): helps prevent unauthorized viewing of sensitive data by
enabling administrators to specify how much sensitive data to reveal, with minimal effect
on the application layer. Dynamic data masking can be configured on designated

database fields to hide sensitive data in the result sets of queries.

ALTER TABLE dbo.bronze_characterinfo

ALTER COLUMN Partner ADD MASKED WITH (FUNCTION = ‘default()"); {‘;ﬁ

ﬁ Dev_Lakehouse [
L

SQL analytics endpoint

Shared

Explorer € B saLquery 4 X

+ Warshouses Q | DR B saveasview
elect

v B3 Tabl -
e Messages  Results Open in Excel B8 Explore this data (preview) v ] Copy Search

ccccccccc

mmmmmmmmmmm
W Weath W 5 Cokbom

> B Views 6 Samwise Gamgee

> B3 Functions

> B3 stored Procedures

> & INFORMATION_SCHEMA
> B anerdinsinhts

G |

recipient e

Users without the Administrator, Member, or
Contributor rights on the workspace, and without
elevated permissions on the SQL analytics
endpoint or Warehouse, will see masked data
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How do | verify dynamic data masking in
the Warehouse or SQL analytics endpoint of
the Lakehouse?

SELECT
t.name AS TableName,
c.name AS ColumnName,
m.masking function
FROM sys.masked columns m
JOIN sys.columns ¢ ON m.column_id = c.column_id
AND m.object id = c.object id
JOIN sys.tables t ON m.object id = t.object id

WHERE t.name = 'bronze characterinfo’;
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Onelake RBAC

» Role-Based-Access-Control can be applied to individuals or security groups
* Applies to Lakehouse Items only (Lakehouse UX, notebooks, OneLake APIs)
« Does not apply to workspace Admins, Members or Contributors

« Applies only to Viewers or shared recipients without any further permissions

Workspace-Level Access

Item-Level Access

Has access

No access

Workspace Dev_Storage

Workspace Dev_Storage

0 . 0

Dev_Warehouse Dev_Lakehouse Dev_Warehouse

Dev_Lakehouse
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Onelake RBAC

Dev_Lakehouse L.m_J

PN
Admin Edit BattlesReader (preview) Edit BattlesReader (preview)
| Dev_Lakehouse #& Dev_Lakehouse
Grant this role Read permissions to the selected data. Learn more [@ Assign users to this role. Learn more [

"_’ Add users

Assign role _ - oo o

p— - Onelake data access
Batesheader B o roles to grant access to

Included folders Add users based on Lakehouse permissions on |y S peC | fl C fO I d ers in
O All folders Use the dropdown to select a Lakehouse permission. Adding users from Lakehouse permissions will a La ke h O u Se

add all users who have that permission assigned to them.

*  Admins, Members and
Contributors can create

@ Selected folders Users with Read 10 users

) £ TabesFolder *Access can be granted
T 2 o to single folders or all
i@ lord_of_the_rings_battles g et fOlderS

Assigned users

) £ lord_of_the_rings_rings

 The role can also be

. Q, Search
v \Files Folder .
- assigned to users
Name Permissions Assigned b . . .
P S based on their existing
Gandal Lakehouse permissions . .
ReadAll, Beshare P perm I SSIO nS

° Aragorn ? Read, Writed, Lakehouse permissions

ReadAll, Execute

Y . . > Read, Write &, )
i Sebastian Steinau Lakehouse permissions
ReadAll, Reshare

o Gollum Read, ViewOutput Lakehouse permissions

Back Cancel Back Cancel




Onelake RBAC

Dev_Lakehouse
[
Dev_Lakehouse v Q_ Search (
@ Home
Home
&) £ New semantic model [F} Open notebook
Create o Some features are not available because of your permissions to the item or your role in the worl
B Explorer .
Browse P <€ lord_of the rings_battles
@ Q_ Search tables =
Onelake v Dev_Lakehouse
® v £ Tables
Monit ann .
et > 3 lord_of_the_rings_battles
& @ £ Files
Real-Time
o
Workloads
-
Workspaces
OOD
SCe
Dev_Storage
e
Dev_Lakeho
use

The Viewer can now see the tables folder in the
Lakehouse for which the role assigned to him

grants access

The Viewer can also see all underlying files

Since Workspace Admin, Member and
Contributor Roles automatically grant

Write permissions to Onelake, it overrides

any OnelLake RBAC Read permissions!

~

/
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Onelake RBAC

« Option 1: Viewer has access to all items in the Workspace, cannot read
Lakehouse and is granted access to specific Lakehouse folders through RBAC.
However, Viewer can access data through SQL analytics endpoint!

 Option 2: Shared recipient has no access to the Workspace where Lakehouse is e
located. Access to specific folder in Lakehouse is granted through RBAC when
no further permissions have been assigned

No access

Workspace-Level Access Item-Level Access

Workspace Dev_Storage Workspace Dev_Storage

Dev_Warehouse Dev_Lakehouse Dev_ Warehouse Dev_Lakehouse

0 . 0
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Onelake RBA

Read all Apache Spark
p p

Grant people access X

Dev_Lakehouse

People you share this Lakehouse with can
open it and its SQL endpoint and read the
default dataset. To allow them to read directly
in the Lakehouse, grant additional
permissions.

° Frodo *

Additional permissions

Shared recipient

[] Read all SQL endpoint data (D)

Build reports on the default semantic
]
model C

Notification Options

Notify recipients by email

Add a message (optional)

o Depending on which additional permissions
you select, recipients will have different access
to the SQL endpoint, default dataset, and data
in the lakehouse. For details, view lakehouse
permissions documentation.

a For item-level-access when shared recipient has ReadAll
] permission, RBAC can be used to restrict the access

Admin

Without

« Can read ALL underlying files through Spark

RBAC |

Shared recipient

With

RBAC
‘ « Can read only underlying files for which RBAC applies
through Spark



How do I find

55

out who has an RBAC role?

Assign BattlesReader (preview) x
| Dev_Lakehouse

Assign users to this role. Learn more [4
Add users

Add people or groups

Enter a name or email address

Add users based on Lakehouse permissions

Use the dropdown to select a Lakehouse permission. Adding users from Lakehouse permissions will
add all users who have that permission assigned to them.

Select permissions v

View and edit users

Assigned users

Q, Search
[]  Name Permissions Assigned by
] o Gollum Read, ViewQutput Direct assignment

Back Cancel




Take aways for designing proper access control

. .. Yes
Pl’lnCIp|e of least pr|V|Iege Is item-level access enough? —— Use that!
No
Is viewer enough? Yes, Use that!
No
Is contributor enough? _Yes, Use that!
No
Y
Is member enough? —.  Use that!
No
Is admin enough? ", Use that!
No

You can’t have my job, | like it.
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Take aways for designing proper access control

Minimize effort*

Viewer

Contributor

Member

Admin

Security Groups

-

g 8 8 8 8

B e i

<

B

oo

WA WA WA

Io

i
1y

D,

=i
&
N

%

= b

N

*This slide minimized effort and looks that way



Take aways for designing proper access control

A role is not always what it seems ﬁ

Admin

AVA

iy

DENY <sqgl cmmd>

4ll»

Member

:

5

Contributor

GRANT <sgl cmd>

P

2

K8

Viewer
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TFhank you for your attention.
Any questions?

Feedback Is
kindly -~
appreciated
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