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Networking 101



Networking 101 (traditional)

Physical hardware Manual config. Physical topology Scaling






Networking 101 (Azure = SW Defined)

Abstracted Centralized & Dynamic Security

Global reach

hardware programmable scaling baked-in
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Networking in Azure
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Networking in Azure
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Azure subnets
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VNet peerin
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VNet peering

VNets are non-transitive
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Hub and Spoke topology
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Azure Firewall

Route table (UDR) ‘& a

10.2.0.132

Route table for every spoke

to-hub 0.0.0.0/0 Virtual appliance 10.2.0.132

Route table for virtual network gateway

to-spoke-1  10.3.0.0/22 Virtual appliance  10.2.0.132

to-spoke-2  10.4.0.0/22 Virtual appliance  10.2.0.132




Network Security Group (NSG) %




Securing network t
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Connecting to Azure SQL DB




Service endpoint (SQLDB) E
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VNet local
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Private endpoint




Private endpoint
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Securing network t
for Databricks




High-level architecture
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High-level architecture
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Private Link - prerequisites




Private link
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Serverless compute




Securing network
for Microsoft Fabric
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Inbound traffic
Microsoft Fabric
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! Inbound traffic protection




Fabric Admin portal settings

Fabric Q search

@
Admin portal

2

Workspaces . .
Tenant settings Advanced networking

Users ' )
Copilot D Tenant-level Private Link

Premium Per User Enabled for the entire organization

® Audit logs

Onelake Block Public Internet Access
catalog Domains

Disabled for the entire organization

@ Workloads

Monitor

Configure workspace-level inbound network rules

Tags Enabled for the entire organization
$ Capacity settings
Real-Time Configure workspace-level outbound network rules
Refresh summary Enabled for the entire organization

),
o3 Embed Codes

Workloads Configure workspace IP firewall rules (preview)

Organizational visuals Enabled for the entire organization




Option 1 Option 2
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ace level

AA Azure 3 Fabric Tenant

Private Link Service for Workspace 1
Workspace 1 Restrict Inbound Public Access

VnetB ¢ % 2
P Private Endpoint Private Link Service for 1 Workspace 2

Workspace 2 Restrict Inbound Public Access

Private Endpoint

Privats Endnoind Private Link Service for > L
Workspace 3 Allow All Networks

Workspace 4

Allow All Networks

Denied~

Denied @
Public Access

- -V
%

Allowed

Allowed



Outbound traffic f
Microsoft Fabric
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!Outbound traffic protection




On-premises Data Gateway
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Managed Private endpoint
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Private Link Service

Private Endpoint

Inbound Data Processed

Outbound Data Processed

No charge for private link service

$0.01 per hour

0-1PB - $0.01 per GB
1-5PB - $0.006 per GB
5+ PB - $0.004 per GB

0-1PB - $0.01 per GB
1-5PB - $0.006 per GB
5+ PB - $0.004 per GB

$ 7.30 monthly
€ 6.28

1TB S 10.24
1PB$ 10485.76

1TB € 8.81
1PB€ 9021.12



Demo code repository

https://github.com/RuneORakeie/secure-data-with-private-networking



Resources

Scenarios with private endpoints to Azure SQL Managed
Instance (microsoft.com) (Zoran Rilak)

Zero Trust Model - Modern Security Architecture

Microsoft Fabric supported scenarios (Tenant inbound)
Microsoft Fabric supported scenarios (Workspace inbound)
Microsoft Fabric supported scenarios (Private endpoints)
Microsoft Fabric supported scenarios (Workspace outbound)
Azure Private Link pricing



https://techcommunity.microsoft.com/t5/azure-sql-blog/scenarios-with-private-endpoints-to-azure-sql-managed-instance/ba-p/3902001
https://techcommunity.microsoft.com/t5/azure-sql-blog/scenarios-with-private-endpoints-to-azure-sql-managed-instance/ba-p/3902001
https://www.microsoft.com/en/security/business/zero-trust
https://www.microsoft.com/en/security/business/zero-trust
https://www.microsoft.com/en/security/business/zero-trust
https://www.microsoft.com/en/security/business/zero-trust
https://learn.microsoft.com/en-us/fabric/security/security-private-links-overview
https://learn.microsoft.com/en-us/fabric/security/security-private-links-overview
https://learn.microsoft.com/en-us/fabric/security/security-workspace-level-private-links-support
https://learn.microsoft.com/en-us/fabric/security/security-workspace-level-private-links-support
https://learn.microsoft.com/en-us/fabric/security/security-workspace-level-private-links-support
https://learn.microsoft.com/en-us/fabric/security/security-managed-private-endpoints-overview
https://learn.microsoft.com/en-us/fabric/security/workspace-outbound-access-protection-overview
https://azure.microsoft.com/en-us/pricing/details/private-link/
https://azure.microsoft.com/en-us/pricing/details/private-link/
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