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Hallucinating
High Availability
Where AI-driven remediation breaks down

payment-gateway

user-auth

timeout, 1000 ms



Before we begin

The demo and code shown today 
are my own work.
They do not represent my employer’s technical stack.



The promise: faster triage, fewer late-night pages

A highly confident 
suggestion can still be 
catastrophically wrong.



The next 20 minutes

The replay
A rolling update that looks healthy, and the fix an assistant suggests

Where it breaks
The same agent, with different documentation and different tools

The blueprint
Evidence validation, deterministic guardrails and rollback criteria



One bad release, three services
payment-gateway

1000 ms
New v2 client timeout

user-auth

1500 ms
Its normal response time

auth-db

Healthy
Separate Postgres deployment

How we made it behave like production

Real database
SQL through a 5-connection pool, deployed 
apart from releases

Real cancellation
When the gateway hangs up, the healthy 
service aborts too

GitOps only
Argo CD self-heals, so every lasting change 
is a pull request

Shared release train
Two services in one commit, and one carries 
a security fix

Tail-sampled traces
30 s until a trace appears, with all errors and 
10% of healthy kept

SLO alerts
Burn-rate rules in Prometheus, routed 
through Alertmanager



The cluster says healthy. Users say otherwise.

Pods Running, Ready

Restarts 0

Readiness Passing

Argo CD Synced, Healthy

100%
of payment requests return 503
The probe checks a health endpoint that never calls 
the dependency.



Every log line is true. None says who’s at fault.

payment-gateway

ERROR calling user-auth: Client.Timeout exceeded while awaiting headers

user-auth

WARN auth: request aborted after 1100ms during verify-token-db: context canceled

The gateway gave up. Cancellation propagates, so the healthy dependency also looks like 
it failed.



A typical assistant blames the victim
“the user-auth v2 rollout added 
about 1.2s of database 
connection pool wait”

kubectl rollout undo deployment/user-auth

4 of 5 runs with no documentation

It changes the wrong service
The gateway still gives up after one second.

It won’t stick
Argo CD self-heals and reverts direct changes.

It can remove a security fix
In today’s app, that release carries one.













What we learned
In this demo What we took from it

Pods stayed Ready while 100% of requests failed Cluster health doesn’t measure user impact

One trace: the gateway timed out at 1000 ms, and user-auth 
was cancelled 104 ms later

The order of failure settles blame

Only one run looked up the normal 1.5 s latency A baseline only helps if something asks for it

Failed traces took 30 s to appear An empty result is unknown, not healthy

A 3-line rollback fixed the gateway and kept the security fix Change the smallest unit at fault

Two gate runs gave 1 PR and a comment. A log-injection probe 
changed nothing.

Deterministic checks hold when models don’t



The agent proposes.
Deterministic checks decide.

Probabilistic

Alert
User impact

Agent
Read-only

Deterministic

Evidence
Step 1

Criteria
Step 2

Gate
Step 3

Delivery

Your change 
path

Reviewed

The model writes a hypothesis. Nothing it writes is executed.



Step 1

Validate the evidence

Who failed first? Establish the order of failure across every service boundary.

Is this abnormal? Compare with that component’s own history, not an assumption.

What changed? Line up the onset with deployments, config, schema and infrastructure.

What would disprove it? Each hypothesis names the observation that rules it out, then checks.

No matching evidence means no action. Missing data is “unknown”, not “healthy”.



Step 2

Act only when all four are true

Users are affected Your SLO is breached by your own agreed threshold

The cause is proven The evidence meets that failure’s written definition

The action fits the cause It reverses the change that lines up with the onset

The blast radius is 
bounded

Use the smallest reversible unit, never a bundle of changes

Afterward, confirm the signal recovers. If it doesn’t, stop and escalate.



Step 3

Put a deterministic gate in the path

refuse unless:

action is on the allowlist

target exists in known state

change touches only expected fields

if already proposed: add evidence, no 
duplicate

Read-only agents
Investigation needs no write access.

Typed inputs only
The gate never parses model prose.

Your normal change path
Same review and audit as a person.



Next steps ...

01 Keep agents read-only Let them propose, and never execute their text.

02 Write the procedure For your top failures, name the evidence that separates them.

03 Audit your docs Outdated or missing facts decide what the agent concludes.

04 Trace the agent And redact those traces, because they contain your logs.

05 Replay real incidents Score the agent against the known cause before you trust it.



Let the agent be 
wrong safely.

More telemetry didn’t give a better answer. A procedure changed which telemetry it 
used. Deterministic checks keep the wrong answers out of production.
Examples from small numbers of runs, not rates.


