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Agenda

What is Data Governance?

How is Data Governance percieved in a self-service scenario?

How can we solve the conflicts?

How can the existing functionality help with this?

Micrsoft Fabric



What is the objective of Data Governance?
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Data Governance Levels

* The organization (the “where” and “who") e

* Business aspects (the “what")

» Technical aspects (the "how") v

Data Governance




Key sentences of Data Governance

Data is acquired from reliable sources

Predefined data quality standards are meet

t can be used to be further processed

t conforms with well-defined business rules

t is defined and modified by the right person

t follows a well-documented change control process
t is aligned to the organizational strategy

+ + + + + + + +

ts trustworthiness remains intact while data flows through
various transformation cycle



Perception of governance from self-
service

+ Repressive, limiting, blocking
+ Main goal is to prevent data access

+ A lot of overhead



Perception of self-service from
governance

+ Anarchy

+ No control over usage and sharing of data
- Risk of over-sharing

—> Risk of violation of regulatory requirements

+ Managing self-service requires immense effort



Consequences of extremes

+ Self-service w/o Governance

+  High risk for misuse of data and oversharing
—> can lead to insecurity and lack of adoption

+  High level of insecurity about where to find the right data
—> can lead to wrong results or lack of adoption

+  High risk of redundant and conflicting results
- can lead to increased effort and lack of trust in results

+ Data Silos

+ Overpowering Governance

+  High risk for ,shadow it"
- Users will always find a way to get access to data _
—> data will be stored in unmanaged / undetected sources and oversharing cannot be prevented

+  Dissatisfaction with information management
- Users will feel ,untrustworthy” and blocked in their work
- High potential for conflicts between business departments and central IT



Find the right balance

Speed, Freedom,
Creativity, Chaos
Change

Standard, Rules,

Repression

Control, Stability




Where to find the balance in Power BI?

Bottoms up Tops down
Business-led IT- and hybrid-led

Agility of distribution Governable and secure



Self-service vs. Enterprise reporting:
Different, but much in common

Self-service Exploration Enterprise Reporting

Enterprise Bl models

uolneslsiuiwpy
Governance

Dataflows

Gateways and connectors




Objectives of Administration vs. Governance

Focus:

Focus: .
= Securing the system as part of the IT Securing the data as part of the
landscape _ enterprise resources
: . — = Increasing usability and transparency for
= Enforcing policies and restrictions
the users
Roles: Roles:

= System Owner
= System Administrator

= Data Steward
= Data Custodian

uonessiuiupy

Responsibilities:
= Set-up Power Bl tenant
= Configure Power Bl tenant
Monitor performance and health
= Enable business users

Responsibilities:
= Support Information Protection
» Validate and recommend content
= Document and monitor content
= Monitor and control usage

Governance




Governance Roles — Data Steward

+ Identifying and acquiring new data sources

+ Creating and maintaining consistent reference data and master
data definitions

+ Publishing relevant data to appropriate users in an
organization, and monitoring the published data sources for
usage/relevance/quality feedback

+ Creating and managing business metadata for published data
sources to ensure that it is easily discoverable, and meaningful
to information workers

+ Resolving data integrity issues across stakeholders

+ Analyzing data for quality and reconciling data issues

http://office.microsoft.com/en-us/office365-sharepoint-online-enterprise-help/understanding-the-role-of-data-stewards-in-data-management-HA104079191.aspx



Governance Roles — Data Custodian

+ + + + + + +

+

Access to the data is authorized and controlled

Data stewards are identified for each data set

Technical processes sustain data integrity

Processes exist for data quality issue resolution in partnership with Data
Stewards

Technical controls safeguard data

Data added to data sets are consistent with the common data model
Versions of Master Data are maintained along with the history of changes
Change management practices are applied in maintenance of the
database

Data content and changes can be audited

http://en.wikipedia.org/wiki/Data_custodian



Simplify governance and security with Purview

Create a unified analytics and governance solution

Microsoft Microsoft
Fabric Purview

Reshape how you access, manage, and act on data Manage, govern, and monitor your
and insights by connecting every data source and data estate with a governance solution designed
analytics service together in Fabric for Microsoft Fabric

Unified governance Unmatched compliance Data ownership



Microsoft Purview

Secure and govern your data

O O
O*U
Comprehensive data security Modern data governance Risk and compliance posture

Secure data across its Govern data seamlessly to Manage critical risks and
lifecycle, wherever it lives empower your organization regulatory requirements

Data Loss Prevention Data Catalog Compliance Manager
Insider Risk Management Data Estate Insights eDiscovery

Information Protection Data Sharing (Preview) Communication Compliance

Data Policy (Preview) Data Lifecycle Management Records
Business & Data Glossary Management

Data Quality Management
Master Data Management

Unified Platform: Data Map, Data Classification, Data Labels, Audit, & Data Connectors



Govern and security data across your multi-cloud data estate

with Microsoft Purview

Data estate Data loss Information

Data catalo . ) )
& insights prevention protection

Data map

Map of the data assets, their relationships, classification and labels,
business context, etc. across the hybrid data estate.

Data scan and classification

Discover data assets and their lineage. Apply classification and labels.

On-prem and multi-cloud Unstructured and structured data

Microsoft Purview apps

Unified platform

Single
Single
Single
Single
Single
Single
Single
Single

Unified experience

Sign-on

Tenant administration

Navigation model

Onboarding and docs

Platform (map, classification, policy ...)
Security model

Audit model

Operational, analytical, SaaS



Gain full visibility and control with Fabric and Purview

Purview-powered features included in Fabric Microsoft Purview services ideal
for Fabric

xr
. Purview Data Map?

Purview Data Catalog?

Admin portal and monitoring @ Purview Hub in Fabric

D
Capacity metrics Purview Information Protection policies?

Domains and workspaces Purview Data Loss Prevention policies?

Purview Data Estate Insights?

One security Purview Audit?!

Purview Data Sharing?
Endorsements Free Purview Data Map and Catalog

Purview Data Policy?
Data lineage and impact analysis

-

Metadata scanning P’

IMicrosoft 365 E5 Compliance license required o ’Microsoft Purview data governance capacity required




Centrally govern and protect tenant-wide while empowering
business groups to manage their own data

Govern data across Fabric

Admin portal + Capacity One Domains and
monitoring metrics security workspaces
Centrally manage, review and Gain visibility into capacity Use the universal security Group items like lakehouses,
apply tenant and capacity utilization and usage trends model to define security warehouses, and reports into
settings for the entire with daily aggregation so you definitions once and they will workspaces. Group data and

Fabric tenant. can plan and scale your live in OnelLake with the data workspaces together into a
capacity accordingly. and will be enforced uniformly domain to create a federated,
inside and governed

outside of Fabric. data mesh.



Admin portal and monitoring

View usage metrics, users, audit logs, domains,
workspace settings, connections, and much more all
from a single, unified admin portal.

Centrally manage, review and apply tenant and
capacity settings for the entire Fabric tenant.

Uncover insights for effective governance
using the admin monitoring workspace which
containing pre-built reports and datasets.

Monitoring
hub

2

Workspaces

Microsoft Fabric

Admin portal

Usage metrics

Users

Premium Per User

Audit logs

Domains (preview) ED

Tenant settings

Capacity settings
Refresh summary

Embed Codes

Organizational visuals

Azure connections

Workspaces

Custom branding

Protection metrics

Featured content

Information protection

itivity labels for content

With this setting enabled, Microsoft Purview Information Protection sensitivity labels
published to users r organization can be applied. All prerequisite steps must be
completed before enabling this setting.

Note: Sensitivity label settings, such as encryption and content marking for files and
emails, are not applied to content. Leam More

Visit the Microsoft Purview compliance portal to view sensitivity
organization.

abel settings for your

Sensitivity labels and protection are
oint, or PDF files, that are contr
'vint presentation or PDF documents” sef
5 do not support the application of sensitivity

o Enabled

ied to files exported to Excel,

port to Excel" and "Export reports as
All other export and sharing
labels and protection,

@ The setting below determines which users in the organization can apply and
change sensitivity labels. All other users in the organization can only view the
labels.

Apply to:
(®) The entire organization

() specific security groups

| ] Except specific security groups

P Apply sensitivity labels from data sources to their data in Power Bl

Enabled for the entire organization

P Automatically apply sensitivity labels to downstream content



Capacity metrics

Gain visibility into capacity utilization and usage
trends Wlth daily aggregation SO you can plan and O File v I« FExport v & ChatinTeams ©Q Getinsights (@ Subscribe to report =+
Scale your CapaC|ty aCCOI’dIng|y Premium Capacity Usage and Resource Utilization

)

Overview (Preview)  Help

Capacity Name Pick a capacity to review in the Capacity Name picker. All visuals on the page will refresh each time a capacity is picked. Your selection will apply to other pages as well. Learn how to use this page by
clicking the “info’ button.
PBI_PlanningAndAnalytics v

cu Duration Operations Users Linear  Logarithmic

@gackground % @ Interactive % ( Background Preview % @ Interactive Preview % — Autoscale CU % Limit —CU % Limit

By date

See trends of usage across the different
experiences hosted in Fabric and view the duration

@Dataflow @Dataset @ Lakehouse () SynapseNotebook

2
. . =
and type of operations along with user trends to e o
measure adoption. i il
Mar 25 Mar 26 Mar 27 Mar 28 Mar 29 Mar 30
O O
Fri24 Sat 25 Sun 26 Mon 27 Tue 28 Wed 29 Thu 30 Select a field to obtain more details
Dataflow Dataset Lakehouse SynapseNotebook
Items (7 days)
. . . . . Item sU(s) Duration (s)  Users Item Size (GB) Overloaded minutes Performance delta Preview Status
ZOO m d ee pe r I nto t h e d ata Wlt h TI m e p O I nt D rl | | @ Power Bl Lifecycle Dataset \ Dataset \ Power Bl Lifecycle Dataset 12872570.80 144557.26 83 31.69 10.00 33 False
. . © Trident Lifecycle [Beta] \ Dataset \ IP Analytics 7617686.21 220349.53 63 1.23 0.50 False
Wh ICh Iets you explore usage data Wlth the fu' | Dataset Scheduled Refresh 5525550.61 i 1194984:83 2 False
Data Loss Prevention Scan 143872837 ' 226.37 1 False

fidelity used by the SaaS capacity platform.



One security (roadmap)

One Security, a shared universal security model
defined in Onelake, secures your data without

copying it to another location. Data Data Data Data Real-time

. . . ] . Power BI
warehousing factory integration science analytics

Analysis

CO m p U te services

More granular security can be defined
once in Onelake. This includes column level

Security’ o |eve| Security’ data maSking’ - - -
. Service Business
Finance ustomer 360
telemetry KPls
Onelake

Warehouse Lakehouse Lakehouse Warehouse

Workspace A Workspace B

Security definitions will flow across all One Security
shortcuts and will be enforced in all engines
including non-Fabric engines.




Domains

Create a federated data mesh by grouping together

data relevant tO d part|CU|ar area or fleld (eg, Microsoft Fabric Q search L—'o oy
department) in a domain. Q
o Admin portal
©]
o Tenant settings (D) Domains > Engineering
B Usage metrics
Browse Users Details Delegated Settings
. . . . . nge Premium Per User > Name and description
Find relevant data faster by filtering and finding Auditlogs
content by domain. B Domains (preview) (D) > Domain image
R Capacity settings
Q Refresh summary ¥ Domain admins
e Embed Codes Assign admins to Engineering. Admins can change domain settings and add or remove workspaces.
() .
wm;):a(es Organizational visuals e EdogAdmin@TridentEdog.ccsctp.net @ Admin Edog
Azure connections
j Workspaces
Assign domain roles and admins and delegate some Custom branding
governance control to the domain-level, enabling proteeton et o
. . . . Featured content ¥ Domain contributors
each business unit to define its own rules and Microsoft Purview setiing Tumned on for the entire organization
| Set who can add or remove workspaces from Engineering.

Power Bl

restrictions according to its specific business needs.




Workspaces

Collaborate with colleagues to create collections of
items such as lakehouses, warehouses, and reports . BB Microsoft | Data Factory Sample-workspaced @

Ina Workspace' Ei % Sample-workspacel @
@ + New - T Upload ~ %2 Create deployment pipeline Q, Filter by keyword = Filter ~ = o
. . . . . E]
ASSOC|ate Workspaces W|th a doma|n N the adm'n Browse 0O Name Type Owner Refreshed Next refresh Enc
pO rtal and tO adopt that domain's gOVG rnance 32}:; [ Saleslakehouse Dataset (default) Sample-workspacel 412423, 4:40:51 PM N/A —
pO“CieS. @ ) SaleslLakehouse SQL endpoint Sample-workspace1 — NFA =
.' e A SampleExperiment Experiment Yichao Wu = = =
Dy
Workspaces (' SampleKQLQueryset KQL Queryset Yichao Wu — — —
Create a new, custom default Spark pool for the 8 S — o e v ~ ~ ~
workspace (if granted permissions by the capacity e ;. .
(= ampleLakehouse akehouse Yichao Wu — = —
admin).
& SampleModel Model Yichao Wu — — —
EE SampleNotebook Motebook Yichao Wu — — —
= SamplePipeline Data pipeline Yichao Wu = = =

Workspace admins have the flexibility to set default
settings for their users.




Give your data professionals the tools they need to maintain a
single source of truth for your data

Govern data across Fabric

150N ™y copy
= :
..... = “workspaces": [
= ] "id": "d587422c-Bd6d-4361-acTa-30874aBcd@al",
2 / @ Jamers 22 dhrel
p— ::'::E:E::f:a:cd{apacity": false,
E m“ VVVVVV "id":""cﬁda?2d1 .cdlﬂ 4hE@-8329- lﬁf4h934283b",
Endorsements Data lineage and impact analysis Metadata scanning
Endorse high-quality content See lineage view of analytical projects Extract information such as
in Fabric to create curated to see how data item name, owner, sensitivity label,
sources of truth and increase flows through items and and endorsement status for all items
discoverability and reuse perform impact analysis to across Fabric

assess impact of changes



Endorsements

Data owners can endorse valuable, high-quality
content in Fabric to create curated sources of truth, e e e st et i 2 4 00 © % 0§
increase their discoverability, and encourage reuse.

Data hub

,
- Discover, manage, and use data from across your org. Leam more about Data hub (7
im]
Recommended ¢

&

Elenalake OmerLakehouse ¥ TestKustoDB & MaximLH1 KustoDBTest & DB Kusto &

e N e N - ~N
O 1) L ed ) ed ) ]

Authorized users can certify data that meets

the organization's quality standards and anyone can
promote data they find valuable and recommend for
@ Al @ Mydata Q) Endorsed in your org = Filter ~
Others to use. T Locati Refreshed Next refresh End it Sensitivit:
@ Kusto Database Compact view Confidential\Any User ¢
Endorsed items get higher visibility in Fabric data

discovery experiences.

B Qoo @@ O TMOF dCDdl ™ wpPE m m e oo RO OEM




Data Lineage and impact analysis

See lineage view of complex analytical projects to
understand how the data flows through all Fabric . @8 L 7 0@
items, including lakehouses, data warehouses, e e

Impacted by this Lakehouse X

+ New -~ T Upload v @ Create deployment pipeline B Updateapp &% Manage access ( Demolake
pipelines, datasets and reports. 5 e ‘
© =
o S 9 =3
@ﬂ)g G e ¢ 7 F— mpacted child items @ Workspaces
é( — ﬂ V 7 V i °)‘ Browse by item type =9
8 g Semebene & O > 2 Data ipsline 2
Troubleshoot data refresh issues while S
tracing the data back from the destination =
to the source and monitor refresh status.

Perform impact analysis to assess impact for
upcoming changes.




Metadata scanning via API

Fabric’s Scanner APIs enables effective scanning of
Fabric’s tenant metadata and lineage, including
item’s name, owner, sensitivity label, endorsement,
data source, etc.

Robust enterprise capabilities like authentication
with service principal and incremental scans.

Supports 15t and 3™ party catalog tool integration.

Sample
e

alalls Ce

JS0OM

{

{

Response

"workspaces": [

"id": "d5@7422c-Bdod-4361l-acTVa=-30@74aBcddal",
“name'": "V2 shared",
"type": "Workspace",

"state'": "Active",
"is0nbedicatedCapacity": false,
“reports":

{

"id": "cGd@72dl-ed2@-4b6@-8329-16c4b9342830",
"name": "CompositeModelParams=RLS",

"datasetId": "132593cd-bfEBd-4548-Bf25-1ebblGalblic™,
"createdDateTime™: "2020-D6-16T@8:22:49.14",
"modifiedDateTime": "“2828-B6-16T@E:22:49.14",
"modifiedBy": "john@contoso.com”,

"reportType: "“PaginatedReport",
"endorsementDetails™: {

"endorsement": "“Certified",

Iy Copy




Use Purview-powered security and compliance features to
protect your data in OnelLake

Secure and protect data across your organization

888 8 8 88 8F 0

e B u
Information Protection™ Data Loss Prevention® Audit*
Label Fabric items with organization’s Automatically detect Log user activities from
sensitivity labels the upload of sensitive data Microsoft Fabric to support

forensic investigations

*Microsoft 365 E5 Compliance license required o



Microsoft Purview Information Protection for Fabric

Customer Data 34 | @ Confidential\Microsoft Extended v

Label Fabric items with organization’s

m Name ( Lakehouse
Home
e e e . . Customer Data 34 book -
sensitivity labels, used in Microsoft 365 apps. o peset B o oo
Create Location 356t for reporting were created and will be updated with any tables added to the lakehouse. X
&) My workspace
Browse Sensitivity ©
® G Confidential\Microsoft Extended v
Onelake
. Non-Business
@ @ Public
\\\\\\\\\\\ . General
g v Confidential >
Workspaces
14 M Highly Confidential > €& Microsoft FTE
Sensitivity labels follow the data @ ' Get data in your lakehouse
5 @  Learn more @ Microsoft Extended
. . workspace )
automatically as it flows from data lake to ® oy i o Prtcion

business users within Fabric and to Office. & = B =

New Dataflow Gen2 New data pipeline Open notebook New shortcut

*Microsoft 365 E5 Compliance license or similar required ;;



Microsoft Purview Data Loss Prevention policies

Automatically detection of upload of
sensitive data, supporting trigger alerts for
admins and custom policy tip to

data owners.

Data owners can provide feedback using
report a false positive action.

i Microsoft Purview

Data loss prevention > Edit policy

Choose locations to apply the policy

We'll apply the policy to data that's stared in the locations you choose.

(© Protecting sensitive info in on-premises repositories (SharePaint sites and file shares) is now in preview. Note that there are prerequisite steps needed to support this new
capability. Learn more about the prerequisites

Status Location Included Excluded
Policy mode
@ o B Exchange email Al None
h tribution group Exclude distrib
Finist up
@ o ®  SharePoint sites Al
Choo sites
@ o & OneDrive accounts Al
Choose account or distribution group count
ngro
@ o  Teams chat and channel messages Al None
Cho unt or distribution group Exclude
tribution g
@ o = Devices Al None
Choose user or group Exclude
group
@ o & Mierosoft Defender for Cloud Apps Al None
hoose instan Ex t
@ o B On-premises re positories Al None
Choose repasitories Exclude repositories

@ o

*Microsoft 365 E5 Compliance license or similar required ‘;



Microsoft Purview Audit

Support forensic investigations,

preserve audit logs to meet regulatory
requirements and gain high-bandwidth access
to data.

Microsoft Fabric user activities are logged and
available in the Microsoft Purview audit log.

Use the Fabric admin monitoring workspace to
explore audit logs in Purview.

Microsoft Purview

@ Home

% Compliance Manager
<2 Data dlassification

ZJ Data connectors

A Alerts

b Reports

= Policies

€, Roles & Scopes

ﬁ Trials

Solutions

E Catalog

B Audit

£ Content search

I3 Communication compliance
[A Dataloss prevention

ﬁ'q eDiscovery

= Data lifecycle management
[& Information protection

Eé, Information barriers

Audit

New Search  Classic Search  Audit retention policies

Searches completed Active searches

22 2 1

Date and time range (UTC) *

Active unfiltered searches

Activities

3 Learn about audit

Users

Start | Apr03 2023 5 | ‘ 00:00 ‘ Created a warehouse, Created a lakehouse file, Crea... | ‘ Add the users whose audit logs you want to search ‘
Record type File, folder, or site (1)
End | Apr24 2023 [ | ‘ 00:00 ‘ Select the record type to search for ~ | ‘ Enter all or a part of the name of a file, website, or folder ‘
Keyword Search Workload Search name
~ | ‘ Give the search a name

| Enter the keyword to search for

‘ Enter the workload to search for

m Clearall

() Refresh

Search name

Apr 23 - Apr 24

Apr 24 - Apr 24 AdminUser

O 0 0D

Apr 24 - Apr 24 AdminUser

Mar 23 - Apr 24 createshortcut,createwarehouse,crea

Job status Progress ... Search ti...
Queued 1s
Queued 35
Completed  100% 6m, 325
Completed  100% Tm, 165

Total results

0

0

1465

1424

Creation time (... | Search performed by

24 Apr20230835  adminuser@pbidaily.onmicrosoft.com

24 Apr20230834  adminuser@pbidaily.onmicrosoftcom

24 Apr 2023 04:17 adminuser@pbidaily.onmicrosoft.com

24 Apr 20230311 adminuser@pbidaily.onmicrosoft.com

*Microsoft 365 E5 Compliance license or similar required t;

31items
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