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25M+ users,
and 10+ years
of workflows
they depend on.
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We wanted everything as code

Every new feature, manageable as code, with no extra work

grafana-config/

dashboards/service-health. json

folders/team-a.yaml

alerts/high-latency.yaml git push @

contact-points/on-call.yaml cir(jf(:[](]

datasources/prometheus.yaml

playlists/team-tv.yaml



But every feature shipped its own API

grafana-config/

dashboards/service-health. json POST /api/dashboards/db

folders/team-a.yaml POST /api/folders

alerts/high-latency.yaml POST  /api/ruler/grafana/api/vl/rules/:folder
contact-points/on-call.yaml POST  /api/vl/provisioning/contact-points
datasources/prometheus.yaml POST /api/datasources
playlists/team-tv.yaml POST /api/playlists

many ways to version, validate and authorize



We wanted a bigger plugin ecosystem

{9 Grafana
Dashboards Alerting Folders Your plugin
Storage own storage
Permissions own permissions

________________________
------------------------

Secrets i own secrets

----------------------------



We wanted a bigger plugin ecosystem

{9 Grafana

Dashboards Alerting Folders Your plugin

Storage
Permissions

Secrets

We had to make it simple to build powerful plugins that feel like core Grafana.



We wanted a bigger plugin ecosystem

{9 Grafana

Dashboards Alerting Folders Plugin Plugin Your plugin

Storage
Permissions

Secrets

We had to make it simple to build powerful plugins that feel like core Grafana.



We needed to go multi-tenant

. one Kubernetes cluster

graftana

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

One customer, one Grafana



We needed to go multi-tenant
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. . one Kubernetes cluster
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We needed to go multi-tenant

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

one Kubernetes cluster

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Running all of them got extremely hard



We had to accelerate

grafana/grafana
{‘l dashboards/service.go
ﬁ s.search.Reindex()

search/service.go

s.index.Query(q)

",, accesscontrol/acl.go

< b
*C.“ a.cache.Get(u.ID)

folder/service.go

s.store.Get(ctx, q)

annotations/repo.go
r.db.Find(ctx)

user/service.go

s.store.Get(id)

team/service.go

s.users.Get(uid)

ngalert/api.go
rule.FolderUID = f

playlist/service.go

s.store.Insert(cmd)

plugins/manager.go

m.registry.Add(p)

sqlstore/session.go

ERSD
ss.newSession(ctx) .dg



We had to accelerate

grafana/grafana
e rdashboards/serv1ce-90 folder/service.go ngalert/api.go
| s.search.Reindex() s.store.Get(ctx, q) rule.FolderUID = f
l’/_/) \

- - —
search/service.go annotations/repo.go playlist/service.go .
s.index.Query(q) r.db.Find(ctx) I's.store.Insert(cmd) D 4

| 1“9

T e ——

user/service. go plugins/manager.go

:s.store.ﬁet(id) m.registry.Add(p)

accesscontrol/acl.go sqlstore/session.go

team/service.go

:a.cache.Get(u.ID) s.users.Get(uid)

Iss.newSession(ctx)
|



We had to accelerate

grafana/grafana

dashboards/service.go folder/service.go Ngalert/api.qo
I s.search.Reindex() | s.store.Get(ctx, ) :PUle.FoldePUID = f
! 1

search/service.go

annotations/repo .90

i r.db.Find(ctx)
)

playlist/service.qgo

ls.store.Insert(cmd)
I

/ !
lugins/manager.go

p

i m.registry.Add(p)
|

s.index.Query(q)

P — I Dz

#
1
1
1

{A newfeature/service.go ]
ilimpor‘t (wx28) i
il
»°
/B

USEP/service.go

.:s.store.ﬁet(id)

accesscontrol/acl.go team/service.qgo sqlstore/session.go

Is.users.Get(uid)
]

la.ca i
: che.Get(u.ID) |55,new89551on(CtX)

Adding a feature meant touching everything



How do we get there?
(As code> (Plugin ecosystem> (Multi-tenancv) (Moving faster‘)




(1) No framework

Steer clear from gin and similar,
they are absolutely not idiomatic.

Just f***ing use Go

Stop pretending you need

a framework.

- 4y ago

GO has no framework... GO
needs no framework...




(2) A Go framework

(1) No framework

Steer clear from gin and similar,
they are absolutely not idiomatic.

Just f***ing use Go

Stop pretending you need b. Go F I"CI m e

a framework.

“ @D - 4y ago
T GO has no framework... GO

needs no framework...




(1) No framework (3) Embed Kubernetes (2) A Go framework
r O

Steer clear from gin and similar, @ gr-afana/gr'afana
they are absolutely not idiomatic. pkg/services/apiserver/service.go

LJ Goravel

Just £***ing use Go package apiserver

Sto retendin ou need -
PP 9y import (

"k8s.io/apiserver/pkg/server" ('3 GoFrame
"k8s.io/apimachinery/pkg/runtime" :
"k8s.io/client-go/rest"

GO has no fra.ﬁwework... GO ) BU ffq |O

needs no framework...

a framework.

07 / 54 =




@ No framework

Steer clear from gin and similar,
they are absolutely not idiomatic

Just f***ing use Go

(3) Embed Kubernetes

—

{5 grafana/grafana
pkg/services/apiserver/service.go

package apiserver

import (
"k8s.io/apiserver/pkg/server"

"k8s.io/client-go/rest"

"k8s.io/apimachinery/pkg/runtime"

4

@ A Go framework

L) Goravel

G GoFrame

© Buffalo



Kubernetes already had it all




Kubernetes already had it all

e B
As code

apiVersion: ../vl ]
kind: Dashboanrd
[Dschema

apiVersion: ../vlbetal |

kind: AlertRule
[Dschema

A versioned
schema for

every resource
\ vy

S ®




Kubernetes already had it all

e N [ ™
As code Plugin ecosystem

apiversion: ./vl ] [ * ] [ * ]

kind: Dashboard B C]
[Dschema ¢ T

apiVersion: ../vlbetal | API
kind: AlertRule
Oschema [JJ[) storage
CRD Aggregation
A versioned
schema for CRDs and
every resource APl aggregation
~ J )

\\.



Kubernetes already had it all

s N [ N
As code Plugin ecosystem Multi-tenancy
apiversion: ../v1 ] [ ] [ ] @ Grafana
kind: Dashboard B C] __
[@schema ¢ T stacks-1
:stacks—2
apiVersion: ../vlbetal | A -.
kind: AlertRule "
stacks-3
[Wschema DDD Storage ._
CRD Aggregation stacks-4
A versioned :
schema for CRDs and
every resource APl aggregation Namespaces
N J VARN

—

/




Kubernetes already had it all

e N [ N
As code Plugin ecosystem Multi-tenancy Moving faster
apiversion: ../v1 ] [ ] [ ] @ Grafana
kind: Dashboard B g] __ dashboard.grafana.app
[Dschema ¢ T stacks-1 |
:stacks—2
apiVersion: ../vlbetal | AP . folder.grafana.app
kind: AlertRule " |
stacks-3
[Wschema DDD Storage ._
CRD Aggregation | stacks-4 rules.alerting.grafana.app
A versioned )
schema for CRDs and Team-owned
every resource APl aggregation Namespaces APl groups
\

T

>




One consistent APl model

Before

POST  /api/dashboards/db

POST  /api/folders

POST  /api/ruler/grafana/api/v1/rules/:folder
POST /api/vl/provisioning/contact-points
POST /api/datasources

POST  /api/playlists

many ways to version, validate and authorize



One consistent APl model

/apis/ <group>/ <version>/ namespaces/ <namespace>/ <resource>/ <name>
[/apis/ dashboard.grafana.app/ vl1/ namespaces/ default/ dashboards/ :uid
[apis/ folder.grafana.app/ vl/ namespaces/ default/ folders/ :uid
[/apis/ playlist.grafana.app/ vl1/ namespaces/ default/ playlists/ :uid

one way to version, validate and authorize



very dashboard became a resource

15 Kubernetes estate overview

grafana.wikimedia.org/d/k8s-estate-overview/kubernetes-estate-overview
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Every dashboard became a resource

[ 15 Kubernetes estate overview ]

: apiVersion: dashboard.grafana.app/vl
(k8s-estate-overview)

p— - S — T - pr—— \ kind: Dashboard
11718 1521718 39«
s s R metadata:
l Eﬁﬁw P a name: k8s-estate-overview
b e . n
" namespace: default

P spec:
T — i title: Kubernetes estate overview

= o panels: [ .. ] # 16 panels

Dashboard: grafana.wikimedia.org



Not on a cluster. Not an operator.

Your Kubernetes cluster

/

A

\C

grafana

\

J

-----------------------------------------------------------------------

Grafana running on Kubernetes

Your Kubernetes cluster

dashboard.yaml

e

kube-apiserver
+ etcd

l

5y [ —

-----------------------------------------------------------------------

G

grafana

An operator syncing CRDs into Grafana



Not on a cluster. Not an operator.

{5 Grafana

——» /apis/dashboard.grafana.app/vl/..

dashboard.yaml

API machinery } {Generic API ser'ver-J { Client libraries

from Kubernetes

Dashboards Folders Alert rules Playlists

SQLite - MySQL - Postgres




We have company

NAME APIVERSION NAMESPACED KIND
cmds tilt.dev/vlalphal false Cmd |
filewatches  tilt.dev/vlalphal false FileWatch Tilt

uiresources tilt.dev/vlalphal false UIResource



We have company

NAME APIVERSION NAMESPACED KIND

cmds tilt.dev/vlalphal false Cmd |

filewatches  tilt.dev/vlalphal false FileWatch Tilt

uiresources tilt.dev/vlalphal false UIResource

workspaces tenancy.kcp.io/vlalphal false Workspace | kcp ‘) “Y
- X

routes route.openshift.io/vl true Route | openshift e¥




We have company

NAME

cmds
filewatches

uliresources

workspaces

routes

dashboards
folders

playlists

APIVERSION

tilt.dev/vlalphal
tilt.dev/vlalphal

tilt.dev/vlalphal
tenancy.kcp.io/vlalphal
route.openshift.io/vl

dashboard.grafana.app/vl
folder.grafana.app/vl

playlist.grafana.app/vl

NAMESPACED

false

false

false

false

true

true

true

true

KIND

Cmd
FileWatch

UIResource

Workspace

Route

Dashboard
Folder

Playlist

Tilt

kcp

OpenShift

Grafana

-~

[N



What you'll leave with

A rubric for which Kubernetes pattern fits each part of an app.

If this part of your app.. Use..

Resource with desired state ?

CRUD with custom storage,
AuthZ or secrets

Isn’t a Resource ?




Part1

Starting small

Building a new app on vanilla Kubernetes




Whatis an SLO?



Whatis an SLO?

28d SLI ©

good requests _
- 0
all requests 9 9 . 8 /O

10/27 00:00 10/28 00:00 10/29 00:00 10/30 00:00

""l'"




Whatis an SLO?

Objective

Time Window () SLO (&

28d 99«



Whatis an SLO?

SLOoF e

Objective

|
Time Window © SO ©

28d 99

28dsLl ©

70%
60%

10/24 00:00 10/25 00:00 10/26 00:00

Error Budget Burndown @

good requests

=99.8«

28d Remaining Error Budget ©

all requests

10/28 00:00 10/29 00:00 10/30 00:00

10/27 00:00

81.9«

10/28 00:00 10/28 00:00 10/30 00:00

Error budget: howl much can still fail



Grafana SLO

Query

sum(rate(checkout_ok_total[$__rate_intervall))
/ sum(rate(checkout_total[$__rate_intervall))

Objective
99% over 28 days



Grafana SLO

Dashboard

6 = Dashbosrds » Grafana SLO » Checkout avalability
sacvice_name Al X % v | Show SLO Annctaticns @ M= « @ Last7days utc ~ » & ) Refresh ~ o8 ~
checkout ava"ablllty 50 _ R o
Purpose: Customars can always chack out. Target: 89% of checkout requasts
succeed.
2 4]
50 00w 2Bd 5L O
100%. -
rIv
Query -
0%

1]
sum(rate(checkout_ok_total[$__rate_intervall)) . 99‘8 70
/ sum(rate(checkout_total[$__rate_intervall))

wizrooow W 1128 G0:00 0128 0000 10/30 0:00

Objective
99% over 28 days



Grafana SLO

Dashboard

{5 = Deshbosrds » Grafana $L0 » Checkout avallabiity

sarvice_name Al X ® - Show 510 Annetalions i 1 o @ Last7days utc ~  » S D Refresh - L

Checkout availability SLO Time Window © ste o

Purpase: Customars can always chack out. Torget: 9% of checkout requasts

o OK
WamsEmoR 280 99

Query o V N B
B0 o
sum(rate(checkout_ok_total[$__rate_intervall)) ™ 99.8 Yo
/ sum(rate(checkout_total[$__rate_intervall)) —— e - — - s e
Objective
99% over 28 days Alert rules

© Checkout availability - Error Budget Burn Rate is Very High @
g [ Grafana SLO > Checkout availability (Grafana SLO) | © grafanacloud-play-prom

© Checkout availability - Error Budget Burn Rate is High @
[ Grafana SLO > Checkout availability (Grafana SLO) | © grafanacloud-play-prom



An SLO is a resource with a desired state

Dashboard

6 = Dashboards » Grafana $LO » Checkout avallabiity
asvice_name Al x w v | Show SLO Annctation: @ M= « @ Last7days utc ~ » & ) Refresh ~ o8 ~
______ _ p Checkout availability SLO _ Tine Widow O o ©
e - T 28d 99-,
TN oNcE ZBd 5L (O
Query " V “ T
(oL o
sum(rate(checkout_ok_total[$__rate_intervall)) - ‘ 99'8 %
/ sum(rate(checkout_total[$__rate_intervall)) s asoo wascacs  wassess w9000 210000 o0t
Objective
99% over 28 days Alert rules

© Checkout availability - Error Budget Burn Rate is Very High @
[ Grafana SLO > Checkout availability (Grafana SLO) | © grafanacloud-play-prom

© Checkout availability - Error Budget Burn Rate is High @
[ Grafana SLO > Checkout availability (Grafana SLO) | © grafanacloud-play-prom



An SLO is a resource with a desired state

apiVersion: grafana-slo-app.plugins.grafana.com/v0-0
kind: Slo

metadata:

name: checkout-availability
spec:

description: Customers can always check out
query:
type: freeform
freeform:
query: >-

sum(rate(checkout_ok_total[$__rate_intervall))

/ sum(rate(checkout_total[$__rate_intervall))
objectives:

- value: 0.99
window: 28d

Dashboar

{5 = Dasrboarss » Orafana 510 + Chociout avalabity

B M Bhias B0 At L ] A e 4« @ LastTammutc - w9 D Refresh -
Checkout availability SLO

Tiens Windaw ()
Purpase: Customans

e

s OK

wos 280 99«
|
|

£an ahmays Ehack sl Targer $9% of chachout smemsts
saeseed

ELEE U]

1 N L
.

99.8«

NIz 0800 0128 0008 128 30,00 ezt 0oa0 W28 0000 021 0060 wmanm

Alert rules

® Checkout availability - Error Budget Burn Rate is Very High &
[ Grafana SLO > Checkout availability (Grafana SLO) | © grafanacloud-play-prom

® Checkout availability - Error Budget Burn Rate is High @]

[ Grafana SLO » Checkout availability (Grafana SLO) | @ grafanacloud-play-prom

& -



An SLO is a resource with a desired state

apiVersion: grafana-slo-app.plugins.grafana.com/v0-0 apiVersion: dashboard.grafana.app/vl
kind: Slo kind: Dashboard
metadata: spec:

name: checkout-availability title: Checkout availability SLO
spec: panels: [ .. ]

description: Customers can always check out
query: { .. } controller
objectives: ,/f’/’///f
- value: 0.99 _
window: 28d ﬁh\\\\k>. diff
watch

act

!

apiVersion: rules.alerting.grafana.app/vlbetal
kind: AlertRule
spec:
title: Checkout availability - Error Budget Burn Rate is Very High
trigger:
interval: 1m
expressions: { .. }
noDataState: NoData
execkErrState: Error



Desired state? A CRD and a controller.

If this part of your app.. Use..

Resource with desired state CRD + Controller

CRUD with custom storage, n
AuthZ or secrets

Isn’t a Resource ?



Cloud App Platform

@ stack-a SLO
@ stack-b SLO

@ stack-c SLO

Cloud App Platform

Kubernetes API server

stacks-a
stacks-b

stacks-c

kine

CockroachDB




Cloud App Platform

p
client-go Cloud App Platform
@ stack-a |SLO \ Kubernetes API server
» stacks-a SLO
stacks-b
@ stack-b |SLO
stacks-c

@ stack-c SLO kine

CockroachDB



Cloud App Platform

p
i client-go Cloud App Platform
@ stack-a SLO Kubernetes API server
\ e
. P stacks-a SLO
~ I"_'_'_'_'_'_'_'_'_'_'_'_'_Z'_ZZZZZ'_ZZZZZ'_ZZ'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_ZZZZ'_ZZZZZ
@ stack-b SL0 stacks-b SLO

~

@ stack-c

~

CockroachDB




Cloud App Platform

( client-go

~

-

—> 6 stack-a |SLO \

— @ stack-b SLO

~

—» 6 stack-c SLO

dashboards + alert rules

p
Cloud App Platform
Kubernetes API server
# stacks-a SLO
stacks-b SLO
—b stacks-c SLO
e
Twatch kine ‘
[ O SLO operqtor } CockroachDB




Well, now there are two.

e

Cloud App Platform

Grafana Cloud only
Viewer - Editor - Admin
Not built in

Managed by the platform

N

Ships to

Permissions

Folders

Storage

-

Grafana backend

0SS, Enterprise, Cloud
Grafana RBAC
Built in, with permissions

Custom SQL tables per feature




The road to dashboards V1



THE CASE STUDY - DASHBOARDS

42 schema versions, piling up

Every old version still has to open.

vl V2 V3 V4 vbh vé

v1é v17 v18 v19 v20 v21

v3l v32 V33 v34 v3h v36

grafana/grafana > apps/dashboard/../schemaversion -

v7

V22

v37

v8

V23

v38

v9

V24

v39

v10

v25

v40

vll v12 vl3 v14
V26 v27 v28 v29

v4l V42

v15

v30



THE CASE STUDY - DASHBOARDS

Everything depends on dashboards

Annotations
Snapshots Playlists
Plugins SLOs
Terraform { Dqshboqrds } Alert rules
Provisioning Library panels
Search Shared dashboards
Reporting

grafana/grafana > apps/dashboard/../schemaversion -



One goal: dashboards vi

1 - REHEARSE

Playlists

Smallest resource, low blast radius

HAD TO REPLACE

Storage

—

2 - SHIP

Dashboards vi

The resource everything depends on

HAD TO REPLACE

Authorization

Git Sync

Our most requested feature

HAD TO REPLACE

Secrets



Proving an end-to-end path

Playlists

In this playlist Service health

91 Service health Availability Requests / s

02 Error budget 99.98% /\

N~ P

03 Latency

p95 latency Errors

T T T 0.02%

113

S

grafana/grafana > apps/playlist -~



Why not etcd?

etcd

Lists by key prefix only

/registry/../playlists/stack-1/*

No secondary indexes

Grafana needs

— Filter by folder

— Filter by permission
— Sort and page

— 100,000s of objects



So we built unified storage

Unified storage Grafana needs

Indexed tables on - Filter by folder

Grafana’s own databases

v Filter by permission
SQLite - MySQL - Postgres
v Sort and page

v 100,000s of objects

Same Kubernetes APl in front



REHEARSAL - UNDER THE HOOD: STORAGE

Swapping out etcd, in code

pkg/storage/unified/apistore/store.qgo

I var _ storage.Interface = (*Storage)(nil) Step 1 of 2
Storage { Implement
gr schema.GroupResource
keyFunc (obj runtime.Object) ( , error) Storqge'lnterche
newFunc () runtime.0Object The same interface the etcd3 store
newListFunc () runtime.Object implements
getAttrsFunc storage.AttrFunc P ’
//
I store resourceclient.ResourceClient
getKey ( ) (*resourcepb.ResourceKey, error)
//
¥

grafana/grafana > apistore/store.go - resource.proto -



REHEARSAL - UNDER THE HOOD: STORAGE

Swapping out etcd, in code

pkg/storage/unified/apistore/store.qgo
(s *Storage) GetlList(ctx context.Context, key , Step 2 of 2
I opts storage.ListOptions, listObj runtime.Object) error {

ctx, span := tracer.Start(ctx, ) A "St becomes a gRPC

span.End()
k, err := s.getKey(key) (:(:II

//
I req, predicate, err := tolistRequest(k, opts)
//
I rsp, err := s.store.List(ctx, req)
err := resourceutil.ErrorFromResponse(rsp.GetError(), err);
err = {
statusErrorFromStorageError(err)

ListOptions turn into a ListRequest.

//

grafana/grafana > apistore/store.go - resource.proto -



REHEARSAL - UNDER THE HOOD: THE TABLES

What is actually in the database

resource - current state

group resource namespace name resource_version folder value

playlist.grafana.app playlists stacks-1234 on-call-wall 1793178843482117 ' {"spec":{"interval":"5m",..}}
dashboard.grafana.app dashboards stacks-1234 service-health 1793116975913840 team-sre {"spec":{"title":"Service health",..}}
folder.grafana.app folders stacks-1234 team-sre 1792583300245519 ' {"spec":{"title":"Team SRE",..}}

grafana/grafana > migrations/resource_mig.go ~ sql/backend.go ~» resource_trash.sql -



REHEARSAL - UNDER THE HOOD: THE TABLES

What is actually in the database

resource - current state

group resource nNamespace

playlist.grafana.app playlists stacks-1234
dashboard.grafana.app dashboards stacks-1234
folder.grafana.app folders stacks-1234

resource_history - every version

group resource nNnamespace
| playlist.grafana.app playlists stacks-1234
l playlist.grafana.app playlists stacks-1234

name

on-call-wall

resource_version folder

1793179241607353

service-health 1793116975913840 team-sre

team-sre

name

on-call-wall

on-call-wall

grafana/grafana > migrations/resource_mig.go ~» sql/backend.go -

1792583300245519 '

resource_version action

1793178843482117 1 -

1793179241007353 2 -

resource_trash.sql -~

created

updated

value
{"spec":{"interval":"10m",..}}
{"spec":{"title":"Service health",..}}

{"spec":{"title":"Team SRE",..}}

value
{"spec":{"interval":"5m",..}}

{"spec":{"interval":"16m",.}}



REHEARSAL

UNDER THE HOOD:

THE TABLES

What is actually in the database

resource - current state

group

dashboard.grafana.app

folder.grafana.app

resource

dashboards

folders

namespace

stacks-1234

stacks-1234

resource_history - every version

group
playlist.grafana.app
playlist.grafana.app

l playlist.grafana.app

grafana/grafana > migrations/resource_mig.go -

resource
playlists
playlists

playlists

nNnamespace

stacks-1234

stacks-1234

stacks-1234

name

service-health

team-sre

name

on-call-wall

on-call-wall

on-call-wall

sql/backend.go -

resource_version

1793116975913840

1792583300245519

resource_version
1793178843482117
1793179241007353

1793179872660284

resource_trash.sql -

folder

team-sre

action

1 -

2 -

3 .

created
updated

deleted

value

{"spec":{"title":"Service health",..}}

{"spec":{"title":"Team SRE",..}}

value
{"spec":{"interval":"5m",..}}
{"spec":{"interval":"160m",..}}

{"spec":{"interval":"10m",.}}



REHEARSAL

UNDER THE HOOD:

THE TABLES

What is actually in the database

resource - current state

group

dashboard.grafana.app
folder.grafana.app

l provisioning.grafana.app

resource

dashboards
folders

repositories

namespace

stacks-1234

stacks-1234

stacks-1234

resource_history - every version

group

playlist.grafana.app
playlist.grafana.app
playlist.grafana.app

l provisioning.grafana.app

grafana/grafana > migrations/resource_mig.go -

resource

playlists
playlists
playlists

repositories

nNnamespace

stacks-1234

stacks-1234

stacks-1234

stacks-1234

name

service-health

team-sre

git-sync

name

on-call-wall
on-call-wall
on-call-wall

git-sync

sql/backend.go -

resource_version

1793116975913840

1792583300245519

1793180557118902

resource_version

1793178843482117

1793179241007353

1793179872660284

1793180557118902

resource_trash.sql -

folder

team-sre

action

1 - created

2 - updated
3 - deleted
1 - created

value

{uspecu
{uspecu

{uspecu

value

{"spec"
{"spec"
{"spec"

{"SPEC"

:{"title":"Service health",..}}
:{"title":"Team SRE",..}}

:{"type":"github",.}}

:{"interval":"sm",.}}
:{"interval":"160m",..}}
:{"interval":"10m",.}}

:{"type":"github",.}}



Same API, new storage

Clients

Either endpoint

/api/playlists

l translate + proxy

/apis/playlist.grafana.app/
./playlists

~

—» Dual writer

SQL tables
/ playlist -

write playlist_item
write
N Unified storage
resource

resource_history




Same API, new storage

— /api/playlists
PR sSQL tables
///”- playlist -
l translate + proxy write playlist_item
© ™
read
Clients is/playlist.grafana. .
— 1 | feeis/m S P/ |, Dual writer
Either endpoint -
- J -
write
| Unified storage

(+ moaiogaey )

resource

resource_history




Same API, new storage

— /api/playlists

Clients /apis/playlist.grafana.app/

i i m -L -L. -t
Either endpoint /playlists

~

l translate + proxy

—» Dual writer

" vendtogaey | |- necdunifed

SQL tables
/ playlist -

write playlist_item
rite
raad Unified storage

resource

-t

resource_history




Same API, new storage

— /api/playlists

Clients /apis/playlist.grafana.app/

i i m -L -L. -t
Either endpoint /playlists

~

l translate + proxy

—» Dual writer

rite

read

N\

[ 1 Read legacy ] [ 2 Read unified ] [ 5 Unified only J

Unified storage

resource

resource_history




Where we hit Kubernetes limits

service-health.json

"apiVersion": "dashboard.grafana.app/v1l",
"kind": "Dashboard",
"metadata": { "name": "service-health" },
"spec": {
"title": "Service health",
"panels": [
{
"id": 1,
"type": "timeseries",
"title": "p95 latency -+ api'",
"gridPos": { "h": 8, "w": 8, "x": 0, "y": 0 },
"targets": [{ "expr": "histogram_quantile(..)" }],

NET AT ArAnE i Al e I NAdAafanl+ale  Uygns4+e 1all H+hnaecehaAaldAdAesN

3.2 MB

Already over



Where we hit Kubernetes limits

service-health.json

metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |
{"apiVersion":"dashbhoard.grafana.app/v1l", ..
every panel, again .. }

6.4 MB

2x with apply

{
"apiVersion": "dashboard.grafana.app/v1l",
"kind": "Dashboard",
"metadata": { "name": "service-health" },
"spec": {

"title": "Service health",
"panels": [

{

$ kubectl apply -f service-health.json



Kubernetes RBAC doesn’t know about folders

Kubernetes: namespace access

stacks-1234: all or nothing

Grafana: Alice’s folders

v team-sre/

Alice: view

- v api/

- latency.json

- service-health.json

service-health latency
cloud-costs payroll

----------------------------------------------------------------------------------

grafana/grafana >

pkg/services/apiserver/auth/authorizer -

pkg/services/authz/zanzana -




Storage checks every row against its folder

o

pkg/storage/unified/resource/server.go

func listAuthorizationItem(key xresourcepb.ResourceKey, ';I. i
name, folder string) authz.BatchCheckItem { 5
return authz.BatchCheckItem{

Name: name,

Folder: folder,

Verb: utils.VerbGet,

Group: key.Group, Authz deep dive
Resource: Key.Resource,

Namespace: key.Namespace, . aeees One check per row

} ; name + folder + verb

for item, err := range authz.FilterAuthorized(ctx, s.access,  --—--- Only allowed rows

candidates, extractFn, authz.WithTracer(tracer)) { _ .
FilterAuthorized

grafana/grafana > unified/resource/server.go -



One resource, many versions

GET ../v1/../dashboards/service-health

.{
"apiVersion": "dashboard.grafana.app/v1",
"kind": "Dashboard",
"spec": {
"title": "Service health",
"panels": [

{ "id": 1, "type": "timeseries",
"gridPos": {"x":0,"y":0,"w":12,"h":8},
"targets": [ .. ] }

]
].
Iy

grafana/grafana > apps/dashboard -

.{

GET ../v2/../dashboards/service-health

"apiVersion": "dashboard.grafana.app/v2",
"kind": "Dashboard",
"spec": {

"title": "Service health",

"elements": {
"panel-1": { "kind": "Panel", .. }

b
"layout": A

"kind": "GridLayout",

"items": [{ "element": "panel-1" }]
¥

].



One resource, many versions

GET ../vBalphal/..

service-health

GET ../vl/..

service-health

>
GET ../v2/.. __#,,/f’///,/fﬂ’.

service-health

Before: 42 one-way migrations hidden inside the JSON

grafana/grafana > apps/dashboard -

Grafana API
server

converts versions

conversion

>

service-health

stored once



Kubernetes Secrets aren’'t secret

secret.yaml

apiVersion: vl
kind: Secret
data:

| token: czNjcjNoO

$ echo czNjcjN® | baseb4d -d
s3crdt

Blog post: how we built it

grafana/grafana > apps/secret ~» pkg/registry/apis/secret -



Kubernetes Secrets aren’'t secret

secret.yaml securevalue.yaml
apiVersion: vl apiVersion: secret.grafana.app/vlbetal
kind: Secret kind: SecureValue
data: spec:
| token: czNjcjNoO value: eseecece yyrite-only
$ echo czNjcjN® | base64 -d FCELAERRDS TV L
sscrst kind: Repository
secure:
token:

name: repo-token areference
Blog post: how we built it

grafana/grafana > apps/secret ~» pkg/registry/apis/secret -



Three years to a stable vi

Year 1 Year 2 Year 3
® o O
L J
Design Alpha Vi
Schematize everything? Dashboards follow A stable contract,
the playlist migration v2 right behind



Three years to a stable vi

Year 3

/\/

Year 1 Year 2
@ @
L ]
Design Alpha
Schematize everything? Dashboards follow

the playlist migration

A migration is never a straight line.

O
vl

A stable contract,
v2 right behind



It wasn’t all smooth sailing

Pulled Available

v13.0.0 v13.0.1

What did we miss?

Regression grafana/grafana #122804 »

Dashboards reverted
after the 13.0.0 upgrade

The GA migration cleared unified-storage state used by early Git Sync.
Months of changes remained in Git; recovery required manual steps.

Fix #122866

Migration no longer clears Git Sync state.



It wasn’t all smooth sailing

Pulled Available

v13.0.0 v13.0.1 What we learned

Regression grafana/grafana #122804 »

Dashboards reverted

after the 13.0.0 upgrade Chaos-test your flags

The GA migration cleared unified-storage state used by early Git Sync.
Months of changes remained in Git; recovery required manual steps.

Fix #122866

Migration no longer clears Git Sync state.



It wasn’t all smooth sailing

Pulled Available

v13.0.0 v13.0.1 What we learned f -
L/

Regression grafana/grafana #122804 » %

Dashboards reverted

after the 13.0.0 upgrade Chaos-test your flags

The GA migration cleared unified-storage state used by early Git Sync.

Months of changes remained in Git; recovery required manual steps. Cqun up |egCIcy edad rly

Fix #122866 ~

Migration no longer clears Git Sync state.



It wasn’t all smooth sailing

Pulled Available

v13.0.0 v13.0.1 What we learned QE_’

@

Regression grafana/grafana #122804 »

Dashboards reverted ¢

after the 13.0.0 upgrade Chaos-testyour flags
The GA migration cleared unified-storage state used by early Git Sync.

Months of changes remained in Git; recovery required manual steps. Cqun Llp |egdcy ed I‘|y
Fix #122866 - quck_ box end_

Migration no longer clears Git Sync state. to—end tests



Grafana App Platform

One Grafana binary

client-go _ | Grafana API server
the standard Kubernetes API

Clients

Grafana Ul
gcx - kubectl

Git Sync

grafana/grafana > pkg/services/apiserver -



Grafana App Platform

One Grafana binary

client-go _ | Grafana API server
the standard Kubernetes API

Clients

Grafana Ul l
gcx - kubectl

Git Sync APls
dashboards - folders - playlists

grafana/grafana > pkg/services/apiserver -



Grafana App Platform

One Grafana binary

client-go _ | Grafana API server
the standard Kubernetes API

Clients
Grafana Ul l
gcx - kubectl
Git Sync APls

dashboards - folders - playlists

l read / write
Unified storage Authz
SQL tables - search index by folder - per row

CODE grafana/grafana > pkg/services/apiserver -



Grafana App Platform

One Grafana binary

client-go _| Grafana APl server
Clients the standard Kubernetes API

Grafana Ul l l

gcx - kubectl
Git Sync APIs Secrets
dashboards - folders - playlists encrypted on write
l read / write
Unified storage Authz
SQL tables - search index by folder - per row

One API. One binary.

CODE grafana/grafana > pkg/services/apiserver -



Grafana App Platform

€ 1= 1 - 13- TN ][ Lo e .
APls ,
dashboards - folders - playlists i
Clients N .
Grafana Ul .| Grafana API server Unified storage E
: g SQL tables - search index :
gcx - kubectl ; i | the standard Kubernetes API . ]
Git Sync S / ,::::I:::I::ff.':ffff.'f.'ffffff:::::::::::::\‘
Authz |
by folder - per row :
i Secrets i
encrypted on write :

------------------------------------------------------------------------------------------------------------------------------------------------

CODE grafana/grafana > pkg/services/apiserver -

-



Custom storage, auth or secrets? Standard API.

If this part of your app.. Use..

Resource with desired state CRD + Controller

CRUD with custom storage, AuthZ or

Standard k8s APIs, custom backend behind them
secrets

Isn’t a Resource D



Things that don‘t fit nicely

resource group get list watch create update delete
dashboards dashboard.grafana.app @ o ® o ® o
folders folder.grafana.app @ o ® ® ® o

playlists playlist.grafana.app o ® ® o ® ®




Things that don‘t fit nicely

resource group get list watch create update delete execute?
dashboards dashboard.grafana.app @ o ® o ® o
folders folder.grafana.app @ o ® ® ® o
playlists playlist.grafana.app o ® ® o ® ®

.grafana.app ®




Which APl does Grafana serve the most?

25.5%
19.5%
10. 3%

4,3%
4.0%
3.5%
5.4%
2.4%
2.3%
1.9%
1.5%
1.4%
1.4%
1.2%
0.9%

10 /api/
11 Japi/i



Which APl does Grafana serve the most?

0O o0 N O O I N N

el e e o e
O NN N RO

/api/ds/query
/api/datasources/proxy/uvid/:vid/*
/api/datasources/uid/:uid
/api/plugins/:pluginId/resources/*
/api/plugins/:pluginId/settings
/api/dashboards/uid/:vuid
/apis/query.grafana.app/*
/api/folders/:uid/

A, 25.5%
N 19.5%

10.3%
4.3%
4.0% Queries and data source
3.5% proxy calls account for
. s ~50% of all requests

2.4%

/api/public/dashboards/:accessToken/panels/:panelld/query [} 2.3%

/api/annotations

/api/live/ws

/api/search/
/api/datasources/uid/:uvid/resources/*
/api/vl/provisioning/alert-rules/:UID

/api/user/auth-tokens/rotate

1.9%
1.5%
1.4%
1.4%
1.2%
0.9%



Query isn't a resource, so it gets custom routes

Grafana API server
auth - versions - routes

Client



Query isn't a resource, so it gets custom routes

i A
> Query service » Prometheus
/apis/query.grafana.app/../query $A + $B
custom route
, Grafana API server
CHET —
auth - versions - routes
B
>

Loki



Query isn't a resource, so it gets custom routes

H A
> Query Lo » Prometheus
/apis/query.grafana.app/../query $A + $B
custom route
, Grafana API server
Client —»
auth - versions - routes
B
>
Loki
>

/apis/loki.datasource.grafana.app/../datasources/{uid}/query
subresource, like pods/exec



Not a resource? Use a custom route.

If this part of your app.. Use..

Resource with desired state CRD + Controller

CRUD with custom storage,

Standard k8s APIs, custom backend behind them
AuthZ or secrets

Isn't d Resource Custom routes




Building a feature shouldn’t require
becoming a Kubernetes expert



Building a feature shouldn’t require
becoming a Kubernetes expert

4 b
“...all feeling very complicated to just expose a

single endpoint making a single network request.”

Engineer adding one endpoint

_ _




Building a feature shouldn’t require
becoming a Kubernetes expert

-

"...l can't seem to get a good
response from any aggregated APIs.”

Engineer debugging an outage

_

V




Building a feature shouldn’t require
becoming a Kubernetes expert

- h
"Sorry, | am

so confused.”

Engineer, mid-incident

\ \F_J




Building a feature shouldn’t require
becoming a Kubernetes expert

-

"Aggregation... felt pretty overused and directly
tied to an internal implementation detail.”

App platform engineer

\




Lad

(%)
//\\\

Did we build
a monster?

’




Aggregation looked right

one Grafana pod per stack

L LB

Cloud App Platform

Kubernetes API server

{ Secrets }

> oo
{ Provisioning }

ey




Aggregation looked right

one Grafana pod per stack

: ( N { Secrets }
/apis + /Openapi/v3 -------------- >

. /apas T fopenapL/ve > Cloud App Platform

Kubernetes API server

> e e
- —1 { Provisioning }
! >




Aggregation looked right

one Grafana pod per stack

: : : p . { Secrets }
/apis + /Openapi/v3 -------------- >

. /apas T fopenapL/ve > Cloud App Platform

Kubernetes API server

> e e
- —1 { Provisioning }
! >




Every Grafana polled every service

one Grafana pod per stack
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Every Grafana polled every service

one Grafana pod per stack

Secrets
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Every Grafana polled every service

one Grafana pod per stack

|

memory

3

Isioning

OOMKilled
restarts
Provisi
s CPU
Query
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Every Grafana polled every service

one Grafana pod per stack

B (66

O00MKilled

restarts: 3

G memory

Cloud App Platform

Kubernetes API server

0 NN

Provisioning

G CPU

hosted-grafana
gateway

1
'
¥
[
v
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Query




Rolling out: one router for the whole cluster

one Grafana pod per stack

o

G

G

SRR IR MRS IR S IME O
0 8B 6 B B B
SRR IR MRS IR S IME O

everything else

-

-

Cloud App Platform

Kubernetes API server

~

|

grafana-router }

/apisT

(
(

query

restarts: 3

[ 00MKilled ]

G memory

{ Provisioning }
G CPU

hosted-grafana
gateway

T

Users

>
{ Query }




Rolling out: one router for the whole cluster

one Grafana pod per stack

o

G

G

SRR IR MRS IR S IME O
0 8B 6 B B B
SRR IR MRS IR S IME O

<

fallback

secret.grafana.app

-

Cloud App Platform

Kubernetes API server

~

4

>[ 00MKilled ]

restarts: 3

G memory

I CRD groups

_(

everything else

L

grafana-router ] <app>.plugins.grafana.com |

provisioning.grafana.app

{ Provisioning }
>
G CPU

______________________________

)

/apisT

(
(

query

hosted-grafana
gateway

T

Users

ol app plugin
i backend




Rolling out: one router for the whole cluster

one Grafana pod per stack

o

G

G

SRR IR MRS IR S IME O
0 8B 6 B B B
SRR IR MRS IR S IME O

<

fallback

secret.grafana.app

-

Cloud App Platform

Kubernetes API server

~

4

>[ 00MKilled ]

restarts: 3

G memory

{ Provisioning }
>

I CRD groups

_(

everything else

L

grafana-router ] <app>.plugins.grafana.com |

provisioning.grafana.app

G CPU

______________________________

)

/apisT

(
(

query

hosted-grafana
gateway

T

Users

ol app plugin
i backend




Everything we built

?‘ -~ 9 ?‘ -4 - 9 Dual writer Storage migration Dashboards v1 Folders ® - '¥

Cloud App Platform Kine fork Playlists Unified storage Search




Part 3

The payoff

What one schema gets us




New features can start up quicker

“l kinda really like app platform now that | dont have to PR grafana to use it.”

Hackathon feedback, from a skeptic

widget.cue

Widget: {

kind: "Widget"

schema: { spec: { title: string } }
+

/apis/widget.grafana.app/vl/..

GET /widgets
GET /widgets/{name}
POST /widgets
PUT /widgets/{name}
PATCH /widgets/{name}
DELETE /widgets/{name}

grafana/grafana-app-sdk -

-------------------------------------------------------------------------------------------------

40 production clusters

-------------------------------------------------------------------------------------------------



One model, tooling for free

Dashboard

kind: Dashboanrd

metadata:
name: service-health
spec: { .. }

grafana/gcx » grafana/grafana > apps/provisioning -



One model, tooling for free

Dashboard

kind: Dashboanrd
metadata:
name: service-health

spec: { .. }

grafana/gcx » grafana/grafana > apps/provisioning -

p

terminal

$ gcx resources get dashboards/service-health
$ gcx resources push -p ./dashboards




One model, tooling for free

terminal

$ gcx resources get dashboards/service-health
$ gcx resources push -p ./dashboards

Dashboard e
Pull request - Git Sync

Kind: Dashboard dashboards/service-health.json
metadata: - "title": "Service health",
name: service-health + "title": "Service health (prod)",

spec: { .. }

grafana/gcx » grafana/grafana > apps/provisioning -



One model, tooling for free

terminal

$ gcx resources get dashboards/service-health
$ gcx resources push -p ./dashboards

Dashboard e
Pull request - Git Sync

Kind: Dashboard dashboards/service-health.json

metadata: - "title": "Service health",
name: service-health + "title": "Service health (prod)",
spec: { .. } )
i main.tf

resource "grafana_dashboard" "service_health" A{
config_json = file("service-health.json")

grafana/gcx » grafana/grafana > apps/provisioning -



Al speeds up building today



Al speeds up building today

Without the platform With the platform
AI-built - 1
Next feature
APIs
Storage
Authz

@ Grafana App Platform

Each feature invents its own stack. Three features. One shared foundation.



We depend on Kubernetes libraries,

so we keep up with their releases

Chore: Upgrade to k8s v0.37.0 (and grafana-app-sdk v0.60.0) #132571 #

- macabu merged 15 commits into main from stevesg/vendor-new-app-sdk L;D on Sep 15

Q) Conversation @ -o- Commits 15 Fl Checks 207 [®) Files changed 167

d.‘ stevesg commented on Sep 14 Member =+

Pulls in bump kB8s.iofapiserver to v0.37.0 which causes all the problems:

= dskit bump need to cope with changes in eted client
= rest.RESTUpdateStrategy's AllowCreateOnUpdate/AllowUnconditionalUpdate
now take a context.Context.
= authorizer. Authorizer gained a new ConditionsAwareAuthorize method;
! to the existing Authorize logic.

tations now

s guthorizerfunion.New's signature changed to take [|NamedAuthorizer.

© &

) github-actions | Bot added the fbackend | label on Sep 14

& [5 grafana-pr-automation Bot reguested review from CollinFingar (assigned from grafana/sharing-squad),
grafanafgratana-backend-group, grafanajgrafana-catalog, grafana/graf P perience-squad,
grafanafgrafana-search-and-storage, grafanafidentity-access-team, grafana/sharing-squad, grafanafalerting-
backend gas (assigned from grafanafsharing-squad), bergquist (assigned from grafana/grafana-app-
platform-squad), evictorero (assigned from grafana/sharing-squad), gassiss (assigned from grafanafgrafana-

search-and-storage), grafanafgrafana-app-platform-squad, ianchudson (assigned from grafana/grafana-app-
platform-squad), juanicabanas (assigned from grafana/sharing-squad), toddtreece (assigned from
grafanafarafana-catalog), wbrowne (assigned from grafanafgrafana-catalog) and xnyo (assigned from
grafanafgrafana-catalog) and removed request for grafana/grafana-catalog, grafana/grafana-search-and-
storage, grafana/sharing-squad and grafana/grafana-app-platform-squad |ast month
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Not just for infrastructure
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Not just for infrastructure
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Not just for infrastructure
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Thank you

Questions?

Read the code

We'd love your feedback

grafana/grafana grafana-app-sdk gcx
apps/ Build an app The CLI



