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What do we want

Compile and build container images
Automated, portable builds
Secure, self-hosted build runners
Verifiable, attested builds
Don’t get hacked
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Environment

git Forge
Forgejo, GitLab, etc

Platform
TektonCD running on
Kubernetes

Container Registry
Harbor, Zot, etc
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TektonCD

Tekton Pipelines
Orchestration engine

Tekton Pipelines as Code
git forge↔Tekton bridge

Tekton Chains
Generate attestations, signs
images
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Workflow Overview

1 Push commit
2 Forgejo sends webhook to

Pipelines as Code
3 Tekton executes PipelineRun in

cluster
4 PipelineRun clones, vendors,

builds, and pushes the build
5 Tekton Chains attests and signs

the image
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Buld Pipeline

apiVersion: tekton.dev/v1
kind: PipelineRun
spec:

pipelineSpec:
tasks: # <- Each Task runs in separate Pod

- name: clone-repo
...

- name: prefetch-dependencies
...

- name: build
taskSpec:

metadata:
annotations:

experimental.tekton.dev/execution-mode: hermetic
...

- name: push-image
...

- name: bundle-sbom-etc
...
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Outcome



Goals Setup Outcome

Git Commit Status

git Commit status post-build
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PipelineRun

Build PipelineRun in the Tekton Dashboard
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Provenance Generated
Tekton Chains generated attestation, SLSA provenance

Cosign verification
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Conclusion

Automated build on git push to Forgejo, GitLab, GitHub, etc
Build executed in controlled, network-isolated environment
SLSA Provenance automatically generated by Tetkon Chains
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Come See Us At The Project Pavilion

Presentation Source TektonCD Feedback


	Goals
	Setup
	Outcome

