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What do we want

@ Compile and build container images
@ Automated, portable builds

@ Secure, self-hosted build runners

@ Verifiable, attested builds

@ Don't get hacked
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Environment

o git Forge
e Forgejo, GitlLab, etc
e Platform
e TektonCD running on
Kubernetes
e Container Registry
e Harbor, Zot, etc
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TektonCD

e Tekton Pipelines
o Orchestration engine
e Tekton Pipelines as Code
e git forge«>Tekton bridge
e Tekton Chains

e Generate attestations, signs
images
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Kubernetes Cluster

Push-event Webhook Orcheslrate
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Workflow Overview

Push Commit
iWa

e PUSh commit Kubernetes Cluster
© Forgejo sends webhook to .
Pipelines as Code F %
© Tekton executes PipelineRun in |
cluster g
© PipelineRun clones, vendors, @)
builds, and pushes the build h
© Tekton Chains attests and signs Push Image LA Povenance
the image nE ~
S
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Buld Pipeline

apiVersion: tekton.dev/vl
kind: PipelineRun
spec:
pipelineSpec:
tasks: # <- Each Task runs in separate Pod
- name: clone-repo

- name: prefetch-dependencies

- name: build
taskSpec:
metadata:
annotations:

experimental.tekton.dev/execution-mode:

- name: push-image
- name: bundle-sbom-etc
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Git Commit Status

I;_I awildthorp / forgejo-builds

<> Code sues 1% Pull rec

No description

© 13 commits

P main - file
All checks were successful

Pipeli buil
Andrew Thorp | aaSbal fix output image r

B .tekton

™ build-pro

git Commit status post-build
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PipelineRun

build-forgejo-on-push-klhjd @ suceecea

Labels Time
tekton.dev/pipeline: buld-forgelo Last updated 2 days ago
Duration; 13m 85

L4 E“""“EV“ @ build-forgejo-on-push-klhjd-push-image succeede ]

Duration: 1m 595

© fotch-dependencies

Logs Parameters Results Status Pod
© uwrite-version Name Value
“ IMAGE_DIGEST sha256:7960198b31: d93485¢181b06311020a7a7211dc61570255 52748070
© buid IMAGE_URL demo. gohazbor . io/ forgejo-builds /forgedo-Local-builds: bees: 05304£5392763b14d2a 300
© push-image

@ bundle-sbom
2m 26

Build PipelineRun in the Tekton Dashboard
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Provenance Generated

Tekton Chains generated attestation, SLSA provenance

(main|») $ ]
@ Supply Chain Security Related artifacts for an image: demo.goharbor.io/forgejo-builds/forgejo-local-builds:bc7cf9e615040b304F5392783b14d2a30ead
321a
L— B Attestations for an image tag: demo.goharbor.io/forgejo-builds/forgejo-local-builds:sha256-7960f98b31aShcfd93485c18Fh063F1020a7a72f1dc6157h
2557bac452748070.att
& sha256:dalabebf901321f46Fd3fe3bfcé05415ed335321e65ec779b725a0d5F75d0249
sha256:54a14096e44152c8d8hc8ccd77ce91c155b41ee5012c9408da3a87cdl6ddas525
@& Signatures for an image tag: demo.goharbor.io/forgejo-builds/forgejo-local-builds:sha256-7960f98b31a5bcfd93485¢c18fb063F1020a7a72f1dc6157h25
57bac452748070.sig
L & sha256:3a61b87d5abf60e2c22483f8dcd205afd2a5888565h8c433120¢27580Fc69e75
(main|v) $

erification for demo.goharbor.io/forgejo-builds/forgejo-local-builds:bc7cf9e615040b304f5392783bl4d2a30ea6321a -~

he following checks were performed on each of these signatures:

- The cosign claims were validated

- Existence of the claims in the transparency log was verified offline

- The signatures were verified against the specified public key
{"payloadType": "application/vnd.in-toto+json", "payload" : "eyJFdHlwZSI6InhOdHBZ0i8vaW4tdG90by5pby9TAGFOZWITbnQvdjAUNSISICIZdWIGZWNOTjpbeyJuYWIlIj0iZ
GVtbySnb2hhcmJveiSpby9mb3JnZWpvLWJlaWxkey9mb3JInZWpvLWxvY2FsLWJlaWxkcyIsICJkaWd1c3QiOnsic2hhMjU2IjoiNzk2MGYS506IzMWELYmNmZDkzNDg1YZE4ZmIwNFNmMTAYMGE
3YTcyZjFkYzYXNTdiMjUIN2JhYZQ1MjcBODA3MCI9FVBsICIwemVkaWNhdGVUeXB1lIjoiaHROCHM6LY9zbHNhLMRLdi9wem92ZWShbmNTL3YWLIIiLCAicHJ1Z61jYXR1Ijp7InJ1aWxkQ29uZ

Cosign verification
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Conclusion

@ Automated build on git push to Forgejo, GitLab, GitHub, etc
@ Build executed in controlled, network-isolated environment
@ SLSA Provenance automatically generated by Tetkon Chains
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Come See Us At The Project Pavilion

TektonCD Feedback
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