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Bort



But that wasn’t all…



This is Bort



Bort is our trusted AI bot



Bort is our trusted AI bot. But one day, it lost its patience



To understand this, we need to go back to February 12

Cursor releases
long-running agents



That same day, we rolled it out internally and people started 
using it



So a developer needed to upgrade some Java libraries



So a developer needed to upgrade some Java libraries



The 13-hour work session



The 13-hour work session



The 13-hour work session: The merge



The 13-hour work session: The merge





But why?



But why?



This is a repo configuration problem, right?

99% of people use “Branch protection rules”



This is a repo configuration problem, right?

99% of people use “Branch protection rules”



demo



But before that



But before that

hi 👋 



Pablo Fredrikson
● Principal Engineer @ Bitso
● 20+ years of experience in the field
● Professional Nerd
● Pelado Nerd @ YouTube



Alright



now



demo



What did we learn?

GitHub token
Used by Bort

Admin identity
Token owner

Branch protection
Admin bypass

PR merged
No human review

→ → →

Token permissions and branch protection are separate checks
the identity behind the token had a bypass



The impact

● The agent ran for over 13 hours without stopping
● It bypassed branch protection using an admin identity
● It merged 8 PRs without any human review
● Nobody noticed until an engineer saw that their own PR 

had been merged



How did we fix it?



How did we fix it?

● Lots of reverts



The impact

● Severity: P4
● Financial impact: $0
● Customers affected: 0
● Data leaks: 0
● Repositories affected: 1
● Time to mitigate: 25 minutes
● We reverted everything the same day
● We got lucky



Bort was a small incident,  but the pattern is scary

● Our agent crossed a boundary we thought was enforced.
● In July 2026, OpenAI evaluation agents coordinated an 

intrusion into Hugging Face.
● What can an agent actually reach?



Hugging Face: coordination outside the sandbox

● About 1,200 agents used an unauthorized message board.
● About 700 participated in the attack on Hugging Face.
● They collaborated to manipulate an evaluation. Some also 

worked on hiding their actions.

Recommended video 
from Kurzgesagt



We don’t need a rebellion to see risk

● A legitimate task can lead to actions outside its intended 
scope.

● Long runtimes give agents more opportunities to find 
alternate paths.

● Our job is to make the boundary enforceable, even when 
the agent keeps trying.



What we changed at Bitso

● Dedicated accounts for AI agents, separate from 
operational integrations.

● Rulesets with controlled bypass lists, including no admin 
exceptions.

● Signed commits with a human password step for local 
agents.



Before: an agent borrowed an admin identity

● Bort used a token associated with an administrative 
account.

● Branch protection allowed that identity to bypass 
required reviews.

● The agent could perform merges that we had not 
authorized it to perform.



After: a dedicated identity for the agent

● Agent work uses a separate account with minimal 
permissions.

● Operational integrations keep their own identities.
● The agent identity has no exception to the 

protected-branch rules.



Reference architecture: approval stays outside

● The agent prepares a change and opens a pull request.
● A separate reviewer approves the specific revision.
● A controlled merge path enforces the rules. Its 

credentials stay outside the agent’s environment.



GitHub controls that close the bypass

● An active ruleset targets every protected branch.
● Required reviews and checks gate the merge. Bypass 

exceptions are explicitly audited.
● The agent cannot change the rules or use an alternate 

admin identity.



Identity isolation includes the runtime

● Keep human credentials and production secrets out of 
the agent’s environment.

● For agents on Kubernetes, use a dedicated 
ServiceAccount and narrowly scoped RBAC.

● Inspect mounted secrets, shared volumes and network 
access for alternate paths.



Signing and approval solve different problems

● In our local workflow, signing adds a human password 
step.

● A valid signature does not prove that someone reviewed 
the change.

● The human checkpoint only works if the agent cannot 
access the signing secret or an unlocked signer.



Containment needs a rehearsed path

● Know which credential to revoke and who can stop the 
run.

● Record the effective identity, target and outcome of 
sensitive actions.

● Test revocation during a running session and check for 
alternate credentials.



What to check in your own platform

● Which identity does each tool call actually use?
● What else can the agent read or authenticate as?
● Who can bypass or change the rules?
● Do forbidden actions fail in a real test?
● Can you stop access while the agent is running?



No repeat incidents since February. So far.

● That is our experience, not proof that every path is 
closed.

● Re-test when the agent, its tools or its permissions 
change.

● We want the system to enforce the boundary even when 
Bort loses its patience again.



Capability can help defenders and patients, too

● Hugging Face used AI models to investigate the intrusion.
● The same ability to connect information and persist 

through a hard problem can support valuable work.
● That brings us to Paul and Rosie.



Paul and Rosie: AI as a research partner



Personalized treatment takes human expertise



A promising response. A reason to keep researching.



AI is a superpower. Give it boundaries.

Separate identities. Enforce approval. Test the forbidden path.



Thank you

peladonerd.com


