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Who we are?

Cloud Native and Open
Source security consultancy
established in 2017. Our
diverse culture empowers
and develops individuals
with talent and integrity.

Accustomed to work in
highly-regulated
environments and strategic
programmes
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Quantum Computing

What is it? e Classical computers work on discrete binary data

e Quantum computers use quantum superposition,
Interference & entanglement for computations
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Quantum Computing

What is it? e Classical computers work on discrete binary data

e Quantum computers use quantum superposition,
Interference & entanglement for computations

What is it good for? . ) :
e They excel at simulating nature! Run experiments for:

o Biology, Physics, Chemistry, Material Sciences, ...
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Quantum Computing

What is it? e Classical computers work on discrete binary data

e Quantum computers use quantum superposition,
Interference & entanglement for computations

What is it good for? . ) :
e They excel at simulating nature! Run experiments for:

o Biology, Physics, Chemistry, Material Sciences, ...

Why do we care? :
4 e They have one superstar: Shor’s Algorithm
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Quantum Computing

What is it? e Classical computers work on discrete binary data

e Quantum computers use quantum superposition,
Interference & entanglement for computations
What is it good for? ) ) :
e They excel at simulating nature! Run experiments for:
o Biology, Physics, Chemistry, Material Sciences, ...
Why d ? .
BRI e They have one superstar: Shor’s Algorithm. Breaks:
o RSA & ECC cryptography
o The lnternet
o The world as we know it!
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Quantum Computing

What is it? e Classical computers work on discrete binary data

China breaks RSA encryption with a

(quantum computer, threatening global
tata security

o Cryptography
o The lnternet
o The world as we know it!
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https://www.earth.com/news/china-breaks-rsa-encryption-with-a-quantum-computer-threatening-global-data-security/

Quantum Computing

What is it? e Classical computers work on discrete binary data

China breaks RSA encryption with a
guantum computer, threatening glohal

tata security

Using a guantum annealing processor built by D-Wave Systems, the
researchers say they factored|a 22-bit RSA integer|that had resisted earlier

attempts on the same class of hardware. \Wang Chao and colleagues at
Shanghai University carried out the experiment.



https://www.earth.com/news/china-breaks-rsa-encryption-with-a-quantum-computer-threatening-global-data-security/

Who was here last year?

6| o

KubeCon | CloudNativeCon
North America 2025

Quantum-Resistant Kubernetes:
Realities, Risks & (Versioning) Pitfalls

Fabian Kammel, ControlPlane
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Key Exchange vs. Sighatures

Two basic classes of e TLS solves two different challenges
algorithms

1.  Exchange shared secret over untrusted channel
2. Establish trust between two unknown parties
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Key Exchange vs. Sighatures

Two basic classes of e TLS solves two different challenges
algorithms

1.  Exchange shared secret over untrusted channel
2. Establish trust between two unknown parties

e Firstis 'solved’ via Key Exchange Mechanisms (KEM)
o Important to solve: store-now-decrypt-later
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Cloudflare PQC Encryption (%)

e Post-quantum encrypted

66.6% Annotations
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https://radar.cloudflare.com/post-quantum?dateRange=28d

Origin Servers PQC (%)

e Post-quantum supported

M%
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https://radar.cloudflare.com/post-quantum?dateRange=28d

Key Exchange vs. Sighatures

Two basic classes of e TLS solves two different challenges
algorithms

1.  Exchange shared secret over untrusted channel
2. Establish trust between two unknown parties

e Firstis 'solved’ via Key Exchange Mechanisms (KEM)
o Important to solve: store-now-decrypt-later

e Second issolved via Web PKI and signatures

o Cannot be manipulated in future
o More time to build this
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What is available today?

What are my options? o Aswith AES, NIST kicked-off a standardization process
for post quantum algorithms in 2016

e 4 winnerswere selected in 2024

Algorithm Type Underlying Math
ML-KEM (EIPS-203) Key Exchange Mechanism | Lattice

ML-DSA (EIPS-204) Signature Lattice
SLH-DSA (EIPS-205) Signature Hash

FN-DSA (pending..) Signature Lattice
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https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/205/final

Signature Zoo (NIST)

Algorithm Public Key (b) Signature (b) Signing (t) Verification (t)
Ed25519 32 64 0.15 1.3

ML-DSA 1,312 2,420 1 1

SLH-DSA 32 7,856 14,000 40

FN-DSA 897 666 3 0.7
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Signature Zoo (NIST)

Algorithm Public Key (b) Signature (b) Signing (t) Verification (t)
Ed25519 32 64 0.15 1.3
ML-DSA 1,312 40X | 2,420 40X |1 1

83 SLH-DSA 32 7,856 14,000 40

8@ FN-DSA 897 666 3 0.7
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Keys and signatures in a TLS 1.3 handshake today

D pre-installed in the browser

Root CA

offline

Intermediate CA
online

CT logs

independent operators,
sign SCTs at issuance

Web server
stores its cert chain

TLS handshake

once per connection

@controlplaneio

O stored on the server, sent in every handshake

Root certificate
in the browser's trust store

—{ O Root CA public key

Intermediate certificate
issued by the root CA

[ O Intermediate public key RSA-2048 ]—

P[ M-~ Signature by the root CA ]

J

Leaf (server) certificate
issued by the intermediate CA

—[ O Server public key P-256

[ M Signature by the intermediate CA

D created fresh in each handshake O public key M~ signature

CTlog A CTlogB
in the browser's CT log list in the browser's CT log list

[ Ow LogApublickey P *:laJ [ O Log B public key

[ N~~~ SCT #1, signed by log A

{ M~ SCT #2, signed by log B

CertificateVerify
proves the server holds its private key

b{ /- Signature over the transcript




Keys and signatures in a TLS 1.3 handshake today

Bytes on the wire
D pre-installed in the browser O stored on the server, sent in every handshake O created fresh in each handshake O public key M~ signature 4
RSA / P-256 ML-DSA-44

Root CA Root certificate

offline in the browser’s trust store
pre-installed: 0 bytes on wire

—{ Om Root CA public key

Intermediate CA Intermediate certificate I 7828

online issued by the root CA

[ Om Intermediate public key

b{ M~ Signature by the root CA

CT logs CTlog A CTlogB
independent operators, in the browser's CT log list in the browser's CT log list

sign SCTs at issuance pre-installed: 0 bytes on wire

[ Om Log A public key € { Om Log B public key

Web server Leaf (server) certificate -

stores its cert chain issued by the intermediate CA

—{ O Server public key P-256

[ M Signature by the intermediate CA ]4

[ M~ SCT #2, signed by log B

+8,572B

TLS handshake CertificateVerify

once per connection proves the server holds its private key

f
[ M~ SCT #1, signed by log A

b{ A~ Signature over the transcript
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How a TLS server certificate is issued today

C] from the server

Web server
alice.example.com

CA
intermediate CA,
online

CT logs
two independent
operators

D added by the CA D froma CT log

! never leaves the server

O public key

M~ signature # hash

Key pair
generated on the server

CSR
certificate signing request

[ Ow Public key

[ = Subject alice.example.com

)

[ O= Public key

)

[ A~ Signature by the server key

)

A

CSR via ACME, domain validated

Certificate chain
served in every TLS handshake

[ = Certificate (5)

[ = Intermediate certificate

A

certificate + chain

Precertificate
TBSCertificate + CT poison, signed

= Serial, issuer, validity

Subject alice.example.com

poison extension

E
(
[
(
[

- Signature by the intermediate CA

Certificate
same TBSCertificate, SCTs instead of the poison

[ = Serial, issuer, validity

[E Subject alice.example.com

[ O= Public key

[& SCT from log A, SCT from log B

[ f~ Signature by the intermediate CA

precertificate

SCTs
a signed promise to log it within 24 h

[ f~ SCT from log A

[ n~ SCT from log B

Log entry
appended within 24 h, the maximum merge delay

= Timestamp

+ Issuer key hash

[ = TBSCertificate, no poison, no SCTs

+# Leaf in the log's Merkle tree
o

Signed tree head
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Merkle Tree

Demo Time!
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Merkle Tree

Demo Time!



How a Merkle Tree Certificate is issued (standalone)

D from the server

Web server
alice.example.com

runs the
issuance log

Cosigners
independent operators,
e.g. a witness

@controlplaneio

D added by the CA D from a cosigner

\_ ! never leaves the server

O public key

Key pair
generated on the server

[ On Public key

On Private key

2]

CSR

certificate signing request

[ = Subject alice.example.com

[ On Public key

[ - Signature by the server key

A

H hash = field

M~ signature

CSR via ACME, domain validated

Certificate
served in every TLS handshake

[ = Certificate (6)

no intermediate certificate

A

certificate

Log entry
TBSCertificateLogEntry, appended to the log

[ = Issuer, validity

—

[ = Subject alice.example.com

[ +# Public key hash

no signature

Checkpoint
the log's new tree head

log
{ # Root hash of the issuance log

[ - CA cosignature

checkpoint

cosignature

Cosignature
the log only grew since the last checkpoint

[ +# Consistency check

)

[ n~ Witness cosignature

Certificate
entry + full key + proof + cosignatures

= Serial (log index), issuer, validity

= Subject alice.example.com

Public key

Om
# Inclusion proof
e

CA cosignature

M- Witness cosignature

) =




How a landmark-relative Merkle Tree Certificate is issued

D from the server

Web server

alice.example.com

runs the
issuance log

Browsers

via their
update channel

@controlplaneio

() added by the cA

D from a cosigner

Key pair

generated on the server

2]

CSR

certificate signing request

[ O= Public key

[ = Subject alice.example.com

[ On Public key

[ A~ Signature by the server key

A

CSR via ACME, domain validated

never leaves the server O public key M~ signature # hash = field

Certificates
picked per client in the handshake

[ = Landmark-relative certificate (7)

[ = Standalone certificate, fallback

A

certificate, after
the next landmark

Log entry
TBSCertificateLogEntry, appended to the log

[ = Issuer, validity

[ = Subject alice.example.com

[ + Public key hash

no signature

v

Cosigned checkpoint
as for a standalone certificate

[ # Root hash of the issuance log

Landmark
atree size the CA records, e.g. hourly

—> [E Landmark tree size

[ # Landmark subtree hash

landmark

subtree hash +
consistency proof

[ M CA cosignature

[ M Witness cosignature

Certificate
landmark-relative, proof to the landmark

[ = Serial (log index), issuer, validity

= Subject alice.example.com

Public key

On
# Inclusion proof

(
(
(

no signatures

Browser update
checked, then trusted (§7.4)

[ # Landmark subtree hash

[ H Consistency proof to (4)




Takeaways

What have we learned
today?

@controlplaneio

The post-quantum crypto transition is well underway
o 2030~2035 is a reasonable target

2025 saw a lot of adoption of ML-KEM due to
transparent updates in many tools and libraries
o Mitigates store-now-decrypt-later
o Thetail islong...

Signatures remain the focus area to further adoption.
New standards and more automation:

o Merkle Tree Certificates (IETF PLANTS)

o ACME Renewal Information (REC 9773)

o Shorter Lifetimes, 45 days by 2029

A controlplane


https://ietf-plants-wg.github.io/merkle-tree-certs/draft-ietf-plants-merkle-tree-certs.html
https://www.rfc-editor.org/info/rfc9773/
https://letsencrypt.org/2025/12/02/from-90-to-45

Sources to watch

Now with 100% less
clickbait

@controlplaneio

Bas Westerbaan @ Cloudflare

o 2029 Migration Target
o State of POC 2025

Scott Aaronson @ UT Austin
o Shor's Algorithm

Filippo Valsorda
o ML-KEM implementation
o ML-DSA implementation

Jan Schaumann
o Sites using POC (Feb 2026)
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https://research.cloudflare.com/about/people/bas-westerbaan/
https://blog.cloudflare.com/post-quantum-roadmap/
https://blog.cloudflare.com/pq-2025/
https://scottaaronson.blog/
https://scottaaronson.blog/?p=208
https://words.filippo.io/
https://words.filippo.io/mlkem768/
https://words.filippo.io/claude-debugging/
https://www.netmeister.org/blog/
https://www.netmeister.org/blog/pqc-use-2026-02.html

Thanks so much for listening!

Any questions?
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