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Key Exchange vs. Signatures

Two basic classes of 
algorithms
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Key Exchange vs. Signatures

Two basic classes of 
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● TLS solves two different challenges

1. Exchange shared secret over untrusted channel
2. Establish trust between two unknown parties

● First is ‘solved’ via Key Exchange Mechanisms (KEM)
○ Important to solve: store-now-decrypt-later

● Second is solved via Web PKI and signatures
○ Cannot be manipulated in future
○ More time to build this



What is available today?

What are my options?
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● As with AES, NIST kicked-off a standardization process 
for post quantum algorithms in 2016

● 4 winners were selected in 2024

Algorithm Type Underlying Math

ML-KEM (FIPS-203) Key Exchange Mechanism Lattice

ML-DSA (FIPS-204) Signature Lattice

SLH-DSA (FIPS-205) Signature Hash

FN-DSA (pending..) Signature Lattice

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/205/final


Signature Zoo (NIST)
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Algorithm Public Key (b) Signature (b) Signing (t) Verification (t)

Ed25519 32 64 0.15 1.3

ML-DSA 1,312 2,420 1 1

SLH-DSA 32 7,856 14,000 40

FN-DSA 897 666 3 (!) 0.7
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Algorithm Public Key (b) Signature (b) Signing (t) Verification (t)
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Takeaways

What have we learned 
today?
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● The post-quantum crypto transition is well underway
○ 2030~2035 is a reasonable target

● 2025 saw a lot of adoption of ML-KEM due to 
transparent updates in many tools and libraries
○ Mitigates store-now-decrypt-later
○ The tail is long…

● Signatures remain the focus area to further adoption. 
New standards and more automation:
○ Merkle Tree Certificates (IETF PLANTS)
○ ACME Renewal Information (RFC 9773)
○ Shorter Lifetimes, 45 days by 2029

https://ietf-plants-wg.github.io/merkle-tree-certs/draft-ietf-plants-merkle-tree-certs.html
https://www.rfc-editor.org/info/rfc9773/
https://letsencrypt.org/2025/12/02/from-90-to-45


Sources to watch

Now with 100% less 
clickbait
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● Bas Westerbaan @ Cloudflare
○ 2029 Migration Target
○ State of PQC 2025

● Scott Aaronson @ UT Austin
○ Shor’s Algorithm

● Filippo Valsorda
○ ML-KEM implementation
○ ML-DSA implementation

● Jan Schaumann
○ Sites using PQC (Feb 2026)

https://research.cloudflare.com/about/people/bas-westerbaan/
https://blog.cloudflare.com/post-quantum-roadmap/
https://blog.cloudflare.com/pq-2025/
https://scottaaronson.blog/
https://scottaaronson.blog/?p=208
https://words.filippo.io/
https://words.filippo.io/mlkem768/
https://words.filippo.io/claude-debugging/
https://www.netmeister.org/blog/
https://www.netmeister.org/blog/pqc-use-2026-02.html


Thanks so much for listening!

Any questions?
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