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● Distributed Systems Challenges

The Pitfalls of Distributed Locks

01. Process Pauses
Stop-the-world GC pauses & execution 
delays

02. Network Partitions
Asynchronous delays & packet loss

03. Zombie Clients
Clients acting on expired lock leases

Reference: https://martin.kleppmann.com/2016/02/08/how-to-do-distributed-locking.html

https://martin.kleppmann.com/2016/02/08/how-to-do-distributed-locking.html


● Distributed Systems Solution

Fencing Tokens

Reference: https://martin.kleppmann.com/2016/02/08/how-to-do-distributed-locking.html

https://martin.kleppmann.com/2016/02/08/how-to-do-distributed-locking.html


● Distributed Systems Architecture

Three-Party Contract

01. Coordination Service
Assigns latest owner & issues fencing 
tokens (e.g., etcd)

02. Client Application
Attaches fencing token to every request 
sent to resource

03. Target Resource
Rejects stale owners by validating 
incoming fencing tokens



● Distributed Coordination Framework

Introducing disco

01. Core System
A distributed coordination system 
fully implementing the Three-Party 
contract.

REPOSITORY
● https://github.com/ahrtr/disco 

HIGHLIGHTS
• Implement Three-Party Contract
• Fencing token support
• Strict safety semantics

02. Supported Primitives
Out-of-the-box distributed 
synchronization tools.

● Lock

● RWLock

● Semaphore

● Leader Election

Want more? Contributions are welcome!

03. Coordination Service
Provider-based pluggable 
architecture.

Etcd
✔ Fully Supported

Zookeeper
Planned / Help wanted

Redis
Planned / Help wanted

https://github.com/ahrtr/disco


● Deep Dive into Implementation

Lock Service Implementation
01. Lock Interface 02. etcd Provider Implementation

03. Grant Structure



● Deep Dive into Implementation

Client Application Implementation

01. gRPC Metadata Propagation

02. HTTP Header Injection

Example:
outCtx := metadata.NewOutgoingContext(ctx, fencing.ToGRPCMetadata(grant.Token()))
resp, err := rc.DoSomething(outCtx, &pb.WriteRequest{...})



● Deep Dive into Implementation

Target Resource Implementation
01. gRPC Unary Interceptor

02. HTTP Middleware

03. Token Verification & Fencing



● Live Demo

Live Demo: example/lock

01. Lock Service

Start the lock service
Launches the core distributed lock 
coordinator process.

$ go run ./server/src/cmd/discod

02. Resource Service

Start target resource service
Runs the guarded resource API 
requiring fencing tokens.

$ go run 
./examples/lock/http/resource

03. Client Applications

Start the client applications
Executes client instances 
contending for lock ownership.

$ go run 
./examples/lock/http/client



● Wrap Up

Questions & Answers

Thank You!


