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v BH Tuning Guide — Cilium 1.20.4 X -

C °s docs.cilium.io/en/stable/operations/performance/tuning/ ¥ o}

g83 cilium Hiarw

In-place upgrade by just enabling the config settings on an existing cluster is not possible
since these tunings change the underlying datapath fundamentals and therefore require
Pod or even node restarts.

The best way to consume this for an existing cluster is to utilize per-node configuration for
enabling the tunings only on newly spawned nodes which join the cluster. See the Per-

node configuration page for more details. ®
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Building the valve

> 4 O daemon: Fail agent startup o1 X ar

°5 github.com/cilium/cilium/pull/42482 (s) Ask Google [% ¥ 5} 0 work

daemon: Fail agent startup on incompatible datapath mode #42482 2

Il el tklauser merged 1 commitinto main from pr/HadrienPatte/mismatch-datapath-fail (33 on Oct 31, 2025

() Conversation 11 -0- Commits 1 [F) Checks 56 Files changed 2 +76 -4 8888
- i
& HadrienPatte commented on Oct 29, 2025 - edited ~ Member = *** Reiewors 3
@@ tklauser v
Cilium does not currently support migrating a live node with pods between ¥ fristonio .
netkit and veth datapath modes
(ref). But there is currently no safety mechanisms to safeguard against it. This Assignees 83

means that is it currently possible to accidentally switch datapath mode on a node

. . No one—assign yourself
and end up in an undefined and unexpected state.

This PR aims to ensure this can not happen by adding a check in the endpoint Labels 33

restore logic to check the restored endpoint link type against the configured
datapath mode and make the agent crash in case of incompatibility.

release-note/minor
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The valve

o000 valve.sh

if ip -o link show type veth | grep -q ': 1lxc'; then mode=veth

elif ip -o link show type netkit | grep -q ': 1Ixc'; then mode=netkit
{{- if eq .Values.cilium.preferedDatapathMode "preferNetkit" }}
else mode=netkit

{{- else }}

else mode=veth

{{- end }}
fi

echo "Smode" > /etc/cilium-agent-config/node-overrides/datapath-mode
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elif ip -o link show type netkit | grep -q ': 1Ixc'; then mode=netkit

{{- if eq .Values.cilium.preferedDatapathMode "preferNetkit" }}
else mode=netkit

{{- else }}

else mode=veth

{{- end }}
fi

echo "Smode" > /etc/cilium-agent-config/node-overrides/datapath-mode
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https://github.com/cilium/cilium/pull/43062

What's next

datapath-mode: auto ( )

Mixed datapath nodes
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https://github.com/cilium/cilium/pull/43062

Feedback

Thanks!

Blog: https://www.datadoghg.com/blog/engineering/
We're hiring! https://www.datadoghq.com/careers/
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