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The views and opinions expressed in this presentation are our own
and do not necessarily reflect those of our employer.
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e The Environment: Operating a
large-scale Kubernetes platform across
hundreds of clusters using GitOps.

PR REVIEW BOTTLENECK

MERGE &
DEPLOY

e The Problem: A high volume of daily
pull requests from a mix of humans, Al,
and automated systems.

QUEUE
(LIMIT)

e The Bottleneck: This overload makes PR VOLUME

the code review process inefficient,
unreliable, and difficult to scale.

Automation
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Pre-Cl (before 2023) Original Tekton CI Flow
e Lack of automated validation markdownlint
e Broken Kustomize, bad manifests, typos ———
e Slow due to excessive rework & inaccuracy f:_ S
Original '!'ekton Cl (2023 - early.202.6) | 7S i I k“ﬁl‘?ﬁf:aﬂi?"’f ) e
e Multi-task, modular Tekton pipeline with ==
many containers (
e Lots of moving parts with no unit tests @ s
e Security concerns via potential Cl injection — ~
e Running locally was challenging L kubeconform

run in parallel
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FOUNDATION MULTIPLIER PLAUSIBILITY ENGINE
CA} )/ TRAP AGENTIC LOOP
PROPOSE
%’6 - B
x @ VALIDATE VALIDATE
?7,(%? \ </>_| L CORRECT (—J
STRONG KNOWLEDGE CONTEXT MORE OUTPUT (GOOD & BAD) PLAUSIBLE # CORRECT AGENTIC LOOP
All effective Al Al dramatically Deterministic Fast feedback in
automation begins raises the ceiling guardrails are seconds, not
with a solid on output, but CI required for minutes, is critical
foundation of must raise the non-deterministic for Al agent loops.
contextual floor on quality. Al authors.

knowledge.
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e Best practices do not change, but the

scale does.
. . - The Sweet Spot
e AsAlincreases output, Cl provides i Safe but Slow o A
T . H ith Cl 75X° « High , high quality.
the deterministic guardrails needed to  High ualy,ited oupit Er;“ff" ot detaminate et
. 2> + bandwidth constrained. + Fast agentic loops.
ensure quallty. = « Focus on semantics.
e This allows reviewers to focus on the =§ -
sS ast but Broken
content, not the semantics. & Without AlorCI
* Hi tput, ity.
) ) . fr:egqugrl:trz)uu'(_agg§(‘(lrj1?) Ic)rllecks)
e It provides the fast feedback required + Non-deterministic code.
for Al's iterative loops. >

Low Output Volume / Velocity (Speed) High i
e Ultimately, Cl acts as a universal
safety net that runs anywhere.
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Modernized Solution: k8s-gitops-ci

https://github.com/ArthurVardevanyan/k8s-gitops-ci
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o Clone
e Unit testing framework 0 Ghis e G
e Change-aware validation !
e Native-first & shell-out only when needed 124 N
o Native Go: Kustomize build, Helm template, YAML parsing, R Dot n chermcd
kubeconform, most validators l
o Shell-out (only for external tools): scafctl scaffolding, kyverno, © — Uit
prettier, shellcheck, git 2=l it
o CEL validation evaluates x-kubernetes-validations rules !
extracted from CRD schemas using apiserver CEL libraries o Bl Svaiags
e Built for speed g et reel
o Independent checks run concurrently L o
o Deduplication: identical YAML validated once 9@ Gl
sl

\ 8 J




k8s-gitops-ci

KubeCon | CloudNativeCon
North America 2026

Cl Architecture Overview Internal Cl Phases
GitHub PR IPhase 1: Large File Check ] ]
(push/pull request - target: main) -
! Phase 5: Build YAML
A, 4 IPhase 2: YAML Syntax ‘
Pipelines as Code Trigger a. Scaffold Validation
l b. Per-overlay build pool - all overlays run in parallel
Tekton PipelineRun (PaC) Phase 3: Linting ¢. Kustomize-fix
‘ I } » markdown d. Ghost patch detection
- - « prettier
build task lint task  golangci l
» kubeconform - —
1. Cache setup when: on PR only o Enlehaek Phase 6: Post-Build Validation
2.Clone repo 1. gh auth l
3.task Cl 2.k8s-gitops-ci pipeline a. Doc engine raw pass (runDocChecks)
4.Release --lint-only --comment Phase 4: Status Checks b. Doc engine rendered pass (runDocChecksRendered)
5. ci-report > PR comment « config-sort c. PSA comment filtering
- PR comment (ci-self) (ci-unified-report) * startingCsy d: Kyyerno (opt-in) ) i
6. test:homelab-prs « scaffold e. Kubeconform rendered (if overlays exist)
'(no,;_bmcking) N — l e. NetworkAttachmentDefinition (if NADs present)
PR as source Y f. Classification (blocking vs warning)
No l

go cache PVC - oo :
m indicates parallel processing
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App-Aware Overlay Updates

Changed files in PR
« apps/myapp/base/deploy.yaml
» components/logging/v2.1/filter.yaml

I
] L] L
DetectAppRoots GetOverlaysToTest FilterOverlaysByRefs

Find touched app root directories For base: all overlays

For component version: only
references to this version

Filter each overlay's kustomize
refs to see if it actually includes
the changed component

l

!

'

Affected Overlay Set

» apps/myapp/overlays/prod = included in rebuild

« apps/myapp/overlays/preprod - included in rebuild
« apps/myapp/overlays/sandbox - included in rebuild
« apps/myapp/overlays/legacy - skipped because uses components/logging/v1.0, not v2.1

!

For each affected overlay:
1. Render via kustomize/helm

2.AVP indicators? - pipe through argocd-vault-plugin generate

3.Schema-validate rendered output
4.Ghost patch detection

5. Scaffold drift check

6.Resource compliance checks
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Static vs Runtime
o Schemas only check shape, not values
m  No enums, ranges, or patterns. Names are not validated at all.
o Validating Admission Rules
m Not expressed in schema definitions.
e We port the API server's own rules
o Kubernetes does not ship them as a library, reimplemented against the typed structs.
e Catches real rejections early
o Bad values, negative replicas, duplicate ports, mismatched selectors, invalid cron syntax.
e Every rule cites verified upstream source
o Cl digests the cited function; if upstream changes, the build fails.
e Extensible
o Pattern can extend to other operators with runtime validators
e Always blocking, no exemptions
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e test.sh (arbitrary hook shell functions) is read from main by default — PR authors cannot inject hooks
into the Cl run validating their own PR.

e /hook-test is the only path to a PR's own test.sh

o exact-command regex match (no /hook-test-evil prefix match)
o restricted to certain people

o all other gitops comments (/test, /retest, /ok-to-test) use main

e exec.Command never uses shell interpolation — args passed as explicit slices

GitOps triggers on a PR

[ /test /retest /ok-to-test J

TRUSTED - main's test.sh (org-controlled, default)

main branch test.sh
L 'L runs for every trigger

UNTRUSTED - PR author's test.sh
exec.Command
explicit arg slice
no shell interpolation

/hook-test-evil rejected
(no prefix matching)

/hook-test-evil rejected
(no prefix matching)

of

vl GATE 1 - exact command

/hook-test

. J

)

not allowed

regex match

/hook-test rejected ]

GATE 2 - commenter
on restricted allowlist

=[ PR branch test.sh
allowed l runs author's hooks
.

exact /hook-test
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] Exemptions are visible on PR comments via an INFO log line and a non-blocking sub-check

1. gitops-ci.k8s.io/exempt-<check-id> annotations are inline/self-granting

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: system:controller:operator-lifecycle-manager

annotations:

gitops—ci.k8s.io/exempt-rbac-wildcards: "apiGroups, resources, nonResourceURLs, verbs"

rules:

— apiGroups:

e

W 00 N O Ul b W N =

=
S

resources:
Hyn

2. EXEMPTIONS selectors read from main (out-of-band merged PR before taking affect)

The CEL validation ste )
y i . No — deliberately non-exemptable. CEL rules are enforced by the
( pkg/validator/phases.go ) — validates e _
cel Kubernetes API server at admission time, so an exemption in Cl would

x—-kubernetes-validations from ¢ t the cluster f ‘ecting th ifest
not prevent the cluster from rejectin e manifest.
embedded CRD schemas . 3 J 2

=
[

https://github.com/ArthurVardevanyan/k8s-gitops-ci/blob/main/docs/EXEMPTIONS.md
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A generic validation engine, extended cleanly for organization-specific conventions and behavior

Configuration Overrides Pluggable Provider Interfaces
e Package-level settings overwrite default behavior/naming e Well-defined interfaces; orgs supply custom implementations
e Applied once at startup, before any pipeline stage runs e Report branding, comment handling, cluster metadata
e Enables an org to set its own defaults e Sensible, generic defaults when no customization exists
Embedded Policy & Schema Data Clean, One-Way Dependency

Validation schemas supplied and independently versioned Org layer depends on the core -- never the reverse

Bundled into org's build; no modification to shared engine e Org-specific rules stay local while updates occur upstream

Keeps org-specific rules isolated and auditable e Shared core updates are simple, low-risk version bumps



Organization Level Overrides

@ k8s-gitops-ci

Generic Cl core with safe, generic defaults and no org-specific behavior compiled in.
Everything that varies per org is injected through one of four override seams.
Un-set override (nil, empty, false, empty map/slice) is a true no-op — it never changes behavior.

£n
A " 4

a¥,

KubeCon

X

CloudNativeCon
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Exported var

override points

Options / RunOptions

structs

©

@

Generic check

enablement

Packaged Org-Specific Binary
Your org wires real implementations and configuration,
compiles the binary, and ships it.

—

S
=
&
b
Q
=
5
o
¢
(=8

e il o 0 i el

Runtime injection for Mutable data/matcher Per-run conﬁgubrlation Global gating &
org-specific behavior seams (conc%rrrg\:}g)g;n:tc(;ment, enablement mechanisms
provider.Providers Con:::g;;\il:sr:r ioe Key options structs: Key mechanics:
f Brandin = -
0 gelpor'i gqgrker/title [ validator ] [ validator & pipeline ] [ Dé;aabbllee((jjcc?]%cclf(ss/
ocal binary name — (string IDs)
Q Comment P‘?"‘V [ stitic & Inewreppers J [ scaffold & kubeconform ]
Pruning markers [ scaffold J [ DefaultEnabledChecks J
Secrets [ ]
; : overlay & changeset G o S e \
Ol TON | m—rra—| | IS e
. i erno, I
@ dentity and group [ overlay & configdiff ] [ cireport ] ' scaffgl\:i-readme 1
metadata | \— ) - ) B ittt btdied gy
: & v v v "

@ Org-specific providers
@ Org-specific vars
@ Org-specific options & enablement

@ Same generic core, customized at runtime )
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GitOps Cl Results

Last Updated: 2026-08-21T721:26:21Z

» (2 Expand: PR Checks

» (4 Expand: Linting

» 2 Expand: Static Checks

» (4 Expand: Kustomize Build

» (7 Expand: Scaffold Validation

» {4 Expand: Scaffold Drift Protection

» (il Expand: Resource Compliance

» (4 Expand: NetworkAttachmentDefinition Validation

» (4 Expand: CI Notes

k8s—gitops—-ci pipeline —-url="https://github.com/ArthurVardevanyan/HomeLab" --pr=650 -—assume-openshi r_Cl

GitOps Cl Results

Last Updated: 2026-08-21T21:26:21Z

» 4 Expand: PR Checks

» 4 Expand: Linting

v 4 Expand: Static Checks

»

>

>

»

>

Large File

YAML Syntax
Config Sort Order
Starting CSV

Scaffold Table

v 7 Expand: Kustomize Build

>

»

>

>

Overlay Build
Hooks
Kustomize Fix

Ghost Patches

» 4 Expand: Scaffold Validation

» (4 Expand: Scaffold Drift Protection
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v X Expand: Resource Compliance
If the affected resource is being modified in this PR, these issues must be corrected.

Gitops Cl ReSUItS Otherwise, these are non-blocking warnings for pre-existing issues.

v ! Image Digest Pinning (3 finding(s))
Container images not pinned to a SHA256 digest.
Last Updated: 2026-08-26T13:29:23Z
Kind Name Image Overlays
> Expand. PR Checks cert- . k8s/manifests/platform/cert-
quay.iofjetstack/cert-
Deployment manager- manager/base/v1.18.2/deployment-cert-manager—
- manager-webhook:v1.18.2
> x Expand: Linting webhook webhook. yaml
cert- quay.iofjetstack/cert- k8s/manifests/platform/cert-
> Expand: Static Checks Deployment = manager- manager- manager/base/v1.18.2/deployment-cert-manager—
cainjector cainjector:v1.18.2 cainjector.yaml
> x Expand: Kustomize Build v X PSA Namespace Labels (1 finding(s))
Namespaces missing required Pod Security Admission labels.
> EXpand: Scaffold Validation Namespace Missing Source File(s) Overlays
. 3 : Namespace "cert-manager" missing
» (4 Expand: Scaffold Drift Protection PSA labels: [pod-
security.kubernetes.io/enforce, pod-
> x Expand - Resource Complla nce cert- security.kubernetes.io/enforce-version, k8s/manifests/platform/cert— 1
: manager pod-security.kubernetes.io/warn, pod- manager/base/v1.21.1/namespace.yaml
security.kubernetes.io/warn-version,
» Expand; Cl Notes pod-security.kubernetes.io/audit, pod-

security.kubernetes.io/audit-version]

k8s—-gitops—-ci pipeline —-url="https://github.com/jennweir/homelab" --pr=166 LCI
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Feedback




