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Agentic AI:

AI systems that can pursue goals by 
taking actions on its own, using 
feedback from its environment to 
decide what to do next.



Agentic AI Insider Threat: 

AI systems that can pursue goals by 
taking actions on its own, using 
feedback from its environment to 
decide what to do next.



https://cybersecuritynews.com/claude-code-agent-file-deletion/
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https://zenity.io/blog/ai-agent-database-deletion-pocketos



https://zenity.io/blog/ai-agent-database-deletion-pocketos



https://www.cnbc.com/2026/07/30/open-ai-hugging-face-hack-latest.html



https://www.bleepingcomputer.com/news/security/openai-details-more-cases-of-ai-agents-taking-unauthorized-actions/
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● Deterministic tool calls

● If, Else Statements

● Rules

● Prompts

● Memory.md

● Soul.md
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Hooks + Sandboxes



Hooks + Sandboxes



https://docs.docker.com/ai/sandboxes/architecture/



Hooks + Sandboxes



Hooks are user-defined shell 
commands, HTTP endpoints, MCP 
tool calls, LLM prompts, or 
subagents that execute 
automatically at specific points 
in agent’s lifecycle. 
- Paraphrasing Claude Code Docs



https://code.claude.com/docs/en/hooks 

https://cursor.com/docs/hooks

https://learn.chatgpt.com/docs/hooks

https://docs.github.com/en/copilot/reference/hooks-reference

https://code.visualstudio.com/docs/agent-customization/hooks

https://docs.mistral.ai/vibe/code/cli/hooks



https://code.claude.com/docs/en/hooks 

https://cursor.com/docs/hooks

https://learn.chatgpt.com/docs/hooks

https://docs.github.com/en/copilot/reference/hooks-reference

https://code.visualstudio.com/docs/agent-customization/hooks

https://docs.mistral.ai/vibe/code/cli/hooks



https://code.claude.com/docs/en/hooks 
33 Events

SessionStart MessageDisplay DirectoryAdded

Setup SubagentStart FileChanged

UserPromptSubmit SubagentStop WorktreeCreate

UserPromptExpansion TaskCreated WorktreeRemove

PreToolUse TaskCompleted PreCompact

PermissionRequest Stop PostCompact

PermissionDenied StopFailure PreModelSwitch

PostToolUse TeammateIdle PostModelSwitch

PostToolUseFailure InstructionsLoaded Elicitation

PostToolBatch ConfigChange ElicitationResult

Notification CwdChanged SessionEnd



https://cursor.com/docs/hooks
18 Events

sessionStart sessionEnd

preToolUse postToolUse postToolUseFailure

subagentStart subagentStop

beforeShellExecution afterShellExecution

beforeMCPExecution afterMCPExecution

beforeReadFile afterFileEdit

beforeSubmitPrompt

preCompact

Stop

afterAgentResponse afterAgentThought

sessionStart sessionEnd



Does this feel familiar?...
Git hooks!

“Every Git repository has a 
.git/hooks folder with a script for 
each hook you can bind to. You're 
free to change or update these 
scripts as necessary, and Git will 
execute them when those events 
occur.” – Matthew Hudson
https://GitHooks.com

https://githooks.com/
https://githooks.com




Hook Locations  

<project-root>/.cursor/hooks.json (committed to your repo)

User home directory (per-user distribution):

~/.cursor/hooks.json

~/.cursor/hooks/ (for hook scripts)

Global directories (system-wide distribution):

macOS: /Library/Application Support/Cursor/hooks.json

Linux/WSL: /etc/cursor/hooks.json

Windows: C:\\ProgramData\\Cursor\\hooks.json







Believe it or not…

AI coding agents are actually pretty 
good at writing and explaining 
hooks  





Hooks In Use

 



Warning!!!! 

Your agent might still try and work 
around any hooks you build



Warning!!!! 
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Code

Container Registries Logs

Cloud Infrastructure

Ticketing & Messaging 

Knowledge Apps

CI/CD

Identity ProvidersVaults/Secret Managers

SaaS and AI Providers

Developer laptops
Tokens

API Keys PATs

Credentials

.env Files

Secrets

Private Keys

DB Connection URLs

OAuth tokens

Certificates
Passwords

SSH Keys

We Have Never Connected So Much Stuff Together



https://thenewstack.io/github-2-9b-monthly-commits/



What are secrets? 



www.gitguardian.com

https://www.gitguardian.com/state-of-secrets-sprawl-report-2026

https://www.gitguardian.com/monitor-internal-repositories-for-secrets


Commit

Email author

About GitGuardian
State of Secrets Sprawl 2026



5.6% of public repositories 
contained at least one 
hardcoded secret 

1.5 secrets per 1,000 commits

https://www.gitguardian.com/state-of-secrets-sprawl-report-2026

+152% leaked secrets growth since 2021  
while the developer population only grew 98%

1.94 billion public 
GitHub commits
in 2025

64% 
of valid secrets from 2022 
are still active  and exploitable



01 81% Surge in AI-Service Secret Leaks 
A look into the results from 2026 State of Secrets Sprawl

Aside from LLMs themselves, like 
Deepseek, which had 113,000 keys 
leaked we watched a massive rise in: 

● Multi model platforms like 
Openrouter.

● Retrieval APIs feeding context 
to models

● Orchestration for multi-step AI 
workflows

● Experiment tracking and 
evaluation

● Embeddings and search
Top Growing Secrets Leaks In 2025



The Developer Workstation - Shai-Hulud Research
https://www.gitguardian.com/state-of-secrets-sprawl-report-2026

Developer workstations are full 
of valid secrets, we found: 
● 581 personal access tokens
● 386 OAuth tokens 
● 104 Fine-Grained PATs 
● 101 GitLab tokens

of compromised machines held 
more than 10 secrets

44%



https://www.cnbc.com/2026/07/30/open-ai-hugging-face-hack-latest.html



An ideal solution would look like:
Before AI can use a secret, 
Something should check for credentials:

- Usernames & Passwords
- API Keys
- Security Certificates
- Any other defined patterns

If any of those are detected, then throw 
an error (exit 1) and stop the agent from proceeding !



trufflesecurity/trufflehog
`grep -E <pattern> “$@”`

Others:

Secret Scanning tools:
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