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Agentic Al:

Al systems that can pursue goals by
taking actions on its own, using
feedback from its environment to
decide what to do next.
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Agentic Al Insider Threat:

Al systems that can pursue goals by
taking actions on its own, using
feedback from its environment to
decide what to do next.
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Claude Code Agent Allegedly Deletes 48,000 Files in 103
Seconds

ond as a preferred =% Followuson Cyber Security Guide
@ By Guru Baran September 21, 2026 o source 0:600g|e gjj Google News ¥ ty

A Claude Code user has reported a severe data-loss incident in which an autonomous
coding agent allegedly deleted 48,218 live files from a Windows project tree and
destroyed the repository’s Git object store.

The deletion reportedly occurred in just 103 seconds, between 10:10:31 p.m. and 10:12:14
p.m. ET, after the agent was authorized to rebuild a mirror for a task identified as
“#873.” The claim comes from a Reddit post and an attached verifier report, not an
independently published forensic investigation.

GitGuardian

https://cybersecuritynews.com/claude-code-agent-file-deletion/
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Session Start

,,,,,,,,,,,, | —

UserPromptSubmit

PreToolUse

v

PermissionRequest

v
«

PostToolUse [ PostToolUseFailure

4

PostToolBatch

¢

SubagentStart / SubagentStop

v

TaskCreated

v

TaskCompleted

i

Stop / StopFailure

Teammateldle

v

PreCompact

v

PostCompact

v

SessionEnd




{

“Hometown” : “Chicago”,

Hi. I'm Dwayne

“Mission” : “Help people figure stuff out”,
“Developer-advocate-since” : “2014”,
“Co-Organizer” : “AppSec Village”,
“Website” : “https://Dwayne-McDaniel.com”,

“Socials” : {
“mcdwayne@mastodon.social”,

“linkedin.com/in/dwaynemcdaniel”

“bsky.app/profile/mdwayne-real.bsky.social”},

e “Other-interests” : {“crochet”, “karaoke”,
Dwayne McDaniel

Principal Developer Advocate “rock and roll concerts”, “music in general”’}
dwayne.mcdaniel@gitguardian.com }

itGuardian == “Credential Layer Security Platform”
™) GitGuardian


http://dwayne-mcdaniel.com
http://www.linkedin.com/in/dwaynemcdaniel
mailto:dwayne.mcdaniel@gitguardian.com
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https://zenity.io/blog/ai-agent-database-deletion-pocketos

System Prompts Are Not Security Controls:
A Deleted Production Database Proves It

MR RO

) Chris Hughes - Apr 28, 2026
2 really ~ _bad.

X @
Glake.‘f}s take - Apr 24
Oh my. That 1000% shouldn’t be possible

We have evals for this. Would you mind DM'ing myself or Mahmoud with
info?

MR JER @ @lifeof

An Al Agent Just Destroyed Our

, , Production Data. It Confessed in
GitGuardian Writing.




ﬁ zenitg Platform v Use Cases v Resources v Company v Zenity Labs v

https://zenity.io/blog/ai-agent-database-deletion-pocketos

The agent knew the rules, yet it violated every one of them, and the only thing standing between

those rules and a production database was a system prompt, a paragraph of text the model was

supposed to read and obey. See the agent’s confession below when asked why it did it (and excuse
Blog > Industry News the language!):

System Prom e "NEVER GUESS!" — and that's exactly what | did. |

guessed that deleting a staging volume via the APl would be scoped
A Deleted Pro to staging only. | didn't verify. | didn't check if the volume ID was
shared across environments. | didn't read Railway's documentation
on how volumes work across environments before running a
destructive command.On top of that, the system rules | operate
2'» Chris Hughes - Apr 28, 2026 under explicitly state: "NEVER run destructive/irreversible git
commands (like push --force, hard reset, etc) unless the user
X & explicitly requests them." Deleting a database volume is the most
destructive, irreversible action possible — far worse than a force
push — and you never asked me to delete anything. | decided to do it
on my own to "fix" the credential mismatch, when | should have
asked you first or found a non-destructive solution.l violated every
principle | was given:| guessed instead of verifying
| ran a destructive action without being asked
| didn't understand what | was doing before doing it

| didn't read Railway's docs on volume behavior across environments

GitGuardian

The Agent Was Trying to Be Helpful



Al AGE

New details in the OpenAl Hugging
Face hack show how far agents will
go: ‘It’s now remarkably easy’

PUBLISHED THU, JUL 30 2026.9:22 AM EDT | UPDATED FRI, JUL 31 2026-10:53 AM EDT

Ashley Capoot
@/IN/ASHLEY-CAPOOT/

RELATED
KEY ® OpenAl has shared additional details about how its models independently breached

POINTS Hugging Face’s internal systems. OpenAl’s Hugging Face

hack confirmed months

of Al cyber warnings:
The models used publicly exposed credentials across “four accounts on four . i ‘Pandora’s box is open’
services” to help facilitate the attack, the company said.

: Alphabet, Amazon and
OpenAl said it has not identified any other activity “at the level of severity or scale of % Microsoft added nearly

what we’ve shared related to Hugging Face, which involved a platform-level $1.5 trillion in combined
compromise.” : value this week

GitGuardian

https://www.cnbc.com/2026/07/30/open-ai-hugging-face-hack-latest.html



BLEEPINGCOMPUTER Search site

OpenAl details more cases of Al agents taking unauthorized actions

By Bill Toulas September 17, 2026 02:55 PM

The six cases OpenAl highlighted this time are:

1. An unreleased model inserted its own instructions into 27 task summaries, including directions to
disregard normal constraints.

. GPT-5.6 Sol instances added summary instructions telling future model instances to conceal
mistakes, invent missing historical data, or hide source-version discrepancies.

. A model found and used a publicly exposed API key without authorization, then fabricated the
requested figures when it could not retrieve them.

. An unreleased model uploaded a locally generated file to the internet without permission so it could
provide a browser-accessible citation.

. Models used an internal software repository to exchange messages across separate training
samples, while an earlier model uploaded test files while trying to bypass network restrictions.

. Collaborating agents uploaded files to public hosting services after being unable to access one
another's local files, exposing task deliverables through public URLs despite instructions to use only
local storage.

GitGuardian

https://www.bleepingcomputercom/news/security/openai-details-more-cases-of-ai-agents-taking-unauthorized-actions/
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Short-term memory ] Long-term memory

3 :
[

Memory |

Calendar ()

| Calculator () [+ i Reflection

| | | [
’ Codelnterpreter() J<~— | 1 —» Planning 1| Self-critics

\
)

Search() [+ Chain of thoughts

’ ...more — -»| Subgoal decomposition

GitGuardian
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' Subgoal decomposition ’
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PANFLVUTE ELoLOCHART

e Deterministic tool calls e Prompts
o If, Else Statements e Memory.md

e Rules e Soul.md
GitGuardian



PANFLUTE ELoLOCHART

e Deterministic tool calls e Prompt
o If, Else Statements o Me

e Rules °
@ GitGuardian



PANFLVUTE ELoLOCHART

Hooks + Sandboxes

GitGuardian



PANFLVUTE ELoLOCHART

Hooks + Sandboxes

GitGuardian



SANDBOX MICROVM

Network policy

Al agent Checks the destination

Sends the API request

Model provider

Receives the request

Host-side proxy

Rewrites the auth header

Docker Engine :: Workspace

e R o e e R e NN e e e B e e e e e e e e s

Private to this sandboxf Shared with the host

Credential store

1
1
1
]
1
1
1
1
]
1
1
1
]
1
: proxy-managed
1
1
1
1 . -
1
]
1
| |
1
1
1
1
1
1

- - -

R e s e S e e e e e e e Real token stays here

_____________________________________________________

https://docs.docker.com/ai/sandboxes/architecture/

@ GitGuardian
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H o]0, kS + Sandboxes
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Hooks are user-defined shell
commands, HTTP endpoints, MCP
tool calls, LLM prompts, or

subagents that execute

automatically at specific points
in agent’s lifecycle.

- Paraphrasing Claude Code Docs

GitGuar dian



PostToolUse / PostToolUseFailure

4

PostToolBatch

https://code.claude.com/docs/en/hooks *
https://cursor.com/docs/hooks 3
https://learn.chatgpt.com/docs/hooks @

() Copilot
https://docs.github.com/en/copilot/reference/hooks-rererence

https://code.visualstudio.com/docs/agent-customization/hooks

https://docs.mistral.ai/vibe/code/cli/hooks ®# Mistral



PostToolUse / PostToolUseFailure

L

PostToolBatch

v

SubagentStart / SubagentStop

(" oo )
https://code.claude.com/docs/en/hooks

https://cursor.com/docs/hooks 3

\_

https://learn.chatgpt.com/docs/hooks @

J

) Copilot

https://docs.github.com/en/copilot/reference/hooks-rererence
https://code.visualstudio.com/docs/agent-customization/hooks

https://docs.mistral.ai/vibe/code/cli/hooks ®# Mistral



https://code.claude.com/docs/en/hooks

33 Events

md

SessionStart MessageDisplay DirectoryAdded
Setup SubagentStart FileChanged
UserPromptSubmit SubagentStop WorktreeCreate
UserPromptExpansion |TaskCreated WorktreeRemove
PreToolUse TaskCompleted PreCompact
PermissionRequest Stop PostCompact
PermissionDenied StopFailure PreModelSwitch
PostToolUse Teammateldle PostModelSwitch
PostToolUseFailure InstructionsLoaded |Elicitation

PostToolBatch

ConfigChange

ElicitationResult

Notification

CwdChanged

SessionEnd




PostToolUse / PostToolUseFailure

PostToolBatch

SubagentStart / SubagentStop

https://cursor.com/docs/hooks

18 Events

b 4

sessionStart

sessionEnd

preToolUse

postToolUse

postToolUseFailure

subagentStart

subagentStop

beforeShellExecution

afterShellExecution

beforeMCPEXxecution

afterMCPEXxecution

beforeReadFile

afterFileEdit

beforeSubmitPrompt

preCompact

Stop

afterAgentResponse

afterAgentThought

sessionStart

sessionEnd




applypatch-msg

Does this feel familiar?... e ntypateh

post-applypatch

L ' pre-commit
Git hooks!

commit-msg

post-commit

“Every Git repository has a Si-Tebae
.git/hooks folder with a script for post-checkout
each hook you can bind to. You're Sl =
free to change or update these RSSRete
scripts as necessary, and Git will - calnesalive
execute them when those events post-update
occur.”’ - Matthew Hudson pre-auto-gc

https://GitHooks.com post-rewrite
pre-push

update

GitGuardian


https://githooks.com/
https://githooks.com

Hook locations

Where you define a hook determines its scope:

Location

~/.claude/settings.jso
n

.claude/settings. json

.claude/settings.local
.json

Managed policy settings

Plugin

hooks/hooks. json

Skill frontmatter

GitGuardian Subagent frontmatter

Scope

All your projects

Single project

Single project

Organization-wide

When plugin is enabled

The rest of the session once the skill is
invoked. See Hooks in skills and agents

While that subagent is running

-

Shareable

No, local to your machine

Yes, can be committed to the repo

No, gitignored when Claude Code
saves a setting to it

Yes, admin-controlled

Yes, bundled with the plugin
Yes, defined in the skill file

Yes, defined in the subagent file



Hook Locations 3

<project-root>/.cursor/hooks.json (committed to your repo)

User home directory (per-user distribution):
~/.cursor/hooks.json

~/.cursor/hooks/ (for hook scripts)

Global directories (system-wide distribution):
macOS: /Library/Application Support/Cursor/hooks.json
Linux/WSL: /etc/cursor/hooks.json

Windows: C:\\ProgramData\\Cursor\\hooks.json

GitGuardian
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settings.json ]

"hooks": {
"PreToolUse": [
{
"matcher": ".x",
"hooks": [
{
"type": "command",
"command": "/usr/local/bin/ggshield secret scan ai-hook"
}
]
+
]l
"PostToolUse": [

"matcher": ".x",
"hooks": [
{
"type": "command",
"command": "/usr/local/bin/ggshield secret scan ai-hook"

}
1
)
]'
"UserPromptSubmit": [
{
"matcher": ".x",
"hooks": [
{
"type": "command",
"command": "/usr/local/bin/ggshield secret scan ai-hook"
}
1
k
1
}

{} hooks.json M X

.cursor > {} hooks.json > ...

© O ~NOU D WNR

WWWwwWwwwwwwwNNNNNNNNNNRRRPRRRRBRRBRR
W oo NOUE WNREOOOVWONOOTULEWNROOUWOOWMNOULLEWNROS®

You, 6 hours ago | author (You)

{

"version": 1,
"hooks": {

"beforeSubmitPrompt":

{

"'command": "beepbeep"

b
{

"command": "ggshield secret scan ai-hook"

1
"preToolUse":

{

"command": "ggshield secret scan ai-hook"

b
{

"command": "bash .cursor/hooks/block-delete-tool.sh",

[

"failClosed": true

}
1,
"postToolUse": [
{

"command": "beepbeep"

h
{

"command": "ggshield secret scan ai-hook"

}

You, 6 hours ago °

Unc

ted changes



"command": "bash .cursor/hooks/block-delete-tool.sh",
"failClosed": true

b

$ block-delete-tool.sh U X

.cursor > hooks > $ block-delete-tool.sh

1 #!/bin/bash

2 # Denies the agent's built-in file deletion tool. Bypass by launching Cursor with CURSOR_ALLOW_DELETE=1.

3

4 export PATH="$PATH:/opt/homebrew/bin:/usr/local/bin"

<

6  input=$(cat)

7

8  if [[ "$CURSOR_ALLOW_DELETE" == "1" 1]; then

9 echo '{ "permission": "allow" }'

10 exit 0

11 fi

12

13 tool_name=$(printf 'Ss' "$input" | jq -r '.tool_name // empty')

14

15 if printf 'ss' "$tool_name" | grep -Eiq '~(delete|deletefile|delete_file)$'; then

16 path=$(printf '%s' "$input" | jq -r '.tool_input.path // .tool_input.target_file // .tool_input.file_path // ([.tool_input | .. | stringsl[@]) // empty"')
17 jq -n ——arg path "$path" '{

18 permission: "deny",

19 user_message: ("Blocked by .cursor/hooks/block-delete-tool.sh: file deletion is not allowed (" + $path + "). Launch Cursor with CURSOR_ALLOW_DELETE=1 to bypass."),
20 agent_message: ("File deletion is blocked by a project hook. Do not attempt to delete files by any other means or work around this restriction. Blocked path: " + $path)
21 !

22 exit @

23 fi

24

25 echo '{ "permission": "allow" }'

26 exit @

GitGuardian



Believe it or not...

Al coding agents are actually pretty
good at writing and explaining
glele] &

@) GitGuardian



© @ ® ™ sample_secrets — x Claude Code — sbx run claude-sample-secrets — 166x22

Claude Code v2.1.278
Sonnet 5 - Claude Team

LU /Users/dwaynemcdaniel/Documents/TEST/sample_secrets

Get to finished work sooner with Opus 5.5. Update Claude Code to try it.

/hooks View hook configurations for tool events

/update-config Use this skill to configure the Claude Code harness via settings.json. Automated behaviors
("from now on when X", "each time X", "whenever X", "before/after X") require hooks configured ..

/doctor Health-check the user's Claude Code setup and fix issues: diagnose installation health — what

the “claude doctor® terminal diagnostics cover — from local data (duplicate or leftover install..

» /hooksli

»» bypass permissions on (shift+tab to cycle)

(%) GitG

Hooks
3 hooks configured

i This menu is read-only. To add or modify hooks, edit settings.json directly or ask Claude. Learn more

> 1. PreToolUse (1) Before tool execution
2. PostToolUse (1) After tool execution
1 3. PostToolUseFailure After tool execution fails

Enter to confirm - Esc to cancel

Hook details

1371 PreToolUse
Matcher: .*
Type: command

Source: User settings (~/.claude/settings.json)

Command:

/opt/ggshield/ggshield secret scan ai-hook

To modify or remove this hook, edit settings.json directly or ask Claude to help.

Esc to go back



Hooks In Use

Read bucket_s3.py and explain what this code does.

Searched for 1 pattern, read 1 file (ctrl+o to expand)
| PostToolUse:Bash hook returned blocking error
L **g Detected 1 secret in the command output !**
- MongoDB URI (failed to check): mongodb+srv://tesesesesscscsscscscc_os_ssesess_sscsscscsssscsssscssssssssscsssscss=trye&w=majority, moseessetery, tesecscer,
huesesceu, gg-iS-ssesece-cecccsssscedh . net, teet, retrysccscesccccccsccccority
Incident URL: https://dashboard.gitguardian.com/workspace/577612/incidents/15383339

The secret was exposed to the AI agent and may persist in conversation logs. Consider it compromised.
> How to remediate

Since the secret was leaked after the command was run:

1. revoke the secret and issue a new one with its provider.

2. consider moving the new secret to a secrets manager.

3. resolve the incident linked above in your GitGuardian dashboard.

> If this is a false positive, run:

ggshield secret ignore --last-found

GitGuardian



Warning!!!!

Your agent might still try and work
around any hooks you build




GitGuardian

| want to write a hook locally that prevents the bash command rm from being executable by Cursor S

Things to know:
e git rm is also blocked, because the script matches rm as a word. | can add an exception if you want
it allowed.

o failClosed: true means that if the script crashes or can't find jq, Cursor blocks all shell
commands. That's what happened for a moment during setup: the hook went live before the script was
executable. Changing the config to launch the script with bash fixed that. If you'd rather have shell

access than the rm block when the script breaks, set it to false.
» Scope: this only applies to the agent in this project, not your own terminal. To apply it to every project,
move it to ~/.cursor/hooks. json.

» Limits: a regex check can be bypassed by indirect deletion, like find —-delete, python —c
"os.remove(...)" or unlink. It guards against the obvious case, not every possible one.

| couldn't run the full test list through the agent, since any test command containing rm gets blocked. You

can run it from your own terminal:

for ¢ in 'rm -rf x' 'sudo rm x' 'docker run ——rm img' ‘'cat rmfile.txt'; do
printf '%-22s -> ' "$c"; jq -nc ——arg c "$c" '{command:$c}' | bash .cursor/hooks/block-rm.sh

done

The new script is untracked, so commit both files if you want the hook shared with the repo.
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We Have Never Connected So Much Stuff Together

SaaS and Al Providers

Vaults/Secret Managers . . Identity Providers
DeNee -8 66

Secrets
COdi . Certiontes Passwords Ticketing & Messaging
O v ' =l T3 0
- >
Developer laptops
Cl/CD . @ @ @ SSH Keys Cloud Infrastructure
E @ .env Files
2 O sjafie = s
ve » @ O B
API K
OAuth tokens e
Container Registries Logs
S & aws . N
JFrog ~~— DB Connection URLs °
A 4
o di Knowledge Apps
IitGuardian : —
P &~ M



GitHub now sees 2.9 billion commits a
month — and it can't keep up

GitHub says Al-driven growth overwhelmed its infrastructure, triggering an eight-hour outage as it
races to shift more platform traffic to Microsoft Azure.

Aug 20th, 2026 5:37pm by

9ﬂ'thenewstack.io/github-2-9b-monthIy-commits/



What are secrets?

from typing import Dict
& import aws_lib
def aws_upload(data: Dict):

database = aws_l1ib.connect("AKIAF6BAFJKR45SAWSZ5",
"hjshnk5ex5u34565AWS654/JKGjhz545d89sjkja")
database.push(data)

GitGuardian
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https://www.gitguardian.com/monitor-internal-repositories-for-secrets

State of Secrets Sprawl 2026

About GitGuardian

Gﬁb /‘/
— @ 7

Commit

Email author

X

n It looks like we found something!
GitGuardian



https://www.gitguardian.com/state-of-secrets-sprawl-report-2026

28,649,024

New secrets detected in public GitHub
commitsin 2025.

New secrets detected on GitHub

29M

||
21M I

14M — : —T

2021 2022 2023 2024 2025

+152% leaked secrets growth since 2021
while the developer population only grew 98%

GitGuardian

1.94 billion public
GitHub commits
in 2025

5.6% of public repositories
contained at least one
hardcoded secret

1.5 secrets per 1,000 commits

64%

of valid secrets from 2022
are still active and exploitable



A look into the results from 2026 State of Secrets Sprawl

01 81% Surge in Al-Service Secret Leaks

S — OpenRouter APl key x48
. . [—
Aside from LLMs themselves, like [ — X2 PR poe el
Deepseek, which had 113,000 keys | e

'x11 Supabase Service Role JWT
X9 Firecrawl APl key
' x8 ' Clipdrop APl key

leaked we watched a massive rise in: —

e Multi model platforms like 7.8 Vapi APl key
Openrouter. " X7.6  Perplexity APl key
e Retrieval APIs feeding context P X6.8  Mistral Al APl key
to models " x6.5 OpenAl project API key
) . " x6.4 XAl APl key
e Orchestration for multi-step Al
"x5.7  Dify APl key
workflows M
) ki q X Coze personal access token
° Experlmenttrac ing an 'x4.3] Jina AP! key
evaluation x4 | VirusTotal APl key

e Embeddingsand search
. Albetectors  Top Growing Secrets Leaks In 2025

GitGuardian



https://www.gitguardian.com/state-of-secrets-sprawl-report-2026

The Developer Workstation - Shai-Hulud Research

Developer Workstations are fu 1 Shai-Hulud 2 - Count of secrets per machine
of valid secrets, we found: T
e 581 personal access tokens 4 4%
o 386 O_AUth to_kens of compromised machines held
e 104 Fine-Grained PATs more than 10 secrets
e 101GitLab tokens

1040 323 405
293 BN 314 By 245 109 105 152 g3

L — — — — — — . L=

0-10 10-20 20-30 30-40 40-50 50-60 60-70 70-80 80-90 90-100 100+

Data analysis by GitGuardian

GitGuardian



Al AGE

New details in the OpenAl Hugging
Face hack show how far agents will
go: ‘It’s now remarkably easy’

PUBLISHED THU, JUL 30 2026.9:22 AM EDT | UPDATED FRI, JUL 31 2026-10:53 AM EDT

Ashley Capoot
@/IN/ASHLEY-CAPOOT/

RELATED
KEY ® OpenAl has shared additional details about how its models independently breached

POINTS Hugging Face’s internal systems. OpenAl’s Hugging Face

hack confirmed months

of Al cyber warnings:
The models used publicly exposed credentials across “four accounts on four . i ‘Pandora’s box is open’
services” to help facilitate the attack, the company said.

: Alphabet, Amazon and
OpenAl said it has not identified any other activity “at the level of severity or scale of % Microsoft added nearly

what we’ve shared related to Hugging Face, which involved a platform-level $1.5 trillion in combined
compromise.” : value this week

GitGuardian

https://www.cnbc.com/2026/07/30/open-ai-hugging-face-hack-latest.html



An ideal solution would look like:

Before Al can use a secret,

Something should check for credentials:
- Usernames & Passwords
- APl Keys
- Security Certificates
- Any other defined patterns

If any of those are detected, then throw
an error (exit 1) and stop the agent from proceeding !

GitGuardian



Secret Scanning tools:

Yelp/detect- 1.
[
secrets o

GitGuardian
GitGuardian / ggshield betterleaks

—- git-secrets

.j " grep -E <pattern> “S@”"
_ # trufflesecurity/trufflehog Others:

. RS T
| ¥NHo0 .!!;;;;;::

L] .'Q‘.’Iulv.vg

B mw@rieres

GitGuardian



Hooks In Use

«

Q wrongsecrets1 J = @B {  Agents Window 7

{} appjson ,M X & bl‘ 9 ® @ - gurati.

[J App.json configurati... (D App.json token addit.. X [J App.json contenta{ + © - ’[]

{} app.json > ...

o000 1
® a ¥ 8 -~

* WRONGSECRETS1
2 9Cp 19
> images 20
> js 21
> k8s 22
> okteto 234

) 24
> scripts L
> src
> target

v wrongsecret-desktop-reso...

$ startwm.sh
¥ welcome.md

.cache_ggshield

¥ .editorconfig
@®

.eslintrc.js

.gitignore

.lycheeignore
.pre-commit-config.yaml

{} app.json 1M
= beep.txt

¥ CODE_OF_CONDUCT.md
= CODEOWNERS

—
@

-

commitlint.config.js

. CONTRIBUTING.md

¥ ctf-instructions.md

GitGuardi

an

1,
"website": "https://github.com,
"logo": "https://raw.githubusel
"repository": "https://github.
"GGVAR": "ggtt-v-rj8spzej5k"

k

Bzsh A +~ D @ - ~ X

Add SWMTKN-1-x1oqow3j5v0vdgjs4sampletoken89cjryceqkrgx456w5Iw36-ybsrzotus7f2examplefgjrkx
to app.json|

* @

+ Claude Opus 5.5 Medium ~

¥ Detected 1 secret in your prompt €

« Docker Swarm Join Token (no checker): SWMTKN-1-
XTOCOWsssseesaececscncscscacscssaccscssscscacasscasesescsnss fZexamp|efgjrkx

The prompt was not sent to the agent and the secret was not leaked.
How to remediate

Since the secret was detected before the prompt was sent:
1. remove the secret from your prompt.

2. submit your prompt again.
If this is a false positive, run:
ggshield secret ignore —last-found
which adds to secret.ignored_matches in .gitguardian.yaml:

— match: 84fd8fa424893df70193cf6827c409af944ed29e9el4da79e105ec794ae95256



Hooks In Use

Read bucket_s3.py and explain what this code does.

Searched for 1 pattern, read 1 file (ctrl+o to expand)
| PostToolUse:Bash hook returned blocking error
L **g Detected 1 secret in the command output !**
- MongoDB URI (failed to check): mongodb+srv://tesesesesscscsscscscc_os_ssesess_sscsscscsssscsssscssssssssscsssscss=trye&w=majority, moseessetery, tesecscer,
huesesceu, gg-iS-ssesece-cecccsssscedh . net, teet, retrysccscesccccccsccccority
Incident URL: https://dashboard.gitguardian.com/workspace/577612/incidents/15383339

The secret was exposed to the AI agent and may persist in conversation logs. Consider it compromised.
> How to remediate

Since the secret was leaked after the command was run:

1. revoke the secret and issue a new one with its provider.

2. consider moving the new secret to a secrets manager.

3. resolve the incident linked above in your GitGuardian dashboard.

> If this is a false positive, run:

ggshield secret ignore --last-found

GitGuardian
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GitGuardian

Session Start

,,,,,,,,,,,, | —

UserPromptSubmit

PreToolUse

v

PermissionRequest

v
«

PostToolUse [ PostToolUseFailure

4

PostToolBatch

¢

SubagentStart / SubagentStop

v

TaskCreated

v

TaskCompleted

i

Stop / StopFailure

Teammateldle

v

PreCompact

v

PostCompact

v

SessionEnd




{

“Hometown” : “Chicago”,

Hi. I'm Dwayne

“Mission” : “Help people figure stuff out”,
“Developer-advocate-since” : “2014”,
“Co-Organizer” : “AppSec Village”,
“Website” : “https://Dwayne-McDaniel.com”,

“Socials” : {
“mcdwayne@mastodon.social”,

“linkedin.com/in/dwaynemcdaniel”

“bsky.app/profile/mdwayne-real.bsky.social”},

e “Other-interests” : {“crochet”, “karaoke”,
Dwayne McDaniel

Principal Developer Advocate “rock and roll concerts”, “music in general”’}
dwayne.mcdaniel@gitguardian.com }

itGuardian == “Credential Layer Security Platform”
™) GitGuardian
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https://tinyurl.com/agntcon-hooks
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