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Azure SQL

The family of SQL cloud databases

¥ 3

SQL Server on Azure Azure SQL Azure SQL Database

Virtual Machines Managed Instance

Best for: Migrating (“lift and shift") 3 Best for: Migrating custom apps at-scale Best for: Developing highly-scalable, Al-
party apps to customer-managed to a Microsoft-managed, SQL Server- ready applications with SQL's reliability
Azure virtual machines. compatible instance. and security at commercial open-source

database costs.

'q Azure SQL enabled by Azure Arc

Run Azure SQL on premises and in multicloud environments

Your first step on the journey to Azure.

Azure is the cloud that knows SQL Server best



Shared responsibility on Azure SQL
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Monitoring and Observability

Observability
AN
v = @

Advanced Proactive Understanding
troubleshooting optimization WHY

Monitoring

> /A

Metrics Logs Alerts

Monitoring is a key part of the Observability,
providing it with the metrics, logs & traces —
describing the current state of the observed system.

Traditional monitoring focuses on predefined
metrics and logs to track the performance and
availability of systems.

It is more suited for simpler systems, where
parameters are well-known, and performance

is well-understood.

Tools like Database Watcher or some 3™ party tools
are important for observability

in terms of presenting the service health

and service state data and creating alerts to act upon.

Observability provides a more comprehensive view of
system behavior by integrating various data sources and
analyzing them.

It is better suited for the multi-system environment with
more potential unknowns and dynamic changes

of the system elements.

It goes beyond traditional monitoring by offering
advanced capabilities.



Observability
Opportunities

Single version of truth viewed through
the single pane of glass

Availability of all information needed to
determine the state of the system

Data available to both humans and
automated processes

Value provided to every role and level of
expertise, from DBA to non-technical

Provide intelligence on the problem
identification from the information
collected

Execute corrective action based on the
collected and analyzed information
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SQL Server on-premises & Azure

- Azure SQL PaaS consists out of the
main 3 parts: SQL Server engine +
O/S + Azure Platform

- Tightly integrated with other Azure
services (Authentication, Storage,
Automation...)

- Delivered under an SLA
- Exposes details of the user & system Operating System =r— (?ﬁ%f
leod

actions in different interfaces
CRAe® %

SQL Server process space




Azure SQL PaaS monitoring parts

- Azure SQL PaaS consists out of the
main 3 parts: SQL Server engine +
O/S + Azure Platform

- Tightly integrated with other Azure
services (Authentication, Storage,
Automation...)

- Delivered under an SLA

- Exposes details of the user & system
actions in different interfaces

SQL Server process space

Operating System =

CA@®




SQL Server process
Observability

SQL Server process space




Some of the SQL Server
observability sources

SQL SERVER SQL AGENT DATABASE MAIL SQL SERVER FAILOVER

ERRORLOG ERRORLOG ERROR LOG CLUSTER
DIAGNOSTIC LOG

DMVs EXTENDED EVENTS WINDOWS AND MORE!
EVENT VIEWER




SQL Server observability sources availability

Feature

DMVs

Common Error logs
Failover cluster logs
Windows Server error logs
Windows event viewer
Performance counters
Extended events
DBCC

WMI

Default trace

Profiler

Query Store

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

&

Yes

Yes (does not survive restart)

X Not supported
X Not supported
X Not supported
Yes (with limitations)
Yes (with limitations)
Yes (with limitations)
X Not supported

Yes

Yes

Yes

5o

Yes
X Not supported
X Not supported
X Not supported
X Not supported
Yes (with limitations)
Yes (with limitations)
Yes (with limitations)
X Not supported
X Not supported

Yes

Yes






Database Watcher
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Database Watcher

Monitor all
Azure SQL DB
and Azure
SQL Managed
Instance
workloads

Managed monitoring

Current and historical data

Configurable

Near real time latency

Dashboards in Azure portal



This wasn’t easy in Azure SQL before...

Hotspots and

: Top queries Common Query activity Table and Backup and Properties
outliers SQL perf : )
across the A and session index SQL Agent and
across the metrics In L . : : :
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How Database Watcher works

~
Data store
JW—Q Targets

Watcher
1 Azure SQL estate
VWV |
P
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Home > dbw-demo-1

dbw-demo-1| Dashboards = x

Database watcher

P Search

C
62}

.
Wy

>

'

Qverview

Activity log

Access control (IAM)

Resource visualizer

Favorites

Monitoring

Dashboards

Configuration
Identity

Managed private
endpoints

<y
.. SQL targets

24 Data store

Automation

<>

O © O Autorefresh: Off

~/ Data store

o Azure SQL databases OAzure SQL elastic pools o Azure SQL managed instances

113 |12 I3

v/ Learn more




Azure Platform
Observability

SQL Server process space

Operating Sstem! %
CA0® %




Azure SQL platform
observability sources

* Azure Metrics
* Azure Service Health (generic & personalized)
* Resource Health

* Activity Log

* Azure Diagnostic Logs

* Azure Log Analytics

* Azure Advisor

* Microsoft Entra logs & reports




Azure Metrics in Azure Portal

Monitoring
- Built-in monitoring of basic telemetry 5 Alerts
(CPU, storage, IOPS) i Metrics

- Sampling frequency: 1 minute @ Diagnostic settings

- Alerts through Azure Alerting # Logs
- Does not consume DB resource for

Avg Average CPU percentage for chimera-geo2-gp-01 &

m O n Ito rl n g  Add metric +? & Line chart ./ [%, Drillinto Logs C
. // Scope Metric Namespace Metric Aggregation \
P rOS. |\t' | chimera-geo2-gp-01 | ‘ SQL managed instances... ™ ‘ Average CPU percentage ™ H Avg hd ‘ °/|
E i Average CPU percentage i
a Sy to u Se 195 10 bytes read
1% 10 bytes written
C i 0.0% 10 requests count
O n S ) 0.8% V Storage space reserved
No multi-resource alerts (e.g. you cannot
L Virtual core count
o5

have 1 alert for many resources

Costs:

Charged per single alert per month, see
Azure Monitor pricing for details



Azure Service Health - generic

https://azure.status.microsoft/en-us/status

m Microsoft Azure My account  Portal

Welcome to the new Azure status page. Don't forget to update this page in your bookmarks. Learn More

Azure status

Updated 47 seconds ago

*Mon- i . Germany + ;
Products And . Morth West France France Switzerland Switzerland MNorway MNorway Germmany Sweden Sweden Poland Spain
Services zeglonal Europe Europe Central South UK West UK South MNorth West East West MNorth West Central South Central ftaly North Central
Central

Azure Red Hat
e e = @ © o = @ © o a @ @ = E @ = = 8 .
DATABASES
Azure SQL - o © o o o o o o o © © o o o o o ¢

Azure 5QL

ST ° ° ° ° ° ° ° ° ° ° ° ° ° ° ° ° ‘
Azure SQL Database - o e ° o o © ° o o e e o o o © © ¢
Azure Cosmos DB - o ] o o o ] o o o © ] o o o ] o ¢



Azure Service Health — generic

m Microsoft Azure

Refresh every Azure status history
2 minutes v
Product: Region Date:
— o — - T - I’\'I v| I’-‘. V} I-‘-’f‘[r-.-'-'ﬂl‘l v

April 2022

Products And Services

B Service Management Operation Errors Across Azure Services in East US 2 Tracking 1D: Y__5-9C0 h¥4

Azure SQL Database

March 2022



Azure Service Health - personalize

https://aka.ms/azureservicehealth

Home >

@ Service Health | Service issues

05 h o«
2 Searc . .
| | Create service health alert = Switch To Classic

v ACTIVE EVENTS
@ Welcome to the new Service Health experience. You can switch back to classic anytime. Learn more

L] : .
“@ Service issues

(scope == All ) ( subscription == 24 of 117 selected ) ( Region == All ) ( senvice == All )

! Plannad maintenance () See issues outside of your filter
[;} Health advisories (12)
@ Security advisories (1)
> HISTORY
“ RESOURCE HEALTH
% Resource health
~ ALERTS

-

Health alerts

Mo active service issues

@ Healthy locations
A Affected locations

AT



Resource Health

This is an individual resource
representation of the Service
Health.

e Lists the detailed health
events for the selected
resource.

* Allows an easy setup of
resource health alert

* Provides with a basic
troubleshooting

Home » nikohermes

oy nikohermes | Resource health  *

SQL managed instance

yel

2 Search |

B

-1
R
¢

)\

Overview

Activity log

Access control (JAM)

Tags

Diagnose and solve problems

Quick start

« Resource visualizer

Settings

Data management
Security

Monitoring
Automation

Help

‘% Resource health

(3) Support + Troubleshooting

Add resource health alert 2 Diagnose and solve problems

Resource health watches your resource and tells you if it's running as expected. Learn more

@ Available

There aren't any known Azure platform problems affecting this database.

What actions can you take?

1. If you're having problems, use the Troubleshooting tool to get recommended solutions
. If you cannot connect to the instance due to some networking issues, check Azure online documentation o

. If you can connect to the instance, but you are experiencing other connectivity issues, check Azure online documentation &

o

. If you have performance issues, configure Azure SQL Analytics o to identify the issues and get the recommended actions

Health history

Date Description
11/23/2024 @ Available
11/22/2024 @ Available
11/21/2024 @ Available
11/20/2024 @ Available
11/19/2024 @ Available
11/18/2024 @ Available
11/17/2024 @ Available
11/16/2024 @ Available
11/15/2024 @ Available
11/14/2024 @ Available



Activity Log

Home > nikohermes

g hikohermes | Activity log = * o
S0L managed instance

|)7 Search | b « 7 activity Edit columns 'T_)' Refresh 33 Export Activity Logs  + Download as CSV @ Insights Q'j Feedback XP Pin current filters % Reset filters

B Overview

l Activity log @ Looking for Log Analytics? In Log Analytics you can search for performance, diagnostics, health logs, and more. Visit Log Analytics *

Ao Access control (JAM)

@ Tags | J~ Search | " Quick Insights
# Diagnose and solve problems Management Group : None Subscription :I I Event severity : All Ti... : Mon Sep 30 2024 12:30:25 GMT+0100 (Western European... Resource group : nike < Resource : nikohermes <
Quick start + add Filter
<= Resource visualizer
7 items.
> Settings )
Operation name Status Time Time stamp  Subscription Event initiated by
» Data management
@ Mew recommendation is available Active 3weeks ago  Mon Nov 0. Microsoft.Advisor
> Security
@ New recommendation is available Active 3 weeks ago  Mon Nov O... Microsoft. Advisor
> Monitoring
@ Mew recommendation is available Active Iweeks ago  Mon Nov 0. Microsoft.Advisor
> Automatian
@ List changes of a single resource Succeeded 2 months ago Mon Oct 07...
~ Help
> @ Lst changes of a single resource Succeeded 2 months ago Mon Oct 07...
% Resource health o i i i
@ Mew recommendation is available Active 2 months ago Mon Sep 30.. Microsoft.Advisor
(2) Suppert + Troubleshooting .
@ New recommendation is available Active 2 months ago Mon Sep 30... Microsoft. Advisor

The Azure Monitor activity log is a platform log in Azure that provides insight into subscription-level and resource-
level events. The activity log includes information like when a resource is modified, or a resource status is changed (for
example - started/stopped).

Service health notifications are published by the Azure infrastructure into the Azure activity log.

The notifications contain information about the resources under your subscription. Given the possibly large volume of
information stored in the activity log, there's a separate user interface to make it easier to view and set up alerts on
service health notifications.



Azure Diagnostic Logs

Home > nikohermes Home > nikohermes | Diagnostic settings >

] nikohermes | Diagnostic settings » » - Diagnostic setting

5QL managed instance

|/-’J diagn * | S () Refresh & Feedback ] .
E Save >< Discard & Delete »Qj Feedback
# Diagnose and solve problems Diagnostic settings are used to confi ) ] ] - _ ) .
« Monitorin settings to send different logs and m A diagnostic setting specifies a list of categories of platform legs and/or metrics that you want to collect from a resource,
g ] o and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Learn
Diagnostic settings more about the different log categories and contents of those logs

& Diagnostic settings

Name . . i
Diagnostic setting name *

~ Help
Mo diagnostic settings defined

(@ support + Troubleshooting Destination details

Logs
Add diagnostic setting 9
Category groups (0 )
Click *Add Diagnostic setting' above D Send to Log Analytics workspace
* Resource Usage Statistics D allLogs D audit
* Devops operations Audit Log: .
* SQL Security Audit Event Categories D Archive to a storage account
D Resource Usage Statistics D Stream to an event hub
D Dievops operations Audit Logs D Send to partner solution

SQL Security Audit Event

A diagnostic setting specifies a list of categories of platform logs and/or
metrics that you want to collect from a resource, and one or more destinations

that you would stream them to.



Azure Log Analytics

1 // Variant assignment counts by features
Queries hub @D Always show Queries hub @ | community Gitrepo & | Documentstion = X 2 /f List the total number of assignments for each variant in feature allocations.
3 // variant assignment counts by features
Query packs: Select ouery packs 451 ?ENEXper‘%mentAss_lgnmentSummar'y
summarize
Category | [P search (*p Add filter 6 IsControlVariant = take_any(IsControlVariant),
7 AllocationPercentage = take_any(AllocationPercentage),
* Favorites APPLICATIONS. L | 8 AssignmentEventCount = sum{AssignmentEventCount),
9 EarliestAssignment = min(MinTimeGenerated),
All Queries 18 LatestAssignment = max(MaxTimeGenerated)
Variant assignment counts by features Latest scorecard metadata for a given fe... 1 by FeatureName, AllocationId, Variant
s s
Applications List the total number of assignments for each Query the latest experimentscorecard 3 .
variant in feature allocations, metadata for a given feature. 12 | order by FeatureName asc, LatestAssignment desc, Variant asc
Audit 13
Astre Monit 14 // Failed requests - top 1@
ure Monitor Run _ Run _ 15 // What are the 3 slowest pages, and how slow are they?
Azure Resources e e e 16 AppRequests
Asure Virtual Deskt 17 | where Success == false
ure Virtual Desktol - .
i Latest il resuits for a iven feat CCF applicati 18 | summarize failedCount=sum(ItemCount) by Name
Containers atest scorecard resuits for a given feat... application errors 19 | top 18 hy failed(ount dESC
Query the latest experiment scorecard result View the latest Confidential Censortium d b h
Databases for a given feature. Framework application errors. 20 | render barchart
Desktop Analytics
IT &M To... Run - Run
Network
Security Response time trend Request count trend
Virtual Machines Chart request duration over the last 12 hours. Chart Request count over the last day.
Workload:
oridoads © o results found from the last 24 haurs
Other ™ ran | . ™ ren | . Try selecting another time range

Log Analytics is a tool in the Azure portal that's used to edit and run log queries against data
in the Azure Monitor Logs store.

By using KQL (Kusto Query Language) customer can easily execute analysis of the collected
observability information.



Azure Advisor Q

Advisor is a digital cloud assistant that helps you follow best practices to optimize your Azure deployments

* Reliability: To ensure and improve the continuity of your business-critical applications.

» Security: To detect threats and vulnerabilities that might lead to security breaches.

* Performance: To improve the speed of your applications.

» Cost: To optimize and reduce your overall Azure spending

« Operational excellence: To help you achieve process and workflow efficiency, resource manageability, and deployment best
practices.

@ Advisor |Reliability| # -

«

& Overview

“ Geting started

© advisor score

@ workbooks

% Assessments (Preview)
Recommendations

B Cost

@ security

R operational excellence
it Performance

B All recommendations
Monitoring

BB Alerts (Preview)

2 Recommendation digests
Settings

# Configuration
support + troubleshooting

& support + troubleshooting

a

& Feedback Y DownloadasCsv ¥ Downloadas PDF - Createalert — Create recommendation digest @l Workbooks

Subscription equals 27 of 38 selected

Recommendation Status equals Active

Impacted resources

‘ Total recommendations Recommendations by impact
= ———_ 5

5

High Medium 4 Low
2 impact 2 impact 1 impact

© To get additional reliability recommendations, review Advisor reliability workbook

Impact 1

High

High

Medium

Medium

Low

Showing 1- 5 of 5 resuts.

Description

Use Availability zones for better resiliency and availability

Create an Azure Service Health alert

Enable Cross Region Restore for your recovery Services Vault

Use NAT gateway for outbound connectivity

Use Service Bus premium tier for improved resiliance

Resource Group equals All X

Type equals All X

Potential benefits

Usage of zonal VMs protect your

apps from zonal outage in any oth...

Stay informed about issues and
advisories across 4 areas (Service.

As one of the restore options, Cross
Region Restore (CRR) allows you t..

Prevent outbound connection
failures with NAT gateway

Service Bus premium tier offers
better resiliency with CPU nd..

% Add filter

No grouping

~

Impacted resources 11

5 Virtual machines

1 Subscription

37 Recovery Services va.

8 Virtual networks

5 Service bus namespaces

Are these recommendations helpful?

Last updated Tl

3/6/2024, 11:00 AM

3/6/2024, 04:25 PM

3/6/2024, 06:14 PM

3/6/2024, 04:38 PM

3/6/2024, 06:34 PM

s Advisor | Overview =

2 Search
® overview

*  Getting started

Q' Advisor score

@l workbooks

W Assessments (Preview)
Recommendations

@ cost

@ security

® Reliability

| Operational excellence
W Performance

B Al recommendations
Manitoring

B alerts (Preview)

3 Recommendation digests
Settings

= Configuration

Support + troubleshooting

& Support + troubleshooting

57 Faedback & Download as CSV

L Downleadzs POF @l Werkbocks

Subscription equals 27 of 37 selected

Recommendation Status equals Active

Resource Group equals All

Type equals All W Add fitter |

Score

B con 100%

3 Recommendations

Hgh 3 Medum o Low
0 Mpact 3 impact 0 impact

3 Impacted resources

Score

100%

il performance

1 Recommendation
———

High Medium Low
0 mpact 1 impact 0 impact

1 Impacted resource

Score

@ security 54

You are follow

v
Get started in Advisor
osoft best pi

r workicads,
ties or explo

practices.

Get started

Score

924

Score

78%

q Operational

@ reliability excellence

5 Recommendations 3 Recommendations

Hgh 3 Medum [ Low Mgh o MeGun q Low
2 impact 3 impact 0 MPact 0 Mpact 2 impact 1 impact

51 Impacted resources 40 Impacted resources.

& Tips & tricks

Is Advisor helpful?



Azure Advisor workbooks Q

Home > Advisor

o Advisor | Workbooks | Service Retirement (Preview) =

|,O Search

®
l,’
9

Overview
Getting started

Advisor score

a workbooks

L2

>

Assessments (Preview)
Recommendations
Monitoring

Settings

Suppert + troubleshooting

@ workbooks 7 Edit

O

& » &

Services Retirement Workbook

'? Help @ Auto refresh: Off

This workbook displays Azure services that are being phased out, allowing you to mitigate affected resources. Currently, the “Impacted Services” view in this workbook contains
information for a subset of services and features that are in the retirement lifecycle. If this page is helpful to you or if you have feedback on how we can improve it, please submit
feedback here.

As we consistently update the ‘Impacted Services' view with additional services and their impact analyses, you can access a comprehensive list of all retiring Azure services and features

by navigating to the 'All Services' view. Furthermore, for a detailed overview of the lifecycle status of all Azure products and services, please visit Azure updates.

Required Action: To avoid service disruptions, please review and migrate the affected resources before the retirement date, following the recommendations outlined in the respective
documents,

The red color line next to the retirement date in the table below indicates that these services will retire in 2024,

Choose view (0 ([UEESEEEY Al Services  Retired SErvices)

Subscription

Resource group (0

Location ()

[ an

~ | [

M

v |

Retiring Azure services ( | Please note: This view only provides impact analysis for a subset of services at the moment)

1

|P Search

ODOooOoooooo o

Service Name

Azure Synapse

Azure Synapse
Application Insights
Azure Data Lake Analytics
Azure Data Lake Storage
Azure Migrate

Azure Monitor
Application Insights

Azure Stack Edge

T

Retiring Feature

Runtime for Apache Spark 2.4
Runtime for Apache Spark 3.1
Classic

Entire Service

Gen 1

Classic

Classic alerts for Azure Gov cloud and .
Trouble Shooting Guides Retirement

The 'managed’ loT Edge solution

T4 Retirement Date T
2023-09-29
2024-01-26
2024-02-29

2024-02-29

2024-02-29
2024-02-29
2024-03-31

|
|
|
|
| 2024-02-20
|
|
|
|

2024-03-31

# Resources T

@ none
@ nene
26
@ none
o MNone
o None
@ none
o MNone
o None

Actions

Learn more

Learn more

Learn more

Learn more

Learn more

Learn more

Learn more

Learn more

Learn more

Resource count by region

o~ CemralUS WestUS 2

2 64 5

s Update on retirement of TLS 1.0 and TLS 1.1 versions for Azure Services

Following the announcement on November 10, 2023, we are continuing our
transition to requiring TLS 1.2 or later for all connections to Azure services. To
minimize disruption to customer workloads, several services will continue
supporting TLS 1.0 and TLS 1.1 versions and complete their transitions by
August 31, 2025 when TLS 1.2 or later will be required for all connections to
Azure services (unless explicitly indicated in service documentation). The list of
remaining_services will be updated as transitions to TLS 1.2 or later complete.

o}

West Europe EastUS

40 36 32 25 22



Microsoft Entra logs & reports

« Audit Logs (compliance, access promotion,
password resets, etc)

* Sign-in Logs (who, when and what have been
accessed, includes pattern recognition)

* Provisioning Logs (identity details about
resource provisioning and reconfiguration)

icrosoft Entra admin center P search resources, services, and docs (G+/)

Home » Woodgrove » Authentication Prompts Analysis >

Identity Governance ~

Provisioning Logs

External Identities

User experiences 1 + Download C Learn more ‘l:' Refresh Columns Qj Got feedback?
~ =

Iy B3 L T AT L Search Date : Last 24 hours Show dates as: : Local Status : All
Monitoring & health ~ -

Date 4 Identity Action Source System Target System
Sign-in logs

11/4/2024, 12:55:06 PM Source D 9c2b93fe-12ec-46¢cf- Other salesforce.com Microsoft Entra 1D
Audit logs Display Name Purview Investig:

11/4/2024, 12:53:55 PM Update Microsoft Entra 1D salesforce.com

Source ID 20a0a0a0-bbbb-ccc
Display Name Jonathan W
Source ID c2c2c2c2-dddd-ee..  Other
Target ID z6a6aba6-bbbb-cc

Provisioning logs

11/4/2024, 12:53:55 PM salesforce.com Microsoft Entra ID

Health
o Display Name ZT MC
11/4/2024, 12:53:55 PM Source ID 5§5f5f5-aana-hbh Create Microsoft Entra ID salesforce.com
Log Analytics Di
. isplay Name ProSales
11/4/2024, 12:53:55 PM Source D bibibibi-cccc-dd.. Create Micrasaoft Entra 1D Google Cloud / Workspac
Diagnostic settings Display Name LicM365
11/4/2024, 12:53:55 PM Source ID d3d3dada 5 Create Micrasaoft Entra 1D Google Cloud / Workspac
‘Workbooks Display Name Salesforce Admir
11/4/2024, 12:53:55 PM play Create Microsoft Entra 1D Google Cloud / Workspac

Source ID bibibibi-cccc-dd

Microsoft Entra admin center

Identity Protection

Application activities

Entra Workbooks

Microsoft Entra Recommendations
Microsoft Entra Health

2 Search resources, services, and docs (G+/)

Home
#f Home
Contoso
#. Diagnose & solve problems
< Add i3} Manage tenants [ What's new [ Preview features & Got feedback
% Favorites v
Overview Manitoring Properties Tutorials
i P
> Identity Micresoft Entra ID recommendations identifies persenalized opportunities for you to implement Microsoft
I'@ Overview
7 Identity Secure Score
,O\ Users b =
16.39%
o Groups Y Your score refreshes every 24 hours,
B Devices v View your Microsoft Secure Score [
i} Applications A
£ Search by recommendation id Y Add filter
ﬁ Protection v

10 recommendations found




Monitoring Azure Platform



Azure Monitor ¢

Data Sources

Custom Apps

A & Apps/Workloads
laaS Workloads

Container

n A E—ﬁ Infrastructure —
Operating System

Azure Resources

f .\ Azure Platform Azure Subscription
Azure Tenant
A d E Custom Sources ————— Custom Sources
A a 5

In Other On-
Azure  Clouds premises

Key

Data Collection,
Routing, and Transform Data Platform

@ Azure Monitor

App SDK Metrics

Agent(s) E
DCR Lo‘gs

) |

Diag

Settings Traces
Zer FJ

Config

APl ﬁ

2= SCOM Managed Instance
L

Databases
SCOM Mgmt

Aghllnt © Server 1 &,

Integrate

= &8 8 &

Event Azure Managed Import /
Hubs Storage Partners Export APls

& e g Q

Logic Functions
Apps Devops

Consumption

Insights

¢ & O 2

Application Container VM Network

Visualize

a4 = 1 ©

Workbooks Dashboards Power BI” Grafana™

Analyze

fil L 8
Metric Log Change
Explorer Analytics Analysis
Respond
g I By
AlOps Alerts and Autoscale

Actions

.
=
p::
K

Ops Console” Power BI*

GitHub



Azure Monitor:
pillars of Observability & data storage

Pillar of Description

Observability/

Data 5tore

Azure Monitor Metrics are numerical values that describe an aspect of a system at a particular point in time. Azure Monitor Metrics
Metrics is a time-series database, optimized for analyzing time-stamped data. Azure Monitor collects metrics at reqular

intervals. Metrics are identified with a timestamp, a name, a value, and one or more defining labels. They can be
aggregated using algorithms, compared to other metrics, and analyzed for trends over time. It supports native
Azure Monitor metrics and Prometheus metrics.

Azure Monitor Logs are recorded system events. Logs can contain different types of data, be structured or free-form text, and they
Logs contain a timestamp. Azure Monitor stores structured and unstructured log data of all types in Azure Monitor Logs.
You can route data to Log Analytics workspaces for guerying and analysis.

Traces Distributed tracing allows you to see the path of a reguest as it travels through different services and components.
Azure Monitor gets distributed trace data from instrumented applications. The trace data is stored in a separate
workspace in Azure Monitor Logs.

Changes Changes are a series of events in your application and resources. They're tracked and stored when you use the
Change Analysis (classic) service, which uses Azure Resource Graph as its store. Change Analysis (classic) helps you
understand which changes, such as deploying updated code, may have caused issues in your systems.



Azure Alerting
© AlertRules © rFircdAlerss

Built-in platform alerting for C
. . cope/Resources igna onditions oridition Met L > Create Alert
- Azure Monitor & other services R ¢ e -

(Metrics, Logs, Service Health &
others)

Supports only Azure platform
pipeline (not DMVs or XEvents)

Alert Processing Rule

Alert Evaluation Engines :
(suppress / add actions)

(metrics, logs, activity logs, Prometheus)

invoke Acions |
° Actions
- oo )))

Dellvery of alerting through

Notification: Email, SSMS & = (&)
message, Voice
Actions: Runbook, Azure oo
Function, Event Hub, ITSM, Logic o
App, Web hOOkS Monitoring
KR Alerts
COSt 41 Metrics

Per alert per month
See Azure monitor for pricing

Miamnncticr cattinne



Security monitoring
on Azure SQL



Value proposition of
Microsoft Defender for SQL

Discover and mitigate potential database Advanced threat protection Alerts you to anomalous activities that
vulnerabilities might be an indication of a threat to
your databases.



X

+ Download CSV report

Vu I n e ra bi I ity AsseSS m e nt = Microsoft Defender for Cloud | Recommendations

Secure Scare Recommendations status Resource health
[=] 1 completed control 16 Total I Unestiny
60% ) - 1.4K
'O (~36 of 60 points) 2 860 Veaithy
TomL
° ® °l° ok ] 49 completed 255 Total 12K
V | | I I Y= o ens -
v — 288

Discover sensitive data and potential security

Address the recommendations in each control, focusing on the controls worth the most points.
To get the max score, fix all recommendations for all resources in a control.  Learn more >

£ sql Group by contrals: o COn

Controls Unhealthy resources Resource Health
L]
R nn d t ~ Remediate vulnerabilities 179 of 239 resources —
e e I a e Advanced data security should be enabled on your SQL servers uick Fix! & 6 of 48 SQL servers L
Vulnerability assessment should be enabled on your SQL servers uick Fixt ﬁ_, 41 of 48 SQL servers —

° Act i O n a b | e r‘e m e d i a ti O n a n d S e C u rit Vulnerability assessment should be enabled on your SQL managed instances & 2 of 2 managed instances I
y Vulnerability Assessment findings on your SQL databases should be remediated o 29 of 30 azure resources I
h a rd e n i n Ste S Vulnerability Assessment findings on your SQL servers on machines should be remediated@ Preview | A 4 of 4 azure resources I

g p » Enable encryption at rest 155 of 233 resources —

> Restrict unauthorized netwark access 47 of 244 resources L
» Enable auditing and logging 135 of 181 resources I

Customize

Baseline policy tuned to your environment,
allowing you to focus on deviations

Report S]C)\ identifies, tracks, and

resolves SQL security

Azure SQL Managed Instance

. . ore Az SQL e
Pass internal or external audits to facilitate Database vulnerabilities

Compllance Vulnerability Assessment Developer/DBA



Vulnerability Assessment

Run a scan
1 Built-in scanning service

2 ) View a report

Detect deviations .
All-up assessment of security

Subsequent scans will alert on

deviations from your baseline state
5 3 ) Drill-down to results
) View detailed results and understand
Set a baseline how they impact database security

Customize scan requirements
based on your environment

Remediate issues

Run scripts that resolve
vulnerabilities directly within the
report



SQL advanced threat protection

2% Microsoft

Azure SQL database
Potential exploitation of application code

Re Ce ive a n a | e rt Aivulnerability to SQL Injection was detected. This

may indicate a SQL Injection attack on databas

‘samplecrmwedemo’.

Suspicious database activities il
POtential VU|nera bilities A Activity details A\ General information

Severity High

J— Patential SQL Injection was detected on your database samplecrmwedemao
. . Y DESCRIFTION e " )
SQL injection attacks
Subscription Name ~ DS-THREATDETECTION_DEMO_TOMERR_R&D 60843 DETECTIONTIME Sunday, 13 May 2018, 3:02:12 pm
. Server SEVERITY O High
Anomalous database access and queries Dotabose
IP address T W Sy e ATTACKED RESOURCE samplecrmwedema
Principal Nan
patterns - o
Application

DETECTED BY

Date IR Microsoft

Details of suspicious activity

Recommend action on how to investigate =~ e 5™ 5 T
and mitigate the threat P — -
Recommended to enable auditing B e S e G811 mem

INVESTIGATION STEPS

REMEDIATION STEPS




Microsoft Purview

For Azure SQL DBAs




Discover and govern Azure SQL in Microsoft Purview

When you're scanning Azure SQL Database, Microsoft Purview supports extracting technical

metadata from these sources:

Server
Database

Schemas

Tables, including columns

¢ Views, including columns (with lineage extraction enabled, as part of scanning)

¢ Stored procedures (with lineage extraction enabled)

e Stored procedure runs (with lineage extraction enabled)

Azure SQL Database

Azure SQL Managed Instance

Metadata

Full

Incremental

Extraction Scan Scan

Yes

Metadata

Yes

Full

Yes

Incremental

Extraction Scan Scan

Yes

Yes

Yes

Scoped Classification

Scan

Yes

Scoped Classification Labeling

Scan

Yes

Yes

Yes

Labeling

Yes

Yes

Access Lineage Data Live
Policy Sharing viev
Yes Yes No Yes
(preview) (preview)

Access Lineage Data Live
Policy Sharing view

Yes Limited*™ No No



Label-based access control using Purview policies (preview)

Provision protection policies in

Purview to restrict access to R T——
sensitive data in Azure SQL
Enterprise admins can authorize P — T — " —

data access for a particular lw
Se n SitiVity |a bel tO S pecific | Make sure your settings look good. Edit to update any if needed, and then select ‘Create’ to finish.
u Se rs/g ro u p S T e :::‘:d Highly Confidential data in SQL database

Access control is automatically | —

imposed whenever sensitive # o
@

information is accessed by users Sl il e tosmy
Getting started with the preview: gt
https://aka.ms/sql-purview- o

protection-preview-docs



https://aka.ms/sql-purview-policy-preview-docs
https://aka.ms/sql-purview-policy-preview-docs

To be
successful,

What do you

need from

Azure SQL
Observability?




Experience Azure SQL for free

Azure SQL
Managed Instance

> T
h o4
»;?»'
%R

imf ,
3,;;';53;;_;&*
RES

aka.ms/freesglMl

What's included

1 instance per Azure subscription
4 or 8 vCores of GP compute
750 vCore hours per month

64 GB data storage
64 GB backup storage

Use it for 12 months

<

Use this free offer to
support your migration
proof of concepts for
12 montbhs.

You're in control

Optimize your monthly
available vCore hours by
stopping and starting the
instance when necessary.

Azure SQL Database

aka.ms/SQl freeoffer

What's included

1 Azure SQL Database per Azure
subscription
100,000 vCore seconds per month.

32 GB data storage
32 GB backup storage

No time limits

<

Apply this free
offer for the life of
your subscription.

Need more? No problem.

Stick with the default auto-
pause option or continue
usage for additional charges.



https://learn.microsoft.com/en-us/azure/azure-sql/managed-instance/free-offer?view=azuresql
https://aka.ms/sqlfreeoffer
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