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AI IN 2020

aiweirdness.com



AI IN 2022

help.openai.com/en/articles/6825453-chatgpt-release-notes



AI IN 2024

■ Unstructured data
■ Massive quantities of it 
■ Vastly different deployment 
■ Open AI making it look easy

The bad news The good news 

■ Everyone is new
■ Data Engineering is useful
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■ Developer Relations

■ Senior Architect ֡ Consultant
50 customer projects

■ Data Engineering Trainer
2000 people trained

■ Technical Account Manager 
4 customer churns ՄI wasn’t very good)

HOLLY SMITH





KEEP IT SIMPLE
Option 0: Build Nothing

Existing options

■ Co-pilot for code completion
■ Glean for enterprise information search
■ Perplexity for research and discovery
■ Grammarly to words good
■ Coding assistant
■ SELECT ai_query(model, request) 
■ AI/BI & Genie 
■ UC search, discovery and data labelling



0: Outsource
1: Prompt Engineering
2: RAG
3: Fine Tune
4: Pre Train



PERSONALISING EXISTING MODELS 
1: Prompt Engineering

Scribd legend



PERSONALISING EXISTING MODELS 
1: Prompt Engineering

Prompts Change
Users Change



DIRECT EXISTING MODELS 
1: Prompt Engineering



REFERENCE SOURCES WITH A MODEL
2: Retrieval Augmented Generation 



REFERENCE SOURCES WITH A MODEL
2: Retrieval Augmented Generation 



REFERENCE SOURCES WITH A MODEL
2: Retrieval Augmented Generation 



PERSONALISING EXISTING MODELS
3: Fine Tuning

DBRX + =

Tend upon mine 
following to 
becometh more 

learned! 

Complete works of Shakespeare: 
600,000 words

and yes technically already included in most models



PERSONALISING EXISTING MODELS
3: Fine Tuning

More of your 
conversation would 

infect my brain

Out of my sight! Thou 
dost infect mine eyes

I am sick when I do 
look on thee



PERSONALISING EXISTING MODELS
3: Fine Tuning



MAKE A MODEL FROM SCRATCH
4: Pre Training



OPS



DEVOPS
■ Code versioning
■ Prompt versioning
■ Dev / Test / Prod
●



DEVOPS
■ Code versioning
■ Prompt versioning
■ Dev / Test / Prod
● Notebook github integration
● Databricks Asset Bundles



DATADEVOPS
Static

■ Which data trained which model?

Real Time

■ What did people ask our model?
■ What outputs were generated?
■ Which responses were flagged?
■
■ Lakehouse Monitoring
■ Inference Tables



MLDATADEVOPS
■ Model versioning
■ Performance tracking
■ …with data versioning
■ …and environment versioning
■ …maybe some A/B testing?

■ MLflow
■ Big Book MLops



FINMLDATADEVOPS
Prompting RAG Fine tuning Pre training

Setup

Data ingestion & ETL - $ $ $$$

Generate Embeddings - $ $ $$$$

Training - - $$ $$$$$$$$$$

Vector search ingest - $ $ $

Ongoing

Serving CPU/GPU $ $ $ $

Generate Embeddings - $ $ $

Vector search - $ $ $

Model APIs
(per token / provisioned) $$$ $$$ $$$ $

$$$

[click]



FINMLDATADEVOPS



SECFINMLDATADEVOPS

■ Encryption
■ API authentication & token rotation
■ Prompt injection

  https://www.linkedin.com/in/philippe-schrettenbrunner/



SECFINMLDATADEVOPS

■ Encryption
■ API authentication & token rotation
■ Prompt injection
■ Arbitrary code execution

https://arxiv.org/pdf/2403.02817



SECFINMLDATADEVOPS

■ Encryption
■ API authentication & token rotation
■ Prompt injection
■ Arbitrary code execution
■ Model poisoning
■ Unintentional data sharing

https://twitter.com/petergyang/status/1793480607198323196



SECFINMLDATADEVOPS

■ Encryption
■ API authentication & token rotation
■ Prompt injection
■ Arbitrary code execution
■ Model poisoning
■ Unintentional data sharing
■ Malicious 3rd party models



SECFINMLDATADEVOPS

■ Encryption
■ API authentication & token rotation
■ Prompt injection
■ Arbitrary code execution
■ Model poisoning
■ Unintentional data sharing
■ Malicious 3rd party models

Likelihood Impact Time Cost



■
■ Model Serving Security 
■ Unity Catalog access & 

monitoring
■ Data AI Security Framework
■ Models Marketplace

SECFINMLDATADEVOPS

■ Encryption
■ API authentication & token rotation
■ Prompt injection
■ Arbitrary code execution
■ Model poisoning
■ Unintentional data sharing
■ Malicious 3rd party models



LEGALSECFINMLDATADEVOPS
■ Unintentional PII storage
■ Legal rights to use data

Nazemian et al v Nvidia Corp, U.S. District Court, Northern District of California, No. 24-01454 



LEGALSECFINMLDATADEVOPS
■ Unintentional PII storage
■ Legal rights to use data
■ “yeh but wot if”



ETHICLEGALSECFINMLDATADEVOPS
■ Rigorous testing
■ In app feedback loops
■ Get diverse perspectives



ETHICLEGALSECFINMLDATADEVOPS
■ Rigorous testing
■ In app feedback loops
■ Get diverse perspectives

https://twitter.com/realcoffeeAI/status/1788117029557260300

https://twitter.com/realcoffeeAI/status/1788117029557260300


PROJECT PLANS
Proof of Concept



PROJECT PLANS
Production
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Early feedback: Eoin O’Flanagan, Youssef Mrini, Liping Huang

Technical reviewers: Lara Rachidi, Michael O’Kane, Daniel Liden, Maria Zervou

Papers: Here Comes The AI Worm: Unleashing Zero-click Worms that Target 
GenAI-Powered Applications, Cohen, Bitton & Nassi

Blogs: AIweirdness.com, Five things that can go wrong with RAG 
community.databricks.com/t5/technical-blog/five-things-that-can-go-wrong-when-building-rag-applications/ba-p/67078

Memes: @jennelleCshane, /in/philippe-schrettenbrunner, @peteryang, @realcoffeeAI

CREDITS
Deepest thank you to those who contributed and endured the less fun or 
accurate versions


